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$tion  1.  General 


SECTION  1  .  GENERAL 


1.1  Summary 

This  doeuwgnt  orovjdea  ouldelinee  with  which  an  AUTOOIN 
II«atendard  Trengwjgglon  Cent ryl _ Proqra*  (TCP)  ean  be  lwp)e« 
wanted.  Included  In  t  h  1  a  eoee 1 f i eat  1  on  anal 

a  TCR  Network  Protocol  (TCP»TCP) 

a  TCp»Tmp  and  TCP«SIP  Intereetione 

a  TC®  Flow  Control  Mechanic* 

a  TCP  Connection  Proeeaelno  Meehaniewe 

There  are  certain  eoneeota  which  are  fundawentel  to  the 
underetandinq  of  thjg  aoee 1 f 1  eat i on t  (1)  AUTOOIN  n,  (2) 
TCP'a  role  In  AUTODIN  II,  and,  to  a  teaaer  extent,  (3)  THP's 
role  in  AUTOOIN  IJ,  AUTOOIN  II  provtdea  a  wee«a  by  which 
dlverae  ana  Reoarao* jeelly  aeoarate  hoata  (co*outerg)  and 
terwinala  way  eownyuleete,  Uaera  (hoata. and  terwlnalg)  need 
have  no  knowledye  of  ohygleal  character! at  1 ea  (word  also, 
line  eoeed.  Jink  protocol,  etc.)  or  Hwltatlona  of  another 
uaer  to  eowwgnleate  with  the  other  uaerr  network  eomponenta 
eowpenaate  for  theae  differeneea.  Theae  .'JTODIN  II  eo*oo« 
nenta  fall  Into  one  of  three  general  categorical 

1.  backbone  eowoonenta  •  Switch  Control  Module  (SCM)j 
Suoerviaory  SC*  (SSC*)|  Standby  Proeeaaor  (SB) 

2.  aeeeaa  eowoonenta  -  Channel  Control  Unit  (CCU)f 
Terwinal  Acceaa  Controller  (TAC)»  (note  that  ualng 
thia  and  related  aoeei f teetlona  a  uaer  wav  develop 
hia  own  aeeeaa  eowponent) 

3.  Network  Control  C enter  (NCC) 

The  CCU  and  Tac  are  the  eowoonenta  whleh  orovlde  general 
yaera  aeeeaa  to  AUTOOIN  II,  Uaer  provided  eowoonenta,  alao 
In  the  aeeeaa  eowponent  category,  could  ba  a  aubacrlber  boat 
or  hoot  fronting  which  auooortc  the  AUTOOIN  II  Interface 
orotoeola.  The  AUTOOIN  II  Interface  protoeola  aret 

e  SI8  (Segwent  Interface  Protocol) 

a  TC8  (Tranawlaaion  Control  Prograw) 

a  Tmp  (TerwInalwtowHoat  Protocol) 

SIP  ia  required  bv  all  uaera  In  order  to  aeeeaa  the  Packet 
Switch  (SCW).  Uaera  wav  ewplov  a  SIP  to  acceaa  the  SCM  and 
than  develop  any  other  lavela  of  protocol  (TCP  and/or  Tmp  or 
equivalent  or  .uaer  defined  protoeola)  to  cowwunieate  via 
AUTOOIN  II  within  thflr  Own  eowwonworotocol  uaer  cowwunlty. 
However,  to  cowwunieate  with  uaera  connected  to  AUTOOIN  n 
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via  a  TAC  or  CCU#  other  uoort  must  ouDoert  SIP#  TCP#  and  Thp 
protocols  that  oro  fully  compatible  with  those  of  AUTOOIN 
II. 

7 HP's  rol*  l n  AUTOOIN  ll  it  to  provide  oort  of  the  eompenes* 
tory  torviee  to  utert(  .ThP,  end.  other  userwspee 1 f 1 e 
processes#  sueh  to  Host  Specific  Interface  (HSI).ln  o  CCU  or 
Terminal  Handler  (TH)  in  t  TAC#  know  the  toeciflc  eharae* 
tor! sties  of  eeeh  user  to  be  supported.  THP#  TH,  snd  hj I 
use  this  knowledge  to  process  date  eomlng  fro*  snd  going  to 
fho  user.  The  concept  of  NVT  defines  so  AUTOOIN  II«network 
Internal  standard  bl dl rect 1 onp 1 #  eharaeter*or 1  anted  device. 
THP  is  reasons! bl e. for  converting  fro*  user's  to  NVT  format 
data  going  from  his  user  to  the  network#  and  for  converting 
from  NVT.  to  user's  format  data  coming  from  the  network  to 
his  user.  (See  Reference  9), 

TCP  provides  the  meehanlsm  bv  which  a  process#  such  as  THP. 
can  Interface  with  the  network  (via. SIP)  and#  subseauent 1 y» 
other  CCU/TAC  TCPs  and  THP*.  Essentially#  TCP  performs  the 
mechanics  of  estsbf 1 shlna#  maintaining#  and  terminating  an 
AUTOOIN  II  "virtual  connection."  It  is  TCP's  resoons i bl 1 1  tv 
to  control  the  flow  of  data  so  that  the  users  on  either  end 
of  the  virtual  connection  appear  to  bo  eommunl eat  1 ng  via  a 
dedicated  ei reul t. 

The  reader  should  be. familiar  .with  these  concepts.  Mors 
background  Information  is  oveileble  In  the  referenced  docu* 
*en t s  (see  Paraoraeh  1.2). 

It  should  be  noted  that  this  document  contains  many  eaamples 
which  emehaslre  the  MCCU  des 1 gn/env 1 ronntnt .  These  are 
merely  eaamoles  of. one  Implementation  of  the  TCP  protocol. 
It  is  assumed  that  the  reader. is  aware  that  many  design  de* 
elslons  were  based  on  the  seeelfle  reoulrements  for  a  CCU  or 
TaC#  and  that  the  dlseusslon  of  the  TCP  protocol  Itself  eon* 
slsts  of  those  portions  of  this  document  which  relate  to 
TCP*to*TCP  communi cat  1  on.  The  THP*TCP  and  TCP*SIP  Inter* 
faces  shown  here  are  sped  fie  to  the  CCU/TAC  TCP  Implemented 
t  Ion, 
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,oetlon  1,  General  •  Reference# 


1.2  REFERENCES 

The  fellowlnq  document#  provide  additional  information  and 
decoil  on  AUTOOIN  II,  it#o  component!  ond  predeeeoeort, 

1.  TELNET  Protocol  Specification,  Network  Information 
Center  (NIC)  1S639,  loteot  iooue  (Included  in 
number  2,  below) 

2.  ARPANET  Protoeel  Handbook,  NIC  7104,  lotott  Itsuo 

3.  Stanford  Raoeoreh  Inotltuta  (SRI)  Terml nel mtemHoot 
Protocol  Specification,  15  July  1976 

4.  SRI  Tranomlooion  Control  Protocol  So#e 1 f 1 eot 1  on,  15 
Julv  197* 

5.  Def#n*e  Communication#  Aoeney  Syit*m  Performance 
Seee 1 f 1  eat  1  on  (Tyoe  A)  for  AUTODIN  II  Pheoe  I, 
lotoit  iooue 

6.  Meotern  Union  (WU)  Proooool  NU^SCl-l  AUTODIN  II 
Phaoe  I,  April  1976,  loteot  loouo 

7.  wu  AUTOOIN  II  Ooolgn  Plan,  loteot  Iooue 

6.  AUTODIN  II  Ooolgn  Plan  Eieeutlv*  Summary,  lotoot 

1  oaue 

9,  AUTOOIN  II  Thp  Tranaoortoble  Spec i T i cot i on,  lotoot 
1  ooue 

10,  AUTOOIN  II  SIP  Tranaoortoblo  Spoc i f i eot i on,  loteot 
i  ooue 
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•Ction  2,  Connection  Processing  •  Environment 

SECTION  2  •  CONNECTION  PROCESS  INC 


2.1  ENVIRONMfNT 

For  Jhe  CC'J/TAC.  Thp  is  resoonsible  for  eroviding  eartain 
services  to  the  ueer  (human  or  oroesfs).  These  services  in* 
elude  NVT  conversion  ss  diseussed  briefly  in  Paraoraoh  1,1 
(see  Reference  9).  However,  the  mechanics  of  estebl i sh i ng, 
maintaining,  end  terminating  a  virtual  connection  are  the 
resoonsi bi t ( t v  of  TCP*  THP  requests  TCP's  services  on  be* 
half  of  the  user.  TCP  uses  the  services  of  SIP  to  send  data 
to  the  SC'*  and.  ultimately,  to  the  TCP  at  the  remote  end  of 
the  virtual  connection,  TCP  doea  all  demu 1 t i ol e* i ng  of  the 
data  stream  eoming  fro"  the  SCm,  That  is.. TCP  determines  to 
which  connection  the  inout  segment  is  destined. 

The  aubseouent  oaragraohs  will  describe  TCP's  environment  in 
the  MCCU.  soec i f i cal  1 y.  as  well  as  in  the  AUTODIN  II  net* 
work,  in  aeneralc  These  oaragraohs  are  imoortant  for  the 
understand! ng  of  the  remainder  of  the  document  and  the  TCP 
orotoeol.  In  addition,  Aoeendis  E  defines. the  beaic  units 
of  transmission  for  AUTODIN  JJ#  Tha  terminology  defined  in 
Aoeendis  E  is  also  imoortant  for  the  understanding  of  the 
remainder  of  this  document. 


2.1.1  Oats  Structures 


Althouah  date  structures  could  be  considered  to  be  implemen¬ 
tation  degennent,  the  major  TCP  data  structure  is  diseussed 
here  to  ooint  out  the  basie  information  about  each  connec* 
1 1  on  reagired  to  oerform  TCP  oreeessing.  There  is  only  one 
major  data  structure  which  is  used  by  TCP  in  the  MCCUt  the 
Transmission  Cont ro 1 . B 1 ock  (TCB),  There  is  one  TCB  oer  con¬ 
nection  and  it  egntains  "ost  of  the  information  reouirea  to 
oerfor*  connection  eroceesinq,  The. TCB  is  created  when  a 
valid  ooen/l teten  reguest  is  received  from  THP  (see  Para* 
graeh  2.2.1)  and  is  deleted  when  close  oreeessing  is  com* 
elated  (see  Paraoraoh  2.9).  There  are. other  data  structures 
used  by  CCU/TAC  TCPs,  whieh  may  be  referenced  in  this  docu* 
ment.  These#  however,  are  more  i mol ament at < on*ori anted  and 
are,  Therefore.,  not  discussed  in  detail.  The  MCCU  TCB  is 
shown  in  its  entirety  in  Aooengit  B,  Jhe  3CCU  and  TAC  TCBs 
are  not  shown,  but  afs. 1  ogi  eg  1 J y , si  mi  1 ar  tg  that  for  the 
MCCU.  That  is,  similar  information  is  maintained  for  the 
connection,  although  the  structures  may  differ. 


20mFf  0*79 


T0036649  ••UNCLASSIFIED** 


PAGE  00005 


28*MB«T9 


T03J6644  ••UNCLASSIFIED** 


face  00006 


CP  SPECIFICATION,  march  st  tOTO  *•*  F  I  N  A  (.  •**  FACE  6 

weetion  2 ,  Connection  Proeeaalng  •  Environment 


2.1,2  TCF  PrOee**1ng 


TCF  ia  driven  $v  the  occurrence  of  aignlfieant  event*#  aucH 
•a*  oata  eoming  In  from  the  network#  reoueata  earning  from 
THP,  remote  elqalno  of  the  connection#  and  ae  forth,  Theaa 
a  1  on  1 f leant  ajtuatlene  are  eonvevfd  to  TCF  by  either  Thp  0r 
SIP  via  Inter/intra-eroe***  eomnun 1  eat i on*  known  aa  "event*" 
in  the  CCUe  and  TACa,  Eventa  are  proeaaaed  In  turn 
( f i r*t-1 n#  f 1  rat-out #  by  precedence)  and  eerry  enough  Infor¬ 
mation  to  eo»olat#  the  teak  reauired  for  the  aignlfieant  al* 
tuation.  For  e*amola#  the  aituetlon  of  data  arriving  fro* 
the  network  ia  eonveyad  In  the  MCCU  by  a  SIP-to-TCP  Receive 
Oata  event,  TCP  eventa  defined  for  the  mc£U  ere  deaerlbed 
In  Aoeendi*  c,  Theae  are  conceptually  aimilar  to  thoae  uaed 
bv  the  SCCU  and  TAC  j »o1 ement at  1  one#  although  the  event  for¬ 
mat  and  the  mechanic*  of  1 nter/ 1 nt ra-proc***  eommun 4 cat  1  on 
mav  differ.  Any  reference  to  an  event  In  thia  document 
refer*  to  an  *CCU  event. 

In  addition  to  the  event  meehenlam,  TCP  j*  driven  by  the  In¬ 
formation  in  fhe  T-aegment  header  Received  from  the  remote 
TCP  (*••  Aooendiy  A),  Thl*  infopmetion  may  be  an  acknowl¬ 
edgment  for  data  font#  notice  of  e  remote  eloalng#  or  other 
TCP-TCP  control  Information  (a**  Paragraph*  2, l, a#  2,t,6# 
end  2. 3, a). 


2.1.3  TC°  State* 


Baaed  on  TCP-TCP  control  1 n format  1  on  or  event*  from  ThR  and 
SIP#  TCP  chenaea  the  atat*  of  the  virtual  connection,  Thl* 
1*  reflected  In  the  TCP  for  each  connection,  TCP  *atatea” 
are  defined  here  baaed  on  the  MCCU  1  mol ement at  1  on.  It  la 
conceivable  that  other  1  mol ementat i on*  of  TCP  may  not  re¬ 
quire  aa  man y#  or  may  reoulre  more  atat**,  Theae  atatea  are 
yaed  to  keeo  track  of  on*  end  of  the  virtual  connection, 

1 . a, •  thev  reflect  the  atate  of.th*  local  TCS.  More  eaten- 
alve  information  ea  to. the  re1ation*hip  b*t*o*n  eaeh  atate 
and  th*  varioua  poaalble  atlmull  (local  eloa*  reaueat#  re¬ 
mote  cloa*  reoueat#  data  from  th*  network#  etc.)  1*  given  In 
Aooendl*  0. 

1.  oeen  •  thp  h*a  laaued  a  fully  aeeelfled  Open  event# 
but  the  three-wey  h*nd*heke  he*  not  begun 

2.  liaten  •  THP  he*  iaaued  a  partially  aeeelfled  Open 
event  (aeeurltv#  ehfeedenee#  TCC#  or  deatlnetlon 
addrea*  were  not  aeeelfled) 

3.  STM  a*nt  •  a  STN  aegment  (reoueat  to  aynehronlt* 
aend  aeouenee  number*)  h*a  been  aent#  beginning  th* 
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three-wav  handshake 

R.  SYs  sent/reeei ved  •  TCP  has  *ent  and  received  a  SYN 
eegnenti  .but  the  eeknowl edgment  has  nst  bttn  rt« 
eelved  fen  the  SYN  eeonent  that  was  aant 

5.  established  •  the  three-wav  handshake  complete* 
TCP  .has  aant  and  received  a  SYN  segment#  and  has 
received  an  eeknowl adamant  fen  the  SYN  segment  that 

waa  sent 

6.  local  elese  received  »  TCP  has  received  a  Close 
event  from  the  leeal  THP,  reaueatlng  a  defamed 
(graceful)  close  of  the  connection,  but  has  net 
sent  the  "FIN"  sag-entt  netwonk  data  will  not  be 
delivered  to  the  local  THP  (Receive  events)  fen 
this  eenneetlen  ones  this  state  has  been  entered 

7.  remote  elese  received  •  TCP  has  received  a  "status" 
control  sequent  from  the  remote  TCP#  Indicating 
that  the  remote  TCP  has  begun  elese  proeesainq  for 
the  connection*  TCP  will  continue  to  acceot  net¬ 
wonk  date  and  pass  it  to  THP  (Receive  events),  but 
will  aeceot  no  more  THP  letters  destined  for  the 
network  (Sand  events) 

6.  FIn  senf  •  TCP  has  sent  a  FIN  segment,  , beqinnlng 
connection  closure*  no  further  data  will  be  ac¬ 
cepted  from  (Send  events)  .or  given  to  (Receive 
events)  the  local  THP  on  this  connection 

9.  FIn  received  •  TCP  has  received  FIN  segment  but  Is 
unaoie  to  send  a  FIn  segment  because  all  octets 
sent  have  not  been  accounted  for  as  vet 

10.  FIn  sent/reeei ved  •  TCP  has  sent  and  received  a  FIn 
seg-ent#  but  has  not  received  an  eeknowl edgmant  for 
the  FIN  segment  that  was  sent 

11.  closed  -  TCP  has  sent  and  received  _e  FIN  segment 
a-d  has  received  an  eeknowl edg-ent  for  the  FIN  seg¬ 
ment  that  was  sent#  but  TCP  Is  waiting  for  all  Its 
oueues  to  dear  before  deleting  the  TCB, 


2.1.R  TCP  Sequence  Nymbere 


The  use  of  seouenge  numbers  is. an  integral  oart  of  TCP-TCP 
erotoeel*  one  is  eemiad  in  fvery  segment  sent  between 
TCPs.  Efch  accountable  oetet  (8  bits  of  user  test  or  TCP 
control  Information)  Is  assigned  a  sequence  number.  The  se- 
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ouenee  number  in. the  send  seouenge  number  field  of  the 
T-segment  header  ia  that  of  the  first  oetet  In  the  segment. 
In  segments  containing  data  and  accountable  TCP  eontrol  In* 
formation  the  .TCP  control  la  reoreaontad  bv  the  firet  ••• 
ouenee  number  of  that  segment,  Saouanea  numbers  ana  as¬ 
signed  by  the  sending  TCP  and  uaad  bv  the  receiving  TCP  for 
the  following  oureeaeai 

1*  reliability  ■  with  the  segment  saouanea  number  and 
othar  T*seoment  header  Information,  TCP  ean  ansure 
that  the  aagmant  received  tp  a  valid  one  for  the 
indicated  virtual  connection,  This  la  alwava  1m* 
portent  fen  data  intaarltv  and  aaoaelally  1*oortant 
in  regard  to  error  messages  (see  Paragraph  2,1*3) 
and  other  connection  termination  segments  (FIN  sag* 
ments) • 

2,  accountability  •  TCP  acknowledges  (to  the  sanding 
TCP)  for  most  segments  received.  The  means  by 
which  this  ia  aceomellshed  is. the  saouanea  numbar 
of  the  segment,  eomnun1 cat i no  the  number  of  ack* 
nowtedged  oetata, 

3,  order  ■  Saouanea  numbers  are  used  to  order  data 
being  accumulated  for  transmission  to  the  destina¬ 
tion  user,  Each  segment  sent  between  souree  and 
dastinetlon  TCPs  "ay  take  4  different  oath  through 
the  network,  ooaaibly  arriving  at  the  deatlnatlon 
TCP  before  a  segment  which  should  logically  oreeeda 
it,  TCP  uses  the  seouenee  number  of  eeeh  segment 
(1)  to  order  the  data  before  It  la  sent  to  Twp,  or 
(?)  to  oerfopm  a  reauested  function  (e.o,,  flush) 
In  the  seme  relative  order  to  the  data  as  upon 
entry  bv  the  souree  user, 

4,  duplicate  detection  *  TCP  Is  able  to  detect  and 
discard  ret ransmi t ted  segments  based  on  the  segment 
aeouenee  number  and  the  seouenee  numbers  of  prevl* 
ously  reeel ved/aekngwl edged  segments. 

The  send  seouenee  number  Is  a  31*bit  value  whleh  Is  initial* 
lead  for  either  side  of  the  connection  (each  TCP's  send 
side)  during  the  three*way  handshake  of  open  processing  (see 
Paragraph  2,2,?),  .CCU/TAC  TCPs  use  the  current  value  of  the 
elock  for  the  Initial  saouanea  nu»b«*.  This  value  repre* 
sents  the  mumper  of  10ths  of  a  millisecond  since  the  system 
(CCU/TAC)  was  initialised,.  The  initial  valup  is,  Therefore, 
a  unloue  31*bit  value  for  eeeh  connection  within  the 
CCU/TAC, 

The  seouenee  number  is  Incremented  baeed  on  the  amount  of 
data  (number  gf  oetets)  or  accountable. eontrol  Information 
sent  on  a  connection.  There  are  certain  TCP»TCP  control 
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segments  which,  when  cent,  will  not  eeuoe  the  *ne«t  tend  ie« 
guenee  nuwbep*  velue  to  be  Inepementeoi  AC*  tegmenta  not 
eopnvlng  uaep  teat,  MACK  segments  (acknowledgment  Fen  window 
ooen  tegmenta),  etetue  tegmenta  (tee  Pepagpaph  2,9), 
outwofwbanc  Interrupt  tegmenta  (tee  Paragraph  2,3,3),  and 
error  meaaege  tegmenta  (tee  Paragraph  2*1,5),  These  ape  not 
eubjeet  to  eeeountabl 1 1  tv. 

All  other  aegment  tvpea  have  unique  aeQuence  numbers* 
tegmenta  eeppylng  uaep  teat,  SVN  tegmenta,  FIN  tegmenta, 
flush  peoueat  tegmenta,  end  wOPEN  (window  open)  tegmenta, 
when  a  aeouence  ngmbep  la  eaalgned  to  one  of  these  tegmenta, 
the  "neat  tend  aeouence  ngmbep11  value  la  Incpemented  bv  the 
ngmbep  of  oeteta  being  aent  (fop  dote  segments),  Including 
one  fop  the  control,  op  bv  one  (fop  eontrolmonly  tegmenta), 

Seauence  ngmbep  veluea  fop  a  vlptuel  connection  will  wpop 
epound  eventually.  That  la,  at  tome  point  In  time  when  the 
neat  tend  aeqgenee  ngmbep  la  Incpemented,  the  value  will  go 
fpom  e  veny  lapge  ngmbep  (2,147,403,647)  to  tepo, 
Thepefopo,  although  meat  of  the  time  •lower*  sequence 
numbers  will  be  tponemltted  flpat  and  dellveped  first  to  the 
destination  uaep,  the  possibility  of  wpep«epound  la  thepe, 
TCP  will  take  this  possibility  Into  account  at  ell  times 
when  eaalgnlng,  validating,  end  opdeping  aeouence  ngmbepa, 
Nelthep  the  ooaalbllltv,  nop  the  contingency  ppocedgpe,  will 
be  mentioned  fuPthep  In  this  document.  Any  discussion  of 
aeeuenee  ngmbepa  end  thelP  pelatlve  position  to  one  enothep 
(lowep  op  highep)  should  be  peed  assuming  that  wpepmepound 
la  being  eonsldcped. 


2,1,5  TCP-TCP  Eppop  messages 


Thepe  ape  five  TCP  sppop  messages  that  may  be  aent/recel ved 
which  cause  the  pecelvlng  TCP  to  Immediately  eonaldep  the 
connection  to  be  terminated,  The  nopmel  connection  tepmlnew 
tlon  ppoeodupos  (see  Pepegpeph  2,4}  will  not  take  pleee,  in 
this  case,  Thepe  will  be  no  acknowledgment  sent  to  the  TCP 
genepetlng  these  meaaegea,  Thepe  will,  howeven,  be  e  vail* 
detlon  of  the  peeelve  segment  sequence  numbep  to  ensupe  that 
the  sppop  notice  Is  legitimate.  If  the  segment  la  valid, 
the  connection  will  be  closed  and  the  loeel  THP  notified. 
The  eppop  messages  epet 

1,  connection  does  not  salat  •  This  meaaege  Is  aent  If 
thews  Is  no  associated  connection  fop  e  peeelved 
segment,  as  determined  duping  demgl t Ipl ealng  of  the 
netwopk  date  stpeem  (see  Pepegpeoh  2,3,4), 

2,  seeuplty  violation  w  This  message  la  aent  If  the 
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oeeunitv  level  of  ony  intoning  cegnent  to  deten* 
nlned  to  bo  ineoeneenlete  for*  the  connection, 
Thene  on#  . thee*  cl neungtenceo  when  tbit  oeetleet 
(1)  connection  ctete  to  Hctcn,  the  loeel  user  did 
not  coeclfy  the  secunlty  level  In  hie  listen  no* 
ouect,. end  the  oeeunitv  level  of  the  Incoming  seg> 
went  ic  hlghen  then  thet  cutherlfed  fen  use  by  the 
loeel  ueen*  (2)  connection  ctete  1c  eoon,  listen, 
on  8 f N  cent,  the  loeel  usen  did  specify  the  eeeunfw 
ty  level  In  his  ooen/tleten  heouect,  end  the  oeeu* 
hltv  level  of  the. Intoning  cegnent  does  not  noten 
the  testified  ceeuhitvt  on  (S)  connection  ctete  1c 
ectobtlched  end  the  oeeunlty  level  of  the  intoning 
cegnent  deoc  net  notch  the  connection  oecuhlty 
level.  The  TCF  geneneting  the  ennon  neeeego  *111 
heneln  in  seen,  listen,  STN  cent*  on  estebllshea 
ctote,  ee  eoonophlete. 

5,  TCC  vloletlon  •  This  neessee  Is  cent  (I)  If  the  TCC 
of  on  1nco«1ng  SvN  cognent  does  not  neteh  the  TCC 
specified  by  o  ueen  In  hie  oeen/Heten  neouect,  on, 
(?)  if  the  locel  ucen  did  not  eoeelfy  e  TCC  In  Ms 
listen  heaueet  end  the  TCC  of  en  inconlng  stn  teg* 
nent  fe  net  cuthonlced  fon  use  by  the  loeel  ueen. 
The  TC*  oenenetlng  the  ennon  nossege  *111  ronefn  in 
on  retunn  to  the  eeen/tteten  ctete. 

a,  connection  oneeneted  *  This  nesoeoe  Is  sent  if  the 
established  connection  Is  oelng  oneeneted  (see  »en« 
•gneeh  2.C.S),  The  TC*  oenenetlng  the  enpgp  nes» 
sege  *111  continue  close  oneeodunee  fen  the 
oneeneted  connection  pnd,  subseauent  1  v,  eeteollsh 
the  ne*  connection  (*1th  enothen  dest 4 net  1  on) . 

5.  uneceeotoble  Stn  •  This  neecege  is  cent  if  e  Sfs 
cegnent  it  necelved  (fnon  sene  eouncs  ec  inftlei 
SVn)  thet  Is  net  e  netnencnisolsn  of  tne  mitlsi 
Stn  cegnent  *hen  the  ctete  Is  9vn  sent/neeol vsd  or 
esteoHohed.  The  TCF  genensting  the  ennon  neeseoe 
*111  else  eloce  the  connection,  notifying  the  loeel 
TmO  (*<s  Close  Fetunn  event  In  *CCU), 

a  TCF  neceiving  on  ennen  neecege  *111  encune  thet  the  ennon 
Is  "selievoble"  befone  ton*1not1ngthe  connection.  If  th* 
seauence  nunben  bei levebl 1 1  tv  cheek  fells,  TCF  will  distend 
the  enpon  *«eseoe  eognent.  The  velldetlen  consists  of  the 
fol lowing* 

I.  If  the  notlflcotlen  1c  "connection  eneenoted,"  the 
ceouenco  nunben  eontelned  In  the  seknewledgnent 
field  of  the  ennen  neecege  cegnent  nust  be  the 
opeengtlng  TCP's  nest,  send  ooouenee  nunben.  The 
velue,  then,  nuet  oe  within  the  eunnent  neeolve 
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window  for  the  Tc*  receiving  the  error  mettage  teg* 
ment, 

2.  If  an  v  other  error  notification  It  received*  th* 
teouenee  number  of  jhe  errored  tegment  (i,g,>  the 
SVN  *«o»«nt)  mutt  b*  in  the  acknowledgment  field  of 
the  error  mettege  tegment,  T  h  *t  value  mutt*  of 
courte*  be  t  teouenee  number  for  t  tegment  tent  by 
the  TCP  receiving  the  error  metttge  tegmene. 


2,1,6  TC»-TCP  Control  Segmenta 


TCP  control  teomentl  ere  axehanged  In  tuooort  of  the  TCP*TCP 
orotocol,  Thete  are  defined  below*  at  well  at  dlteuaaed  In 
tubteouent  earaoraeht  and  In  Appendix  0*  TCP  State  Tablet, 
It  thould  be  noted  that  thoae  control  tegmenta  which  reaulre 
ectmewl edgmentt  elwev*  eontu»e  teouenee  number  toeee  (tee 
Pereoraoh  2,l,a)‘. 

1,  SVN  tegment  -  TMe  control  it  used  during  ooen  pro- 
cettlna*  toeelfletlly  thf  three-way  hendehaxe  (tee 
Ptregreoh  2.2,21#  to  Initltllxe  the  tend  teouenee 
number  for  etch  TCP,  The  SYN  tegment  mutt  be 
ttHnowledaed  end  may  not  etrrv  uter  text.  The  Syn 
tegmenj  eepriet  Information  (In  the  control  data 
extension  field)  about  the  aouree  uter  whleh  it  re- 
auired  to  calculate  the  deatlnatlon  TCP'a  receive 
window  end  THPwTCP  .tend  window  ( aee  Partgraeh 
2,2*3),  The  approximate  letter  tize*  ho*t-CCU  or 
ttrminelwTAC  line  toeed,  and  CCU-  or  TAC-SCm  line 
toeed  ere  Included  In  the  Syn  tegment.  If  a 
non-CCU/T AC . TCP  doe*  not  ute  thia  procedure*  1,e,* 
dor*  not  include  the  uter  Information  In  the  con¬ 
trol  data  extentlon  field*  default  value*  (zero) 
for  jhe  letter  tile  and  line  toeed  eodee  will  be 
uaed  In  the  window  et 1 Cu 1  at i ont, 

2,  PJh  tegment  •  Thia  control  it  uted  during  connee- 
tlon  termlnttlon  (tee  Paragraph  2, a)  to  enture  tn 
orderly  elote  of  the  connection.  Final  teouene* 
number  acknowledgment  take*  place  at  that  time. 
The  FIN  tegment  mutt  be  acknowledged  and  repretentt 
the  acknowledgment  for  all  octett  whleh  have  been 
teeounted  for  by  the  dettinatien  TCP  (tender  of  the 
teknowl edoment) ,  Although  the  TCP  orotocol  allow* 
dttt  to  be  tent  In  #  FIN  tegment*  CCU/TAC  TCPt  will 
never  gend  uter  text  in  thi*  tegment*  but  will  ac« 
eeet  text  tent  in  e  FIN  tegment  by  a  non-CCU/TAC 
TCP,  The  FIn  exchange  It  not  alwtvt  uted  to  elote 
the  connection,  at  in  the  eaae  of  tome  TCP  errert 
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or  oreempHo",  tfpor  conditions,  sucn  <$  those  re* 
ported  In  Se«d  Date  Peturn  events  on  encountered  in 
ti*e  out  situations  (see  Aooenoix  D),  cause  the 
connection  to  oe  dosed  usinq  the  PIN  exchange. 
Other  errors*  such  as  security  violation  or  oree»o* 
don  (see  Appendix  0),  cause  the  error  message  to 
oe  sent  ana  tne  connection  to  ee  closed  without 
♦  on*e1  TCP*TCP  orotocot ,  In  these  cases*  tne  TCP 
error  message  is  sent  (see  Peragraoh  2,1,5), 

i,  a c h  segment  •  Th(a  control  is  useo  to  acvnowleoge 
ail  accountable  segments*  including  date  segments 
and  any  control  segment  requiring  accountability, 
Tne  ac know  1  edgment  sequence  rigmoer  is  contained  in 
the  segment  ana  inoicates  the  seguence  numoer  of 
tne  next  octet  expected  on  the  connection,  Tn(* 
imdies  that  all  octets  with  lower  seouenee  numbers 
than  the  seouenee  number  in  the  acknowledgment 
field  have  been  accounted  for  by  the  TCP  sending 
me  aC «  segment,  A  TCP  receiving  the  ACK  segment 
wi 1 »  ensure  that  the  acknowledgment  seouenee  nu»oer 
is  indeed  for  octets  sent.  The  value  must  be  with* 
in  a  range  from,  and  including*  the  "oldest*  unack¬ 
nowledged  octet  to#  and  excluding,  the  next  send 
seouenee  numoer.  The  ACK  segment  itself  is  not 
acknowledged,  Ho»ever*  if  it  Carries  data,  which 
is  sermitted*  the  data  it  subject  to  eccountebi 1 i- 
t  v, 

A,  "CPE'*  segment  -  This  control  is  useo  to  notify 
source  TCP  th«t  destination  TCP's  (imotr  of  *  OPE  n 
segment)  previously  zero  receive  window  is  now  non¬ 
zero,  T"e  segment  must  be  sent  to  open  the  receive 
window#  if  the  window  is  ever  oecreasea  to  zero# 
and  it  may  oe  sent  into  a  zero  window.  That  is# 
t«e  TCP  receiving  a  "OPEN  will  always  process  it, 
a  w3P£n  segment  must  be  acknowledged  oy  a  *ACK  seg¬ 
ment  and  *»y  never  carry  data,  I«  addition*  it 
should  be  noted  that#  once  the  wOPEn  is  received 
and  a  »ack  ia  sent  to  acknowledge  it*  oeta  and/or 
other  control  segments  may  ba  sent  on  the  connec¬ 
tion,  The  destination  TCP  will  be  ready  to  accent 
segments  once  it  h*s  sent  the  *0PE>,  The  aeknowi- 
eeqnent  of  the  **0PEN  is  expecteo  and  the  "OPEN  will 
be  ret ransmi tted*  as  explained  in  Paragraph  2,S,2t 
however*  this  need  not  have  taken  place  in  order 
for  the  destination  TCP  to  consider  its  receive 
-indow  to  be  open, 

5,  "»C<  segment  •  This  control  is  used  to  acknowledge 

a  «C,BE  control  and  may  not  carry  data.  The  w*CK 
itself  is  not  subject  to  account ab < l i t v , 
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6,  Statue  segment  •  Tele  control  It  used  to  Inform  th* 
remote  TCP  that  a  local  elote  It  In  oroeett  and  to 
provide  account ab 1 1 1 t v  for  data  received  tnat  can¬ 
not  be  oellvered  to  Thp  due  to  the  orevloua  dote 
reauett.  The  seqment  It  tent  to  remote  TCP  after  a 
local  dote  reauett  hat  been  received#  but  before 
It  It  time  to  tend  a  Flu  segment  (tee  Paragraph 
2.4).  The  etatua  segment  la  not  acknowledged  and 
may  not  carry  data.  Tha  segment  teauence  number 
field  will  contain  the  aeouence  numoer  olut  one  of 
the  laat  octet  successfully  oellvered  to  TnP,  The 
segment  ackno-1 eogment  field  will  contain  the  se* 
ouenee  number  of  the  nest  oetet  esoeeted, 

7,  Error  *essege  tegmenta  -  The  error  message  segment, 
at  discussed  In  Paragraph  2.1.5,  It  used  to  notify 
tne  remote  TCP  that  an  error  was  detected  In  a  seo- 
ment  received  or'  that  connection  preemption  has 
taken  place.  The  segment  It  not  acknowledged  ana 
may  not  carry  data,  Th#  TCP  receiving  such  a  seg¬ 
ment  will,  under  most  cl reumstanees,  close  the  con¬ 
nection  (tee  Appendix  0), 

8,  Flush  segment  •  This  control  reouests  that  the  re* 
mote  TCP  perform  a  flush  function  for  the  virtual 
connection  (tee  Paragraph  2.3,3).  The  flush  seg¬ 
ment  never  carries  data#  but  la  subject  to 
accounted  H  ty, 

9,  0ut*of-Bana  Interrupt  segment  •  This  control  re- 
auests  that  the  remote  TCP  perform  tne  out*of*bana 
Interrupt  fgnetlon  (see  Paragraph  2,3.3),  The 
out«of*band  Interrupt  segment  »ev  not  carry  data 
-nd  Is  not  subject  to  account ab 1 1 1 t v. 


2,1,7  Virtual  Connection  Protocol  Aodretslng 


Virtual  connection  addresslnq  is  accomplished  by  TCP  through 
a  scheme  bated  on  "sockets,”  general,  a  socket  Is  the 
concatenat Ion  of  an  Internetwork  Identifier,  a  TCP  Identif¬ 
ier#  and  a  port  Identifier,  This  socket  defines  one  e«s  of 
a  TCP  virtual  connection,  *  pair  of  sockets,  one  describing 
the  source  and  one  describing  the  destination,  fully  soeel* 
flee  a  TCP  virtual  connection, 

when  a  host  process  or  terminal  user  makes  a  request  to  ooen 
a  connection,  all  Information  required  to  fully  specify  the 
destination  (foreign)  and  source  (local)  sockets  must  re 
given,  when  a  destination  TCP  receives  a  reguest  for  a  con- 
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nection,  the  received  T-seg»ent  header  wl n  contain  t-o 


fully  soeclfleo  socket  aoQreiiM,  For  a  connection  to  De 
established,  a  destination  socket  *u*t  exactly  natch  one 
waiting  fop  a  connection  (via  a  previously  Issued  listen  or 
sotn  reouest  at  the  dest 1 nat 1  on) ,  Once  the  connection  Is 
establishes,  the  two  socket  addresses,  source  and  destine* 
tlon,  will  ggiauely  Identify  a  TCP  virtual  connection, 

Paraaraph  2,2  discusses,  In  none  detail,  the  procedures  re* 
aulred  for  establishing  a  connection.  Paragraph  2,3, u  des¬ 
cribes,  In  detail,  the  dewul t 1 ol ex 1 ng  of  the  network  data 
stream,  In  *nlch  TCP  uses  the  socket  addresses  to  determine 
the  appropriate  connection.  This  oaragraDh  Is  meant  to  da- 
fine  the  concept  of  socket  and  the  t»o  categories  of  sub¬ 
scriber  edoresslngt  CCU  addressing  and  TaC  addressing, 

CCl>  Addressing 


Since  the  CCJ  Is  Identified  by  one  network  subscriber  ad¬ 
dress,  the  packet  switch  cm  route  data  to  only  the  CCU, 

The  CCU  must  determine  to  which  host  user  (host-CCU  channel) 
th#  connection  refers,  -hen  a  host  user  enters  the 
ooen/llsten  reouest,  he  must  include  the  complete  local  user 
Ideoti f Ication.  This  Includes  both  the  local  subscrioer  ad¬ 
dress  and  the  local  port  ]0,  The  subscriber  address  is  the 
same  for  all  users  of  any  one  CC'Jt  the  oort  ID  is  designed 
to  identify  a  specific  user.  The  port  ID  entered  by  the 
user  oeco-as  associated  with  the  particular  host-CCu  chan¬ 
nel,  This  is  the  concern  of  Thp  (deference  ®),  It  should 
oe  noted  that  every  channel  pet-een  a  host  and  CCU  can  be 
associated  with  the  same  oort  I0»  If  It  Is  desired.  The 
un 1  owe  address  reaulreo  to  associate  e  connection  to  a  spec¬ 
ific  user  (channel)  is  provided  by  the  fully  soecifled  sock¬ 
et,  described  above,  when  ThP  submits  an  open  or  listen  re- 
guest  to  TCP,  a  local  connection  name  C L C *w )  is  assigned  to 
the  connection.  This  Is  e  shorthand  notation  for  the  fully 
specified  socket  pair  end  provides  e  means  for  THP  and  TCP 
to  refer  to  the  connection  Internally,  To  summarise*  TCP 
receives  e  seo-ent  which  contains  both  the  source  and  desti¬ 
nation  usar  1 oent 1 f 1  cat i o«  (the  fully  specified  socket 
pair),  TC°  associates  the  segment  w«tb  a  particular  connec¬ 
tion  using  this  socket  Pair,  TCP  relays  the  information 
(gate  or  control)  to  ThP  using  tn*  LCn  to  describe  whleh 
connection  Is  concerned.  Trip  correlates  the  LCn  ano  t*e 
specific  host-CCU  channel. 

The  port  10  is  actually  broken  <io««  into  three  parts*  (1) 
function  suffix,  (2)  usar  ID,  ang  (3)  st at < e/dynami e  port 
identifier.  To  the  CCU  (ThP  or  TCP)  the  various  oortions  of 
the  port  ID  are  reeogniied  for  only  one  ouroosel  TCP  ex¬ 
tracts  the  user  IC  to  oerform  a  secur 1 ty/oreeeoence/TCC  val¬ 
idation  check  to  ensure  that  the  particular  user  ID  Is  au¬ 
thorised  to  use  those  values  for  security,  precedence,  eno 
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TCC  that  ««p«  teeelfled  In  Ms  eoen/llsten  feouett,  Under 
all  other  el reumstsnees  the  port  10  Is  not  Important  es  an 
entity,  OF  course#  It  Is  oart  of  the  unique  fully  soeeifleo 
socket  pair.  The  port  10  Is  used#  rather#  by  the  host  to 
determine  to  which  process  the  connection  refers. 


TAC  Addressing 


Eseh  terminal  attached  to  a  TAC  is  represented  tv  a  unique 
subscriber  address  to  the  packet  switch.  The  Iglly  soeel* 
fled  socket  for  each  user  *111  consist  of  only  the  unique 
subscriber  address)  no  additional  Information  (port  ID)  Is 
reaulred,  TCP  must  still  demultiple*  the  net*or«  data 
stream#  determining  the  appropriate  connection  cased  on  the 
socket  pair  In  the  received  segment. 
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2.2  ESTA8UISH1NC  A  CONNECTION 

There  ere  aeverai  eteoe  in  eitibtliMng  •  virtual  connection 
between  two  CCU/TAC  uaera  (Hoot  oroeeaa  or  terminal  uaer). 
The  ateea,  aummarlted  here  and  detailed  in  aubaeouent  pare* 
oraeha,  an*  thoae  taken  by  an  HCCU  THP/TCP,  however,  they 
are  logleeHv  aimllar  to  theae  taken  in  an  SCC'J  or  TAC. 

TCP  beeonee  Involved  In  oeen  proeeaaino  uoon  receipt  of  on 
Open  event  fro*  ThP,  Thia  event  nav  have  been  generated  aa 
a  weault  pi  a  uaer  reoueat  (THP  open  or  listen  command)  on 
an  auto*open/auto*1 1 sten  function  (aee  Reference  9).  In  any 
eaae,  TCP  muat  validate  the  oeen  reaueat  and  notify  Thp  ln« 
mediately  of  the  reaulta  (Oeen  Return  even;),  The  eonnee* 
1 1  on  will  not  be  eatabllahad.  However,  until  the  TCP*TCP 
three-way  handahake  haa  taken  place.  At  that  time  TCP  will 
notify  Thp  via  the  Oeen  Complete  event,  and  Thp  will  notify 
the  uaer,  aa  reaulred. 

Parearaoha  2.2.1  and  2.2.2  will*  deaerlbe  theae  two  proee* 
durea,  ooen  reoueat  processing  and  the  three-wav  handahake, 
eoncent rat  1 nd  on  what  ia  reaulred  to  sueeeasfully  eatablleh 
a  virtual  connection,  aa  well  aa  the  varioua  eondltlona  that 
can  make  an  ooen  attempt  unaueeeaa f u 1 .  Paragraph  2.2.3  dea* 
eribea  the  calculation  of  the  Thp-TCP  aend  window  and 
TCP-TCP  receive  window.  Paragraph  2.2.4  erovldea  a  eonolete 
acenarlo  for  opening  a  connection,  Apoendlv  D,  TCP  State 
Tables,  will  aid  In  underatending  and  eaeand  upon  thla  die* 
euaai on. 


2,2.1  Ooen  Reoyeyt  Proeeaaino 


The  Ooen  event  fro*  THP  to  TCP.defjnea  the  oara»etere  re* 
ouired  to  eatabliah  and  maintain  a  virtual  connection, 
Theae  parameters  aret 

1.  precedence  •  a  value  from  taro  to  fifteen  reere- 
aentina  the  category  and  type  of  data  to  be  cent  by 
;he  loeal  uaer  on  the  new  connection.  There  are 
four  categorical  I,  II,  m,  and  IV,  with  I  being 
high  (moat  eipedl t 1 oua 1 v  handled).  For  each  eate* 
gory  there  are  four  aubelaaaea.  The  relatlonahfp 
between  Open  event  aerometer  values,  category,  and 
subclass,  aa  well  aa  a  brief  deaerlptlon  of  the 
tvee  of  dety,  la  ahgwn  In  Table  1.  The  terminology 
uaed  in  thla  table  1y  the  aane  aa  that  ueed  (n  the 
A'JTOOIN  II  Sveten  Performance  Specification  (Type 
A),  Reference  5, 
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TA*|_E  1.  AUTOOIN  II  TQaFFIC  CATfc&ORV  *ATRIx 


va  1  ue 

cateoorv 

criticality* 

subc lass 

traffic  tyoe 

lb** 

I 

r,-,z 

1 

aUTCOIn  II  control  messages 

la** 

I 

Y.-,Z 

2 

subscribing  network  control 

messages 

li 

I 

T,*iZ 

5 

Crltic/ECP  messages 

12 

I 

u 

subclasses  a,  9,  Cl,  and  C2 

1 1 

11 

0 

A 

1 nt e rac 1 1 ve  traffic 

1* 

II 

0 

6 

auer y/ resoon*e  traffic 

9 

II 

0 

Cl 

narrative  data 

8 

II 

0 

C-2 

bulk  data 

7 

Ilf 

p 

A 

Interactive  traffic 

0 

II  r 

0 

8 

auery/resoonse  traffic 

b 

III 

p 

Cl 

narrative  data  * 

a 

III 

p 

C2 

bulk  data 

i 

IV 

a 

A 

1 nt erac 1 1 ve  traffic 

2 

IV 

R 

6 

ouery/ response  traffic 

1 

IV 

R 

Cl 

narrative  data 

>1 

IV 

R 

C2 

bulk  data 

*c r 1 t 1 ea 1 1 t v 1  T,"  -  flash  override 

Z  *  flash 
0  •  Immediate 

p  -  priori  tv 
9  »  routine 


**cateqory  I,  values  1 0  ana  IS,  are 
for  network  use  only  and,  as  sue", 
are  not  avallaole  to  the  subscriber 
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2.  aacunltv  •  a  value  fno*  tone  to  IS  naonaaantlng  the 
aaeunltv  level  fen  oil  data  to  ee  cent  by  th*  local 
uaan  on  the  new  connection,  Seeunlty  lavala  neon*- 
aantad  anti  une 1 eaal f 1  ad,  E7T0,  neatnietad,  confi¬ 
dential,  oaenat,  toe  eaenat,  and  mhuh  (a  to  0,  n*a- 
oaetlvely),  and  0006  (IS  •  not  available  fen  uaa  by 
eubacni ban*) ,  Sevan  through  to  ana  not  aeaianed, 

3,  tnanonlaeion  contnol  coda  (TCCJ  •  A  value  defining 
the  eonnunitv  of  Intanaat  to  «Me*  botn  the  aounca 
and  deetlnetlon  aubacnlbana  oolong.  Thane  ana  S12 
TGC  eodaa  fen  AUT09I*  IX,  Jaana  ahoutd  contact  DCa 
Coda  530  ten  eaalgnnont, 

u,  daatlnatlon  aubaenlban  addnaaa  ■  A  value  defining 
the  net-on*  addnaaa  of  the  daatlnatlon  aubaerloan 
-1th  -nleh  the  connection  ia  to  be  aatabllahad. 
The  value  h**  a  nanoa  fno*  cano  to  65535, 

S,  daatlnatlon  oont  ID  •  a  value  neonaaentlng  addi¬ 
tional  eddneaalng  Infonnatlon  fen  the  daatlnatlon 
aubaenlban.  The  value  ja  cano  If  the  aeetinatlofc 
aubaenlban  la  a  taneinal  connected  to  a  TAC,  and 
la,  thenafona,  aoolleabla  only  to  CCU  aubaentbena. 
The  oont  ID  define*  the  hoat-CCJ  channel  ton  THO#e 
uaa,  and  alao  contain*  uaan  (onoeaaa)  identifica¬ 
tion  ton  uaa  In  the  heat, 

Thla  to-bit  value  1*  actually  divided  Into  thnee 
ffeldat  bit  9  daeet  algnlfleent  bit)  ia  the  otat- 
le/dyne-le  oont  Indieatom  bite  1-11  n*on*a*nt  th* 
uaan  T0|  and  blta  12-15  neonaaant  th*  function 
auffl*.  (Sa*  *an*gn*oh  2,1,7),  * 

o,  aounca  pent  ID  ■  A  value,  neonaaentlng  additional 
addnaaaing  information  for  the  local  u-an.  The 
velu*  la  cano  If  th*  loeal  uaan  la  a  tan-lnal  con¬ 
nected  to  a  TAC,  and  ia,  thenafona,  aoolleabla  only 
to  CO  aubacnlbana.  The  ouneoa*  and  -fon-at  an* 
Identical  to  the  deatinatlon  oont  ID, 

7,  oneanotabi 1 i tv  •  a  value  (cano  on  one)  Indicating 
-hethan  the  new . eonnaet 1  on  «av  be  onaanotad  (on*) 
on  not  (cano).  If  thla  value  la  cano,  TCb  will  not 
conaldan  th*  connection  to  b*  a  candidate  fon  con¬ 
nection  oneenotlon,  taaoynea  onee*et1on  (aaa  bar*- 
gnaoh  2,«,3)  la  not  offaetod  by  thla  Indlcaton, 


To  TC*  th*  Doan  event  **v  neonaaant  an  oo*n  on  lleten  no- 
ouaat.  If  all  th*  above  e*na**t*na  an*  aoaelflad  In  th* 
Oean  event,  TC*  eonaidana  it  to  b*  a  naouaat  fon  an  ooan 
connection,  and  olaea*  th*  connection  In  th*  ooan  otata.  If 
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any  pa r t e r s  are  unspecified  in  the  Ooen  event#  TC°  eon- 
aiders  it  to  oe  a  listen  reauest#  4«o  places  tne  connection 
in  the  listen  state.  The  only  difference  is  that  for  a  l  1  s- 
tening  connection  TCP  will  clock  any  attempt  oy  THP  to  send 
oata  (Seng  events)  on  tne  connection  (see  Paragraph  2,2,3), 
It  should  be  noted  that  if  a  user  -ere  to  enter  a  Thp  listen 
command  wit*  all  parameters  specified#  the  Open  event  would 
be  fu'lv  soeeified  and  TCP  would  consider  the  connection 
•open,"  Th®,  however#  considers  the  connection  to  be  *  1 i $- 
tening"  ana  would  not  seno  data  to  the  ne  t -o  r  «  (see  Refer* 
enee  9), 

TCP  will  ensure  that  the  security#  oreeeoence,  ana  TCC#  if 
specified#  are  -ithin  the  pounas  autneri jes  for  this  user, 
TCP  has  n©  way#  however#  to  validate  the  destination  sub* 
scriber  address  or  destination  port  ID  values,  TCP  also  en* 
sure*  that  resources  (buffer  space)  permits  the  establish* 
rent  of  another  connection.  If  resources  are  critical# 
i,e,#  space  for  oata  structures  ana  data  buffers  does  not 
exist#  TCa  ~ev  oeny  the  open  reauest  or  mev  preempt  lower 
precedence  connections  to  acauire  space  for  the  new  open  re* 
quest,  4 n  Clnen  Beturn  event  will  oe  sent  to  Thp  indicating 
acceptance  or  rejection  of  the  open/listen  reauest.  If  the 
request  was  valid#  TCP  will  set  the  connection  state  to  re¬ 
flect  the  open  or  listen  state#  as  aoo roc r i at e , 


2,2,2  Tc°*TCP  Tnnee«way  handshake 


TCP's  "three-wav  handshake"  is  the  mechanism  used  to  estab¬ 
lish  the  network  virtual  connection.  The  three-wey  hand¬ 
shake,  from  the  viewpoint  of  each  TCP#  consists  of  sending  « 
reauest  for  s vnch ron i z a t i on  of  the  send  seauence  numpers# 
receiving  the  similar  reauest  fro*  the  remote  TCP#  sending 
an  acknowl edgnent  for  the  reauest  that  was  received#  ano  re¬ 
ceiving  an  ac know  1  eogir en t  for  the  reauest  that  was  sent. 

The  reauest  for  s ync h r on i zs t i on  is  celled  a  "SY*"  segment. 

The  above  opening  procedures  (Paraqraph  2,2,1)  are  prelimi¬ 
nary  steps  which  leave  the  suoscriber  in  a  TCP  state  (open 
or  listen)  ready  for  a  virtual  connection.  The  three-way 
handshake  will  begin  when  the  "opening"  user  enters  date 
oestinea  for  the  "listening"  user.  It  is  assumed  for  the 
purpose  of  this  aiscussion  that  one  user  will  enter  a  Thp 
open  command,  causing  a  iu'ly  specified  open  state  in  TCP# 
and  that  the  other  user,  connected  to  AuTOOI*  II  through 
another  access  area  (CCU/TAC)#  will  enter  a  TmP  listen  com¬ 
mand#  creatine  a  partially  specified  open  state  in  TCP, 

when  TCP  receives  a  valid  Seno  event  from  ThP  for  a  connec¬ 
tion  in  tne  ooen  state#  TCP  oegins  the  tnree-w*»y  handshake# 
senoinq  a  SYV  segment  to  the  remote  TCP,  The  remote  TCP 
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will  determine  the  connection  (or  local  subscriber)  as  joc  ^  * 

•ted  with  the  incoming  segment  (see  Paragraoh  2,3,u)  am 
will  make  the  following  adoltlonal  checks  before  acknowledo- 
Ing  the  SYh  segment  ana  returning  a  Svrt  segment  of  Its  own. 

It  should  oe  noteo  that  preemption  is  considered  In  aeter- 
mining  the  subscriber  to  be  associated  with  the  incoming 
segment.  The  security#  precedence  and  TCC  of  the  Syn  seg¬ 
ment  are  eetraeted  from  tne  0SL  oy  SIP  and  passed  to  TCP  for 
analysis#  !,e,#  these  are  not  In  the  TCP  heaaer, 

1,  connection  security  •  If  tne  connection  security 
has  been  specified  by  tne  user  In  the  ooen  reouest# 
the  security  level  of  the  Syn  segment  must  match. 

If  the  security  was  not  specified,  the  security 
level  of  the  SYN  segment  will  ee  used#  but  it  must 
be  authorized  for  use  oy  the  user, 

2,  connection  precedence  -  If  a  precedence  Is  speci¬ 
fied  In  the  ooening/1 1 steni no  reauest#  it  will  he 
the  precedence  level  for  that  (local)  user's  seni 
side  of  the  virtual  connection.  The  preeecence 
specified  In  the  5YN  seqment  will  oe  the  precedence 
level  for  the  local  user's  receive  side.  If  the 
precedence  was  not  soecfflea  in  the  local  user's 
listen  reauest#  the  local  user's  send  precedence 
level  will  be  set  to  that  of  the  SYn  segment  or  to 
tne  nsslmun  authorized  for  use  Ov  this  user,  whi¬ 
chever  Is  lo-er.  There  may  be#  therefore#  t-o  pre- 
essences  associated  with  this  connection:  user's 
sem  precedence  and  user's  receive  precedence.  If 
tne  connection  Becomes  a  candidate  for  preemption 
(see  Paragraph  ?,u,3),  the  higher  of  the  two  will 
ba  used  In  determining  If  oreemotfon  i j  allowed, 

3,  TCC  -  If  the  user  specified  a  TCC  in  his  open  re¬ 
auest#  the  SYf.  segment  TCC  must  *stc",  If  the  TCC 
was  not  specified#  the  Sym  sequent  TCC  -ill  oe  used 
as  lonq  as  it  is  authorieeo  for  use  hv  the  user, 

u,  foreign  address  -  If  the  user  specified  e  foreign 
subscriber  address  and  foreign  port  10#  the  Sym 
segment  addresses  must  -etch,  if  the  address  was 
not  soecifieo#  the  Syn  segment  address  is  used. 

If  the  above  criteria  are  not  satisfied#  (e.o,»  an  associat¬ 
ed  connection  can  not  be  found#  a  local  user  sceclfieo  par¬ 
ameter  Is  not  "matched"  In  the  SYN  segment  ,  or#  for  a  par¬ 
ameter  that  was  not  Specified  py  the  local  user#  tne  SYN 
segment  vslue  Is  not  authorized  for  use  by  the  user),  TCP 
will  not  complete  the  three-way  handshake.  The  SYn  segment 
will  be  discarded  and  TCP  will  return  an  error  message  to 
the  TCP  that  sent  the  unacceptable  Syn  segment.  That  TCP 
will  notify  T hp  that  the  connection  is  dosed  (Seng  Return 
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and  Close  Return  events). 

If  ell  the.eheeks  ere  successful.  the  three-way  handshake 
will  continue.  Once  the  remote  TCP. sends  en  eeknowl edgnent 
for  the  SYS  that  wgs, received  and  initiates  a  8YN  segment  of 
its  own.  end  the  Initiating  TCP  ae know  1  edges  the  remote  SYN 
segment,  the  connection  is  established,  An  Ooen  Comolete 
event  is  sent  to  T HP*  In  the  *CCU»  to  Indicate  that  the  con¬ 
nection  Has  been  establlsHed.  A  similar  vehicle  Is  used  for 
the  notification  In  the  SCCU  and  TAC. 


2.2,3  TCP  *indo-. Determination 


Each  TCP  must  determine  two  send  windows,  one  to  be  used  bv 
the  local  Two  in  sending  data  to  the  local  TCP  (Send  events) 
and  one  to  be  used  bv  the  remote  TCP  In  sending  date  to  the 
toeel  TCP.  The  first  window  Is  ealled  the  THP-TCP  send  win¬ 
dow  end  is  expressed  In  number  of  letters  which  THP  may  have 
outstanding  to  TCP.  In  the  *CCU»  this  represents  the  number 
of  Send  events  which  may  be  oueued  to  TCP  without  receiving 
a  Send  Rfturn  event  for  the  "Oldest"  Sena  event  aueued.  The 
aeeond  window  ia  this  TCP's  receive  window,  the  remote  TCP's 
send  window.  The  value  Is  conveyed  In  the  T-segment  header 
(see  Aopenolw  A)  In  every  segment  sent  to  the  remote  TCP, 
end  represents  the  number  of  octets  whleh  may  be  sent  to 
this  TCP  before  waiting  for  aeknowf edgnent . 

For  subclass*  A  and  B  of  precedence  categories  II,  III,  and 
IV  and  subclasses  1  and  2  of  oreeedenes  category  I  (see 
Table  1),  the  window  deter-1 net 1  one  ere  oulte  simple,  .The 
nature  of  these  traffic  tyoes  permit  certain  assumptions 
about  data  exchange  on  a  connection  with  a  precedence  In 
this  groue.  Fssentlally.  data  flow  will  be  one-way  at  a 
time  rather  than  In  a  steady  stream  for  either  or  both  sides 
of  the  connection.  In  addition,  the  amount  of  data  In  each 
transmission  will  be  within  one  THP  letter.  Therefore,  TCP 
will  establish  each  window  with  a  value  equivalent  to  one 
letter  buffer.  For  the  loeal  THP  tend  window  the  value  will 
be  one.  Indicating  that  one  Send  event  may  be  sent  at  a 
time.  For  the  remote  TCP's  pend  window  the  value  will  be 
eaulvalent  to  the  letter  sice  (conveyed  In  the  SYN  segment 
from  the  re-ote  TCP)  for  that  TCP's  yser.  This  window  Is 
conveyed,  in  the  T-oegment  header,  jn  every  segment  sent  by 
the  destination  TCP.  as  the  destination  TCP's  receive  win¬ 
dow,  end  will  be  expressed  In  the, number  of  oetets  (8-blt 
bytes)  that  the  destination  TCP  is  willing  to  receive.  The 
THP-TCP  send  window  value  will  not  ehange  throughout  the 
life  of  a  connection  having  a  precedence  In  this  grouo.  The 
TCP-TCP  receive  window  mav  90  to  tero,  in  the  normal  pro* 
cessing  of  s  connection,  but  will  not  be  Increased  to  more 


20-FEB-T9 


T0036O44 


••unclassified** 


PACE  00021 


2S-FE0«70 


70436644  ••UNCLASSIFIED** 


MGC  00022 


TCP  SPECIFICATION,  MARCH  5,  IdJO  •  **  F  I  N  A  L  ***  PAGE  22 

Section  2,  Connection  Processing  •  Establishing  a  Connection 


then  the  eoulvplent  of  one  Tmp  latter  alae*  The  TCP«TCP  *e« 
eel  we  window  will  oo  to  zero  only  if  resources  one  needed  to 
service  e  highen  precedence  connection. 

The  window  determinations  for  the  narrative  and  bulk  data 
subclasses,  (»e«  Table  1)  are  more  complex,  The  THP  send 
window  Is  Initially  calculated  during  ooen  reauest  (Open 
event)  proeosslng,  If  the  ooen  reouest  Is  partially  sped* 
fled,  a  listen  reouest,  (see  Paragraph  2,2,1),  the  window 
value  will  be  zero,  blocking  data  from  the  ueer  until  e  eon* 
neetlon  is  established.  If  the  oeen  reauest  Is  fully  seed* 
fled,  the  window  value  will  be  on«,  allowing  one  Sand  event. 
This  send  reauest  will  actually  bealn  the  three*wey  hand* 
ahakf  (see  Perpgraoh  2,2,2),  The  THP  send  window  end  TCP 
reeelve  window  will  be  recalculated  during  the  three-wav 
handshake  and  any  time  another  connection  terminates  In  the 
same  CCU/TAC,  Both  windows  are  calculated  ualng  the  Infor* 
nation  conveyed  in  the  3YN  segment  during  the  three-way 
handshake,  as  well  as,  Infomstlon  about  the  local  sub* 
serfber  and  CCU/TAC  resources,.  Th#  following  items  are  con* 
sldered  In  the  window  computational  source  user's  approxl* 
mete  letter  size,  soeed  of  the  line  between  souree  user 
(host  or  terminal)  and  access  eomoonent  (CCU/TaC),  speed  of 
the  line  between  sounct  aeeess  component  and  tha  souree  SC* 
(aceess  line  speed},  aeeess  line  speed  between  destination 
SCm  .and.  destination  aeeess  eomoonent,  line  soeed  between 
destination  aeeess. component  and  destination  user,  end  loeal 
resource  availability. 


2,2,4  Connect i on  Cat abl I shment . Scenerl o 


For  e 1 ari f i eat i on  in  reading  this  scenario  certain  terns 
must  be  defined.  An  "opening  user"  Is  one  (host  process  or 
terminal  user)  whleh  reauests  that  a  connection  be  opened  to 
another  user,  A  "listening  user*  is  one  which  Indicates 
that. he  Is  ready  for  a  connection  to  be  eetebllshed. 
Opening  tmp  and  TCP. are  the  aeeess  area  component  protocols 
which  serve  the  opening  user.  Listening  THP  and  TCP  era 
those  that  serve  the  listening  user, 

TMs  scenario  will  provlda  tha  overall  view  pf  the  opening 
of  a  connection.  Only  the  mater  participants  one  noted 
here,  That  Is,  HSI/TH  and  9IP  are  net  considered  as  they 
provide  only  I/O, dpi ver/ 1 1 nk  protocol  suooont.  The  scenario 
is  also  net  esolielt  as  to  whleh  aeeess  components  ana  being 
used,  although  the  events  mentioned  are  thosp  of  the  *CCU, 
The  scenario  presents  a  typical  Thp«TCP  interface  and 
TCP-TCP  protocol.  It  should  also  be  noted  that  the  flnst 
three  steps  of  the  scenario  may  be  completed  any  time  before 
t*e  opening  TCP  sonde  the  SYN  segment  to  the  network  (steo 
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«),  op  none  oreeiselv,  before  the  listening  TCP  receives 
that  SYN  segment. 

1.  yser  A  gnteps  e  valid  THP  listen  commend  sequence, 
Indicating  that  e  connection  may  be  established 
wit*  any  requesting  remote  user.  User  A  mill  now 
be  referred  to  as  the  "listening  year,"  end  the  T HP 
end  TCP  serving  user  A  will  be  referred  to  as  "111* 
tenlnq  THP"  end  "listening  TCP*"  resoeet 1 vel y, 

2.  Listening  THP  validates  u*er  A*s  listen  command  •  •• 
quence,  determines  that  it  Is  s  valid  request,  and 
queues  e  oertlelly  specified  Ooen  event  to  TCP. 

3.  Listening  TCP  validates  the  Oeen  event,  creates  a 
TCB  for  this  user,  outs  the  TCB  In  the  listen 
state,  and  queues  an  Open  Return  event  to  THP. 

4.  Listening  THP  dequeues  the  Open  Return  event,  notes 
that  the  request  was  successful*  but  takes  no 
further  aetion  as  the  user  is  In  the  THP  listening 

state. 

5.  use*  8  enters  a  valid  THP  open  command  sequence, 
requesting  that  a  connection  be  established  with 
user  a.  User  0  will  now  be  referred  to  as  the  "o* 
oenlnq  user,"  end  the  THP  end  TCP  serving  user  B 
will  be  referred  to  as  "opening  THP"  and  "opening 
TCP,"  resoeet 1 vel v, 

0.  Opening  ThP  validates  user  0's  open  command  **• 
quence,  detemi  nes.  that  it  is  a  valid  request,  end 
queues  a  fully  specified  Open  event  to  TCP, 

T,  Ooen<nq_TcP  validates  the  Ooen  event,  creates  a  TCB 
for  this  user,  puts  the  TCP  In  the  oeen  state,  end 
queues  an  Oeen  Return  event  to  ThP, 

6.  Opening  ThP  dequeues  the  Open  Return  event,  builds 
a  charpcterl at i es  action  reeord  (see  Reference  9) 
In  a  tomnetwork  letter  buffer,  and  eueu*s  a  Send 
event  to  TCP,  requesting  that  the  letter  be  sent  to 
the  network.  The  user  Is  in  the  THP  opening  state, 
waiting  for  charac t er i st i es  processing  to  be  eomm 
plated. 

9,  Ooen 1 nq  TCP  dequeues  the  Send  event  from  THP,  de* 
tormina*  that  the  send  request  is  valid,  and  begins 
the  threemwev  handshake  to  establish  the  connee* 
tion,  TCP  sends  a  Syn  segment  to  the  network,  ed* 
dressed  to  user  A  end  changes  the  TCB  state  to  SYN 
sent. 
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IF*  Llataning  TCF  receive*  the  SYN  aegnent*  make*.  aev- 
er*l  eheeka  to  verl fv  that  the  Syn  aegnent  <  a  ae* 
eeotebl f  (aee  Feragraph  2.2.2)*  build*  a  SYN  peg* 
went  w  <  t  h  on  acknowledgment  (AC*)  f  op  the  received 
Syn  aegnent*  trenenita  the  aegnent  to  the  network, 
eng  ehengea  the  TCB  atate  to  Syn  aent/ recel ved, 

11*  Ooening  TCF  receive*  the  SYN  aegnent  with  an  AC* 
Top  the  SYN  aegnent  orevioualv  aent.  TCF  bu<1di  a 
data  aegnent  to  be  aent  *to  the  llatenlng  TCF) 
whleh  contains  the  Initial  TNF  fatten  end  an  AC* 
Ton  the  received  SYN  eeoment,  The  TCB  atate  la 
changed  to  eatabllahed  end  en  Oeen  Complete  event 
end  Send  window  event  (ineneealng  Thp»tcp  aend  win* 
dow)  ia  Queued  to  Tmf. 

12*  Listening  TCF  pecalvea  the  ACK  aegnent  with  data 
for  the  llatening  uaer#  detennlnea  that  the  ACK  la 
Ton  the  Syn  aegnent  orevioualv  aent*  ehengea  the 
TCB  atate  to  eatabllahed,  oueuea  an  open  Complete 
event. to  THP,  and  delivepa  the  peeelved  data  to  Twp 
(Peealve  event)* 

13,  Llatening  ThP  deaueuea  the  Ooan  Complete  event*  no* 
tlflee.  uaen  A  that  the  connection  hea  been 
eatebliahed*  bullde  a  ehanaetaH at  1 ea  option  peeond 
In  e  townetwoPk  letter  buffer*  and  aueuee  a  Send 
event  to  TCF  ea  aoen  aa  the  TCF  aend  window  ooena 
(Seng  window  event).  The  THP  atate  la  active, 
waiting  for  chapae tepl at  lea  proeeaalno  to  be  eon* 
ol eted. 

14,  Qeenlng  ThP  deaueuea  the  Open  Complete  event*  notl* 
Hea  user  8  that  the  connection  ***  been  eata* 
bllahed*  but  takea  no. further  aetlon  aa  It  la  wait* 
Ing  for  the  charee t er 1  at  1 c a  record, 

15,  TwPe  will  complete  eheraeterl at  lea  oroeeaalng  (aee 
Feferenee.  9)  and  then  begin  to  eaehenge  uaer  data* 
but  the  virtual  connection  haa  been  eatabllahed 
from  TCF'a  viewpoint  at  thla  time. 


2,2,5  Hove  Connection 


The  move  eonneefion  feature  ia  primarily  a  THF  function  and 
ia  oval  1  ebl a  in  the  hccu  only.  It.  Involve*  the  relocation 
of  an  eatabllahed  virtual  connection  from  one  CCU  uaer  to 
another*  eaaentielly  from  one  wccu*hoat  Channel  to  another, 
TCF'a  role  In  pie  procaaa  la  minor  and  Involvea  performing 
a  function  almiler  to  that  for  the  Oeen  event*  thua  the  fee* 
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ture  It  diaeutted  here. 

It  <a  conceivable  .that  on  tn  HCCU  then#  would  bo  one 
MCCU**ost  ehennel  peaerved  for  uto  bv  o  hoot  log*on  proceat. 
An  AUTOOIH  II  yaer  would  reoueet  to  bo  eonnoeted  to  that 
1oa*on  eubae ri ber/oort  ID  in  order  to  "aign  on*  the  host* 
Once  the  1og»on  procedure  it  completed,  the  uter  would  be 
treneferree  to  another  hott  oroeeea  on  another  nccu-hoat 
channel.  The  tranafer  would  occur  when  the  log*on  proeett 
uaea  the  THP  neve  eonnand.  Beeaute  of  the  nature  of  t  M  a 
feature,  there  are  certain  peat ri et i one*  The  reader  thould 
eonautt  Reference  4  for  dotal  It* 

TCP  would  be  aeked.vja  the  Move  Connection  event  to  verify 
that  the  new  year  I  a.  author  i  «ed  to  receive  the  eatebHehed 
Connection,  The  teeurltv,  oreeedenee,  end.  TCC  cheek  per* 
formed  during  open  oroeetting  would  be  performed  for  the  new 
uter.  The. “Ova  Connection  Return  event  eonvevt  the  reault 
of  the  validation*.  From  TCP'a  viewpoint  the  connection  will 
not  have  changed*  !*•*,  THP  will  do  all  "napping"  of  data  to 
the  new  uter*  The  logmen  channel  will  then  be  available  for 
a  virtual  connection  with  another  tubaeri ber/port  ID* 

It  ahould  be  noted  that  the  gbove  detcrietion  apollee  to  the 
HCCU  implementation.  Other  1 npl enentat i ont  of  thia  function 
nev  handle  the. nova  differently,  at  reoulred  by  tpeeific 
uter  character < at i et. 
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2.3  MAINTAINING  A  CONNECTION 
2.3.1  Flaw  Control 


Onea  the  throe-wey  handshake  la  complete  and  the  virtual 
connection  has  been  established,  the  TC8  atata  will  ba  aat 
to  established  until  eloaa  eroeaaaino  begins  for  aent  rea- 
•  on,  TCP's  major  ooal  while  maintaining  a  virtual  eonnee- 
1 1  on  la  to  auataln  a  rata  of  data  tranafar  ao  aa  to  facili¬ 
tate  a  constant  data  flow  from  user  to  us«r.  To  accomplish 
jHl a,  a  flow  eontrol  mechanic*  baa  been  implemented  whig* 
involves  not  only  the  two  TCPa  but  also  other  components  in 
the  two  access  araaa  (CCU  gr  TaC),  l.e.,  h$1,  Tm#  and  THP, 
The  eceess. area  component  Inelyded  in  this  discussion  i$  the 
*CCU,  Simitar  *eehan<ams  provide  the  8CCU  and  TaC  flow  eon¬ 
trol,  TCP-fCP  flow  control  Is  inherent  In  the  protocol  and 
does  not  vary  across  aeeass  araaa.  The  reader  ean  refer  to 
Appendix  E  (Volume  VII)  of  the  auTQQIn  II  Design  Plan 
(Reference  7)  for  details  and  the  mathematical  expression  of 
the  flow  eontrg!  algorithm.  The  terms  sourea  and  destina¬ 
tion  Indicate  whleh  aeeass  area  is  being  dlaeuased.  That 
Is.  "source"  refers  to  the  CCU  serving  the  originator  of  the 
datai  "destination"  refers  to  tha  CCU  serving  the  receiver 
of  tha  data. 

usermto-ngtwork  path 


1.  Sourea  MSI  will  have  ue  to  a  maximum  number  of  Pro* 
User  events  outstanding  (Fro*  User  Return  events 
not  received)  to  source. TWP  for  any  one  channel, 
T*e  maximum  number  will  ba  constant  and  will  ba 
based, gn  the  speed  of  the  Input  line  and  ot*er  user 
soeeifle  Information,  whan  the  maximum  number  <s 
reached  HSl.wil!  begin  holding  off  the  host,  as  ap¬ 
propriate  for  the  link  protocol.  For  example,  a 
binary  synchronous  communleat 1  one  (BSC)  protocol 
has  a  wait  before  transmission  feature  whleh  would 
aMOw  HSI  to  acknowledge  for  a  transmission  while 
asking  the  host  not  to  start  another  transmission 
at  this  time. 

2.  Sourea  Thp  will  have  uo  to  a  maximum  number  of  Send 
events  outstanding  (Seng  Return  events  not  re* 
eelved)  to  source  TCP  for  any  one  connection.  The 
mgxlmum  number,  called  the  THP-TCP  aend  window, 
will  be  dynamic  and  will  be  Initialised  (Open  Re¬ 
turn  event)  and  changed  (Send  window  event)  by  TCP 
(see  Paragraph  2,2,3),  The  Initial  value  for  an 
opening  user  In  the  HCCU  will  be  one,  A  listening 
user  will  have  a  . cero  send  window,  initially. 
Souree  TCP  will  refine  and  increment  the  window,  as 
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reouired*  during  the  lifetime  of  •  connection, 
when  the  current  *a*i*ym  send  window  Is  reeded* 
THP  will  gegln  Nglding  off  HSI  because  F row  Uteh 
events  will  not  be  oroeessed  end,  therefore*  Fro* 
User  Return  events  will  net  be  aueged  to  source 
HSI.  This  eetlon  Cor  feck  thereof)  *111  cause 
Bourse  HSI'a  hold-off  of  the  host*  os  described 
above. 

3.  Souree  TCP  will  have  uo  to  a  maximum  number  of  ee* 
tats  outstanding  (unacknowledged)  to  destination 
TCP.  The  maximum  number*  exiled  the  TCP»TCP  win¬ 
dow*  will  be  dynamic  and  witf  be  controlled  by  tha 
destination  TCP.  The  window  will  be  conveyed  on 
every  segment  transmitted  bv  the  destination  TCP  as 
the  destination  TCP's  receive  window.  Souree  TCP 
wilf  send  ue  to  that  many  octets  before  waiting  for 
aeknowf edoment  from  destination  TCP.  when  the  mas* 
1*um  outstanding  is  reached  and  the  deatlnatlon  TCP 
has  stosoed  aeknowl edgl ng  for  oetets*  source  TCP* 
as  a  result*  will  be  unable  to  send  an  acknowledge 
ment  to  source  Thp  (Send  Return  event).  This*  In 
turn,  wifi  hold  off  source  THP  because  the  number 
of  Tup's  outstanding  Send  events  will  reaeh  the 
maximum.  The  ho1d»off  will  then  reaeh  MSI  and 
eventually  the  hoat. 

net  work*  to- v  •O'*  oath 


4,  Destination  TCP  will  have  a  maximum  number  of  Re¬ 
ceive  events  outstanding  (Receive  Return  events  not 
reeelyed)  to  destination  Thp,  The  maximum  number 
(two  In  the  HCCU)  Will  not  vary  throughout  -de  con¬ 
nection.  Based  an  this  *ai1«u»,  destination  TCP 
will  reoulate  the  souree  aceess  area  data  flow.  If 
Receive  Return  events  are  not  sent  from  destination 
Thp  to  TCP*  destination  TCP  Is  unable  to  send 
TCPwTCP  acknowledgments  for.  octets  received  fro* 
source  TCP,  This  situation  will  eventually  stoe 
souree  TCP  from  sending  additional  oetets*  end  so 
forth  (see  number  3*  above). 

5.  Destination  THP  will  have  uo  to  a  maximum  number  of 
To  User  events  outstanding  (To  User  Return  events 
not  received)  to  destination  HSI.  The  meximu* 
number  will  be  constant  and  will  be  based  on  outout 
line  speed  and  other  user  seed  fie  Information, 
wh*n  .the  meximu*  Is  reeehed  Thp  will  discontinue 
gueueing  Receive  Return  events  to  TCP,  This  will 
cause  the  acknowledgment  rate  by  destination  TCP  to 
s  t  oo  whlgh  will*  In  turn*  slow  source  TCP's 
transmission  rate. 
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*•  Destination  HSI  will  be  regulated  bv  the  eeeed  of 
the  outogt  line  as  well  as  the  link  protocol*  To 
User  Petum  events  will  net  oe  queued  to  THP  until 
protocol  aeknowl edgmants  are  received  for  eorres- 
oondlno  data.  If  thane  la  not  •  protocol  acknowl¬ 
edgment  used  on  the  Particular  ghannej,  aueh  aa  for 
an  asynchronous  protocol,  HSI  will  wait  until  the 
date  has  been  transmitted  on  the  link  (I/O  comple¬ 
tion)  before  oueuelne  the  To  User  Feturn  event  to 
THF. 


2,3,2  Processing  Oat#  for  a  Connection 


Oete  coming  from. the  user  going  to  the  neework  must  be  for* 
matted  as  reguired  by  the  oceket  switch  (SC*),  TCP  Is 
responsible  for  adding  a  TCP  header  to  user  data,  Thp 
letters  In  the  ease  of  a  CCU  or  TAC,  in  preparation  for  the 
addition  (by  SIP)  of  the  binary  segment  leader  (SSL),  This 
TCP  segment,  or  T«segment,  format  is  a  requirement  for  all 
segments  being  evehanged  among  AUTOOIN  II-standard  TCP*. 
The  T*segment  is,  pictured  in  Apeendlv  E,  The  T*seg»ent 
header,  which  carries  TCF*TCP  control  Information,  Is  espla* 
ined  In  detail  In  Appendli  A, 

TCP  oerfor-a  several  functions  In  processing  data  for  the 
network.  These  basle  functions  are  summarised  below  as  they 
apply  to  the  *CCU,  Similar  methods  of  handling  the  func¬ 
tions  evict  in  jhe  SCCU  and  TAC  i mpl e*entat 1 ons,  as  they 
Should  In  any  TCP  1 -ol ament  at  1  on  Conforming  to  the  AUTDDIh 
II-standard  oretoeol.  The  scenario  assumes  that  a  connec¬ 
tion  has  baen  established, 

1,  validating  THP  send  request 

Thp  will  request  that  TCP  send  s  Thp  letter  to  the 
destination  user.  In  the  hccu  this  request  will  be 
in  the  form  of  a  Send  event,  whatever  the  vehicle, 
TCP  gust  verify  that  the  request  Is  s  valid  one, 
ensuring  that  the  data  can  be  sent  In  the  current 
connection  state.  If  the  eurre"t  state  Is  not  es¬ 
tablished  or  open,  TCP  will  reject  the  send  re- 
ouest, 

2,  segmenticing  the  data 


The  major  TCP  function  in  user-to-network  process- 
1 ng  is  determining  when  the  dots  Or  control  infor¬ 
mation  can  be  sent,  building  a  T-segment  header, 
and  formatting  the  sogmenf  to  be  transmitted  to  the 
network.  The  first  step  Is  the  major  one,  TCP 
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eonoutea  tHa  number  of  aetata  *Hieh  may  ba  cant  on 
t*e  connection  (available  window).  The  available 
window  will  be  baaed  on  tHa  cand  window  (deatlne* 
tion  TCF'a  receive  window)  and  How  many  oetata  Hava 
bean  aant  to#  but  not  acknowledged  bv#  tHa  deatlne* 
tion  TCP.  That  la#  tHa  available  window  eouala  tHa 
aand  window  mlnua  tHa  difference  between  tHa  nett 
aaouanea  number  to  aaalon  and  tHa  teat  aaouanea 
ngnoap  acknowledged  bv  deatlnetlon  TCF.  If  tHa 
available  window  la  lapoe  enougn  to  aatiafv  tHa 
neat  aand  paouaat#  tHa  T*aegnent  Haadap  la  built 
and  tHa  aeg*ent  la  aant  to  tHa  network#  via  SI? 
CS*nd  Data  event  In  tHa  HCCU).  If  tHa  available 
window  ia  not  lapse  enouQH  to  aand  tHa  antlpa 
latte*,  and  tHepe  apa  already  aegmenta  on  TCF'a  pa* 
t panani aai on  ouaua#  TCF  win  not  aand  tHa  aagmant. 
If  tHapa  a*a  no  aegmenta  on  tke  retrenanl aal on 
ouaua#  TCF  will  aand  tHa  aeoment  peoapdleee  of  tHa 
aand  window. 

Control  information#  a. a.#  acknowledgment  (ACK) 
aegmenta  not  eappylng  uaap  text#  eut*of*band  Intap* 
puot  aegmenta#  atatua  aagnanta#  mack  segments#  and 
eppop  masses*  aagmenta  (aaa  Aooandli  a  and  Fane* 
gpaoHa  2.1*0  and  2.1.6)  do  not  eontuna  aaouanea 
nu*oa*  aeaea  and#  therefore#  ean  ba  aant  at  any 
tin*#  even  if  tHa  available  window  la  sano. 

3.  aeknowledanenta  fop  segments  aant 

THaPa  a*a  two  tyoaa  of  eeknowt segments  wHleH  apa  of 
Interest  .to  TCF,  THa  fi*at  la  the  acknowl edgn*nt 
f po*  SIF  indicating  tHet  tHa  Sand  Data  avant  He* 
baan  o*ocaaaad.  In  tHa  MCCU  tnia  la  conveyed  by  a 
Sand  Data  Fetupn  event  and  "opoeeaaad”  *e»ni  t*at 
tna  aea*ant  has  bean  aant  to  and  acknowledged  bv 
(at  tHe  link  level)  tHa  aou*ea  SC*4.  If  an  ADCC° 
appop  occurred  op  network  ntnaallvapy  notice  # 
(a,g,»  destination  aubaepibap  down)#  uoon  transmls* 
aion  0f  tHa  segment  to  tHa  SC*#  tHa  Sand  Data  Fa* 
tupn  event  will  ba  marked  accordingly,  TCF  wl 11 
attanot  to  retransmit  aaonente  felting  Into  tHIa 
category  (aaa  below),  THapa  wltl  ba  a  flaed  number 
of  patplaa  bafopa  tHa  eonnfetlon  will  ba  terminat* 
ad,  OtHep  errors, returned  In  tHa  Sana  Oata  Fetupn 
avant  ana  Invalid  aeeupltv#  eraeedance#  TCC#  op 
dost inetlon. address.  Tkeae  appgpa  apa  fatal  and 
eauaa  immediate  connection  ctoaupa. 

THa  eoeond  acknowt edgment  of  i*eortenee  to  TCF  la 
tHat  aant  by  tHa  deatlnetlon  TCF  fop  oetata  datlv* 
aped  to  tHa  deatlnetlon  uaap  (Tw*),  Tnia  acknowt* 
edg*ent  eo»ea  in  tHa  T*aegment  Header  of  a  aagnant 
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pocelvtd  ?po»  t Ho  deetlnetlgn  TCP.  If  th©  teknowl* 
edgntnt  io  not  PfCelvod  In  o  opodetepnl nod  tint, 
TCP  Mill  POtPantnlt  t  Ho  OOQMOnt  (ooo  belOw), 
Again*  only  •  act  nunbep  of  potPloo  -111  oa  at* 
tenoted  bofopo  tha  eennaetlon  la  dated* 

when  an  acknowledgment  io  pgcelved  fpe»  tha  daotl* 
notion  TCP*  ooupeo  TCP  valldatoo  It*  eneuplng  that 
tha  aeknowl aegeant  eaouence  nunbop  velue'ie  between 
tha  oldeot  unaekne*! adaod  ooauoneo  nu«bep  (Inclu* 
elve)  and  tha  neat  tend  eeouenee  nynbtP  (oaetu* 
alvo).  If  It  Io  not*  tha  AC*  eontPol  Io  ignoped* 
If  tha  value  la  valid*  TCP  will  penove  all  ecknowl* 
edged  eeteto  fpon  tha  petponewleelon  aueue.  The 
potpananloolon  Queue  aontalna  Infopoetlon  coneopn* 
Ing  all  eeonenta  that  have  ooon  aont  to  tha  netwoPk 
but  have  not  boon  acknowledged  by  the  p#*oto  (daa* 
tination)  TC*.  If  a  eaPtlol  aegnent  Io  eeknewl* 
edged*  i*o**  the  eeknewl edgntnt  aeoutnee  nu*oep  la 
Iowop  than  tha  oeQuonee  nu«bep  of  the  loot  octet 
Included  in  tha  aegnent*  TCP  will  peeo*oute  tha 
atant  of  data  In  tha  aegnent  ao  that  only  unaek* 
nowledged  oeteta  will  oe  pat Pana*1 tted.  is  eon* 
elate  TmO  lattaPfl  opo  acknowledged,  TCP  auoueo  Send 
Oetupn  evente  to  Th*  for  eoppeooondl no  Sand  eventa. 

«,  PotPananlttina  aeenente 


to  dlaeuoeod  above*  TCP  will  retrenenlt  oeg*ento 
undep  two  conditional  (1)  whan  notified  vie  Send 
Data  Oetupn  event  that  tpananloolon  to  the  netwo** 
waa  unaueceaof ul *  end  (2)  whan  e,eP0deteP*1nea 
anount  of  tine  alaooea  after  eueceeeful  tpananla* 
o 1  on  to  tha  aoupce  SC -»  with  no  aeknowl edgnent  fro* 
daotlnatlon  TCP  fop  the  octoto  aont*  The  euppent 
TCP  aend  window  (at  the.  tine  pet panani  eel  on  la 
being  conoldapod)  la  taken  into  account*  If  th# 
ooouence  nunber  of  the  the  flpat  unacknowledged 
dote  byte  of  tha  ooenent  Ilea  within  the  euppent 
TCP  aend  window*  the  aegnent  (op  remainder  tnepeof) 
will  be  tpana»1tted*  4  pet ponewl eei on  tlner  will 
be  otaPted*  The  length  ©f  the  timer  nav  vopv*  de* 
oendlng  on  tlnap  tyoa*  but  the  ret renenl ©el  on  «e* 
chanlan  renting  the  eon©*  If  the  tin©  eloooeo*  TCe 
will  paoond  the  aoopoopiato  aegnent*  aa  ©emitted 
by  the  ©end  window.  whan  newlnum  nuebap  of  re* 
t  panani  ool  one  have  been  aont*  the  connection  win 
be  clooed*  It  ohould  bo. noted. that  ctoaupo  ee  a 
pooult  of  netwopk  tponanlooion  failuPO  will  not  In* 
olude  a  PIN  oechanga  with  op  oendlng  an  error  *ea* 
oogo  to  the  ponoto  TCP*  leeentlellv*  the  clooe 
opocoaaing  will  bo  local* 
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T  h  ■  timeout  value  for  t  h  *  network  tranamlaalon 
failure  retry  »(!l  be  initially  a*t  toon*  ••eend. 
T  h*  timeout  value  for  waiting  for  destination  TCp 
aeknowl *da«ent  will  b«  baaed  on  tha  tin*  ao**d  of 
th*  daatinatlon  uaar  CCU-hoat . ehennal  for  data  aeg* 
manta*  and  will  b*  aeoro*  i  natal  y  10  aeeond*  for 
certain  control  only  segment*  (Syn,  FIN,  and  fluah 
reaueat ) , 

Th*ra  ar*  several  tyoaa  of  eontrol  segment*  which 
ar*  net  considered  for  ret rensrnl *si on,  Th*a*  oral 
ACk,  statue#  eut*of*band  Interrupt,  HACK,  and  TCF 
error  m*s**oe  aagrarta,  Th*  Information  earrlad  by 
the  a£k  and  status  aaoranta  will  b*  aant  again  aa 
additional  a*gm*nta  ar*  received  from  th*  remote 
TCP,  Thar*  la  no  TCP  accountability  of  thaa*  tyoaa 
of  aaomenta.  In  addition,  TCP  error  maaaagaa  da* 
not*  that  there  la  a  cataatroohlc  error  In  th*  aye* 
tan  at  th*  TCP  orotoeol  or  network  protocol  level, 
requiring  that  the  eonnaetlon  be  eloaed.  Relying 
on  th*  other  TCP  to  acknowledge  for  th*a*  maaaagaa 
la  auaat 1 onabl a. 


2,3,3  Int*rruot/Flyah  Feature 


Th*  TCP  interruot/f luah  feature  la  actually  two  aaparat* 
functions,  a*  defined  for  AUTgoj*  II  uaera.  Both  function* 
are  oerformed  at  th*  reaueat  of  thp, 

a  reaueat  for  a  "fluah"  eauae*  TCP  to  dlacard  all  not  vat 
aagmentlxad  emd  reaueat*  (Sand  event*)  and  eend  a  eontrol 
segment  with  th*  fluah  Indicator  cat  to  th*  remote  TCP,  The 
remote  TCP  will  dlacard  *11  a*gm*nta  having  eaauane*  number* 
lower  than  th*  aeauenc*  number  of  th*  fluah  control  a*gm*nt 
and  oea*  th*  fluah  reaueat  to  thp  (Interruot  Return  event  in 
th*  MCCU),  THP  will  then  dlaeard  all  data  not  yet  aueued  to 
MSI  for  delivery  to  th*  ua*rf  In  the  CCUa  and  TAC,  all  r*» 
aueata  for  the  TCP  1 nterryot/ f 1 u*h _ feature  are  generated  by 
Thp  Interruot  function*  (see  Reference  R),  TCP  alao  uaea 
th*  fluah  feature  for  an  Immediate  eloaa  of  th*  connection 
(***  Paragraoh  2.4.2), 

A  reaueat  for  an  •interruot1'  eauae*  TCP  to  aend  a  control 
a*gm*nt  with  th*  out*of*band  control  indicator  act  to  th* 
remote  TCP,  Th*  remote  Tcp  will  notify  th*  remote  Tmp,  yla 
th*  Interruot  Return  event*  that  an  out*of*b*nd  Interrupt 
haa  been  rcoueated,  Thl*  feature  la  referred  to  aa  Inter* 
ruot  function  10  (IF10)  In  the  THF  aoee 1 f i eat  1  on  (Refarenea 
8), 
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2,3,4  Processing  Dote  l«o*  the  Network 

Although  SIF  provloee  CCU-SC*  network  protocol  tupport,  It 
doeg  not  proeoes  the  network  dote  stream  ether  then  to  ana- 
lyse  end  remove  the  blnery  segment  feeder  (SSL)  from  seen 
segment,  The  received  segment*  ore  petted  to  TCP  vie  «•• 
celve  Dote  event*  In  the  *CCU,  TCP  will  do  *11  the  proceed¬ 
ing  necettery  to  eoeoclete  the  tegmente  with  end  deliver  the 
segments  to  the  epproprlete  vlrtuel  connection,  Thl*  pro* 
eetelng  eon  be  broedly  eetegorlxed  under  three  generel 
oreee#  eo  olcceueeed  belewt 

1,  demultiplexing  the  network  dote  ttreem 

There  ere  two  type*  of  eegmentt  received  by  TCFt 
thoce  with  dete  for  the  ueer  (date  tegmenta  or 
dete/eontrol  tegmente)  end  those  without  data  for 
the  ueer  (control  only  tegmente).  For  each  re* 
celved  aegment  there  ere  certain  step*  In  attempt* 
Ing  to  eesoelete  the  aegment  with  a  loeal  ueer  eno 
hi*  eetlv*  connection,  (f  any,  and  In  determining 
the  proeeaalng  requirement*  for  the  aegment.  These 
steps  Involve  the  addresses  associated  with  loeal 
subscribers  and  with  the  received  segment. 

For  each  local  TAC  ueer  there  It  e  unique  network 
aubecrlber  address.  For  eeeh  CCU  user  there  Is  a 
common  network  subscriber  address  (for  the  CCU)  and 
a  subscriber  port  ZO,  whleh  Is  not  necessarily 
unique  (see  Paragroeh  2,1,7),  If  s  user  he*  an* 
toned  an  open  or  listen  request,  vie  the  Thp  Open 
event,  TCP  will  be  aware  of  the  user,  that  Is,  will 
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tered  an  open  or  listen  request,  vie  the  Thp  Open 
event,  TCP  will  be  aware  of  the  user,  that  Is,  will 
be  aware  of  the  subscriber  address/port  ID,  If  the 
user's  open  or  listen  request  specified  a  destina¬ 
tion  subscriber,  the  local  address  will  be  associ¬ 
ated  with  the  foreign  address  (subscriber 
eddress/port  ID  of  the  destination  user).  These 
two  addresses  make  up  a  "fully  specified"  address 
(socket  pair)  which  It  associated  with  th«  virtual 
connection  once  It  It  established,  Eeeh  fully 
specified  address  Is  unique  within  any  one  CCU  or 
TAC,  If  the  user's  listen  request  did  not  specify 
a  destination  subscriber,  the  loeal  address  will 
not  be  associated  with  e  foreign  address  end  Is, 
from  TCP's  viewpoint,  e  "partially  specified"  ad¬ 
dress, 

when  a  segment  Is  received  from  the  network,  TCP 
attracts  the  fully  specified  address  from  the  seg¬ 
ment  end  attempts  to  meteh  this  with  one  of  the 
fully  specified  eddresaes  associated  with  that  CCU 
or  TAC, 
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If  a  fully  ApeeifiAd  note*  if  net  found#  TCP  At* 
tomota  1 g  note*  t*o  oortioHy  opacified  Addpoca 
(dootinotion  oddnoAs  of  t*o  peeeived  oognont#  oetg* 
olly  t*A  oddPOAA  of  the  local  uaap)  wit*  on#  of  t*o 
partially  Aooeifitd  Addroosoo  of  w*ie*  TCP  ia  ami#* 
for  t*ot  CCU  op  TAC, 

If  a  ooptiolly  Aooei f i od  note*  ia  *t 111  net  found# 
TCP  UAAA  t  *  A  PAPtioHy  AOACifiAd  (local)  Add  PA  A  A 
fro*  t  * a  AAgnont#  ignoring  t*e  foreign  Add  pa  a  a  of 
t*«  pACAivod  AAgnont  ogoin#  to  note*  on  ony  iimilop 
local  oddpAAA,  THa. local  oddPAAA  noy  b»  eoaoeioted 
wit*  another  foreign  odd  pa  a  a  #  in  t*iA  eon,  If  a 
note*  io  found#  TCP  will  onolyiA  the  eaaoeiatAd  TCS 
fop  00 a  a i  b  1  •  oPAonotion  (baa  PAPogpoe*  2,4,33, 

If  a  natch  waa  not  found  on  Any  of  t*e  Above  At* 
tonotA#  OP  if  OPAonotion  WAA  not  pOAAible#  TCP  will 

PAtupn  a  _TCP*TCP  appop  no  a  A  AO A  Aogn»nt  to  t*A 
oondop  #of  t  * a  oognont#  wit*  'connection  do  a  a  not 
AKiAt"  indicated. 

If  A  notch  ia  found#  TCP  will  perform  oroeeaaing  aa 
poauipod  by  the  received  oognont  typo  ond  the  cur¬ 
rent  Atotc  reflected  in  the  TCB,  Spoeifie  informa¬ 
tion  eon  bo  found  in  Appendix  0#  THP  StAto  TAbloo, 

2,  PAAAAAnbly  OUAUA 

0 AC  AuA A  «AgnontA  APA  A<t*AP  dAtA  AAOnontA  OP 
TCP*TCP .eont  po 1  oognont  a  OP  dAtA  AAgnentA  wit*  eon* 
tPol  information#  ono  of  t*A  major  TCP  funetionA 

fOP  t*A. notwOP**tO*UAAP  PAth  iA  AAAA"b1ing  the  dAtA 

to  bo  given  to  THP,  Quo  to  t*e  netupe  of  t*e  pack- 
et  owite*  network#  oognentA  do  not  noeeAAAPily  ap* 
pivA  At  t  *  a  deatinetign  in  t*e  ondcp  oent  from  t*o 
oouPeo  TCP.  Fop  t*io  pecoon#  TCP  ngst  AceungletA 
end  poopdop  oegnentt#  booed  on  t*o  oeonent  teouence 
ngnbopa#  befopo  pocAino  t*e  dote  on  to  THP, 
DAotinotien  TCP  will  not  oend  ac know  1 edgnent  aao* 
nonti  to  AOUPeA  TCP  fOP  on  octet  until  All  oetAtA 
witn  "lower"  AAouenee  nunbepo  *ava  boon  PoeoivAd# 
oAsont i a 1 ] v#  until  t  * a  dote  *  a  a  been  Acknowledged 
bv  a  PoeeivA  Setup"  event  from  Thp,  TCP  aIwava 
oAnda.  a  eonoleto  thp  lotto*  to  THP,  T*a 
ond*of*l et t ap  indicator. ia  0 a  p  t  of  t  *  a  Tneognont 
* A  ode  p  contpol  infopnotion. 

In  performing  t*o  PfOPdoping  function#  TCP  ontUPAA 
t n a t  duolicAte  oognentA  apa  diocAPdod  end  t*ot  t*io 
TCP#a  receive  window  *  aa  boon  Honopod,  To  popfopn 
t * a aa  c * oe k a «  TCP  eonaidAPA  t*o  beginning  Aeauenee 
nunoop  (one  in  oognont  AAguoneo  nunoep  field  of 
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T«i*<j»«nt  header)  ana  t«e  enclng  seauence  number 
(beginning  seauence  number  plus  text  length  Minus 
one!  lor  tre  incoming  segment  and  tne  current  re¬ 
ceive  acc eot ao 1 1 1 t v  range,  Tne  receive  acceptabil¬ 
ity  range  Is  determined  bv  the  seauence  number  of 
tne  last  ac know  1  edged  octet  plus  one  (left  eoge  of 

receive  range)  and  the  seauence  nu*oer  of  tne  last 

octet  - h 1 c n  -111  or  accepted  (left  eoge  plus  re¬ 
ceive  window  minus  one).  The  following  rules 
acpt  vt 

1,  If  the  stertlng  sequence  number  lies  to  tne 

right  of  the  receive  acceptaollltv  range  or  the 
angina  sequence  rgn'oer  lies  to  the  left  of  the 
range#  tne  segment  -111  be  olscarded, 

2,  If  the  starting  seauence  number  lies  to  tne 

left  of  tne  receive  accept a0 1  I  1 1 y  range  ana  the 
ending  seauence  "u»oer  lies  within  the  range, 
the  start  of  tne  segment  shall  oe  adjusted  to 
coincide  with  the  current  left  edge.  The  oc¬ 
tets  preceding  that  have  already  been  accented, 
processed,  and  acknowledged, 

5,  I4  the  starting  seauence  number  lies  witnip  the 
range  and  the  ending  seauence  number  lies  to 
the  right  of  the  range,  the  entire  segment  will 
be  accepted,  it,  in  addition,  no  segments  are 
currently  on  the  reassembly  Queue,  If  there 
are  other  segments  on  tne  reassembly  oueue* 
this  segment  will  be  discarded, 

4,  If  the  starting  sequence  number  Hes  to  the 
left  of  the  range  and  tne  eraing  seauence 
nu"Oer  lies  to  the  right  of  the  range,  tne  seg¬ 
ment  will  be  discarded, 

5,  If  the  Starting  «ng  ending  Seouence  numbers  He 
within  the  range,  tne  segment  will  be  Iniertea, 
In  order,  in  the  reassembly  aueue,  when  an  en¬ 
tire  letter  has  been  accumulated  and  If  there 
can  be  another  letter  sent  to  ThP  (see  Pare- 
greoh  2,3,1),  TCP  will  send  the  letter  to  TmP, 


3,  sensing  acknow 1 eoqment  (*Ck)  segments 


The  iC*  segment  Is  issueo  by  tne  destination  TCP  to 
provide  accountability  ana  receive  window  Informa¬ 
tion  to  the  source  TCP,  men  the  control  is 
smt,  the  aexnowl  eaqmenf  field  comtainj  the  se¬ 
auence  number  of  thf  next  octet  expected  by  the 
destination  TCP,  Thts  sequence  number  implies  that 
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all  octet*  with  seouence  numbers  lower  th#n  me 
ac  *now  I  edgment  value  have  been  set  i  vereS  to  ano 
acknowledged  By  destination  Tn:P,  The  AC*  scirert 
C*ith  or  without  user  test)  will  oe  sent  to  the 
source  TCP  under  five  conditions? 

1,  A  deceive  Return  event  ^ts  been  received  fro*1 
the  destination  Thp  which  causes  the  value  of 
the  next  octet  e*oecteri  to  increase  ov  the 
letter  size.  This  AC*  segment  will  acknowledge 
tor  recei ved/oel f vered  octets, 

2,  Immedi  atel  v#  it  a  data  segment  has  been  re- 
ceived  fro*  source  TCP,  tne  sequence  numbers 
(for  all  octets)  of  which  do  not  lie  within  me 
ecceotable  sequence  nymoer  range.  This  AC* 
sequent  is  sent  to  iterate  the  destination 
TCP's  receive  window  ano  me  value  of  tne  pre¬ 
viously  aekknowl edged  seouence  number, 

3,  i nmed lately,  if  a  valid  SVN  segment  Is  received 
end  processed.  This  ac*  segment  will  complete 
the  three-wey  handshake  (see  Paragraph  2,2,2), 

«,  Immediately,  if  a  valid  flusn  reauest  segment 
is  received  and  processed  (see  Paragraph 
2.3.3). 

5,  as  soon  as  all  octets  with  seouence  numbers 

lower  than  a  received  FI*  seoment  nave  been  ac- 

counted  tor.  This  AC*  segment  co*oletes  the 
FI  \-  e*Chanqe  seouence  of  connection  termination 
(see  Paragraoh  2, a). 


«,  cont  rol  handl i ng 


Control  information,  carried  in  the  T-segment 
header,  is  processed  accoroinq  to  the  current  state 
reflected  in  the  TCP,  Specifics  of  these  relation* 
Shios  can  be  found  in  Appenois  D,  It  should  ee 
iterated,  however,  that  some  TCP-TCP  control  inform 
metion  is  mot  ac knowl edged,  Onlv  SYn,  FIn,  flush 
*«d  wOPEn  control  segments  are  subject  to  accounta¬ 
bility,  As  discussed  in  Paragraoh  2,3,2,  the  na¬ 
ture  of  the  unacc ount ao 1 e  information  eliminates 
t**e  need  for  ret  r  jn»*(  ss  1  om  or  accounting  of  some 
TCP-TC0  control  only  segments.  If  tfte  unaecourt* 
able  control  information  is  carried  in  a  data  seg¬ 
ment,  however,  the  segment  will  be  subject  to  the 
accountability  of  the  data  segment. 
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2.4  TERMINATING  a  CONNECTION 

Fpom  TCP'ft  vlewoglnt  •  connection  eon  be  eleoed  elthop  1  0- 
colly,  by  TCP  Itaelf  op  at  Thp#*  reoueat  (Cloae  event),  op 
penotely,  by  the  ponoto  THP  op  TCP,  If  the  den  It  pe«ot 9, 
TCP  will  not  bo  owopo  of  the  peaaon  fop  the  eloao  unleaa  It 
woo  duo  to  0  poeopttd  oppqp.  In  that  coo*  0  TCP-TCP  oppop 
0000090  aognont  would  bo  poeolvod,  Eaeet  opoeeealng  fop  ill 
eloooo  eon  be  tpaeed  ualng  tho  otato  tablao  In  Aeoendiv  0, 
Tha  polatlonohio  between  aaeh  clgae  tvoo  and  oach  ooaalble 
connection  otato  opo  many,  Then*  (a  0  genopet  opoeodupo, 
Kowovop,  which  ean  bo  au«*apixed  hapo. 

1.  Initial  atlnulua  •  Tho  initial  atingiua  fop  tep»1* 
noting  0  connection  may  bo  a  T hP  eloao  poauoot,  a 
TCP  detected  oppop  op  tioeoyt,  op  TCp  ppoomot<on  of 
t*e  connection,  Each  eoao  <0  dlffopent  In  that  the 
e?ooo  opoeoaalng  nay  bo  dofoppoo,  waiting  until  do* 
tivopy  of  ueep'a  doto,  op  (nmadlato. 

If  tho  elooo  opoeoaalng  la  to  bo  onaduol  (dofoppod) 
and  tho  ponoto  "CP  la  actively  aondlng  data  aeg* 
"onto#  TCP  win  notify  tho  ponoto  TCP  that  eloao 
ppoeooptno  hao  b.gun,  Tho  ytotuo  aog»ont  la  uaod 
fop  t ^ 1 »  ouppooo,  Thia  notification  Infopna  tho 
ponoto  .TCP  that  no  *opo  data  ahould  00  oont  on  tho 
connection,  Tho  1ot«1  TC*  will  contlnuo  aondlng 
hio  uaop'a  oata  (that  ppoeodod  tho  eloao  poauootl 
until  oil  dato  hao  boon  dellvoped  to  tho  deatlna* 
tion  THP,  ?ho  eloalng  TCP  will  not  aend  tho  atotua 
aognont  unlooa  0  dato  aognont  4a  poeolvod  fpon  the 
ponoto  TCP  altop  cloae  opoeoaalng  haa  begun. 

If  the  eloao  opoeoaalng  ip  to  bo  inmodlatc,  op  once 
the  dofoppod  dollyopy  la  eo*oloto,  aa  dlaeuaaod 
above*  TCP  will  begin  the  neat  atoo,  the  connection 
topn<p*at1on  "hendahake, •  T*e  hanganake  la  not  oe* 
eonollohod  if  the  topnlnatlon  la  duo  to  TCP  oppop 
op  opoonotlon  (aee  Panogpooh  2,4), 

2,  FIn  aoouoneo  »  The  FIN  aoouoneo  (a  alnllop  to  the 
STN  aognont  oaehango  of  the  thpee*way  handahako  fop 
ootobilahing  a  eonnoetlon,  it  eonaiata  of  oach  TCP 
aondlne  a  FIn  aognont,  poeoivlng  a  FIN  aognant  fPO« 
the  ©then  TCP,  oeknowl odgl ng  the  FIn  aognont  thot 
waa  poeolvod  (AC*  aognont)  and  poeoivlng  tho 
oeknowl odonont  fop  tho  FIN  aognont  that  woo  aont, 
thoao  aeknowl adgnonta  will,  col ne 1 dont 1 v»  oeknowl* 
odgo  all  oetota  poeolvod,  oa  tho  FIn  aognont  oo* 
guenee  ngnbop  will  bo  •highop"  than  aoauoneo 
nunbopa  fen  opovIouo  data  aognonta  aont, 

Thoao  gonopal  opoeodupoa  aoely  to  neat  elesoa,  Seed  fie  In* 
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formation  on  th*  different  tvoaa  of  eonnoetlon  eloagrac  la 
given  In  agbaaouant  paragraph*. 


2.4,1  Loe*l  Graceful  Cloaa 


T h*  local  graceful  eloaa  type  4a  alee  referred  to  aa  a  da* 
farrad  on  gradual  eloaa,  Th*  atlmulua  4a  a  raouaet  by  t ra 
u ear  to  eloaa  th*  eonnoetlon.  In  th*  HCCU  tMa  raouaet  4a 
antapad  via  tNa  THP  eloaa  eommand  ano  convoyed  to  TCP  via 
tNa  Cloaa  avant  with  tNa  defamed  Indicator  oat.  It  4a  aa* 
aum*d  tNat  «Nan  tNa  uaer  enter*  tNa  eloaa  eommand  No  want* 
all  data  pravloualv  entered,  which  nay  at! 11  be  In  tNa  net* 
work,  to  b*  delivered  to  tNa  daatlnatlen  uaer,  Ha  doee  not, 
Nowavar,  want  to  raealva  any  mere  data  on  tN*  eonnoetlon, 
Conalderlng  tNl*  and  4f  data  la  actively  being  aant  to  tNa 
eloalng  uaer  (aa*  ParagrapN  2,4)  by  tNa  remote  TCP,  tNa 
eloalng  TCP  will  notify  tHo  remote  TCP*  via  tNa  atatua  aao* 
mant,  tNat  eloaa  proeeaalng  la  beginning,  TN*  ramot*  TCP 
will  tkan  oo  In  tNa  ramot*  eloaa  received  atata,  Onea  all 
orevloualv  aant  data  (aetata)  Nava  bean  acknowledged,  tNa 
eloalng  TCP  will  begin  tNa  PIN  aeauenee,  daaerlbod  In  Para* 
grapN  2,4, 


2,4,2  Loeal  Immediate  Cloaa 


TN*  loeal  <mn*d!*te  eloaa  type  la  alao  referred  to  aa  an 
abort.  On*  atlmulua  for  tNl*  type  of  a  cloaa  4*  a  reaueat 
by  tNa  uaer  that  tN*  eonnoetlon  be  aborted,  m  tN*  MCCU 
tN|*  reauoat  1*  entered  via  tN*  ThP  abort  eommand  and  eon* 
vayad  to  TCP  via  tN*  Cloaa  avant  wltN  tN*  flu*N  Indicator 
aat.  It  la  a*aum*d  tNat  tNa  uaer  doa*  not  want  any  more 
data  to  b*  dollvarad  In  *1tk*r  direction  on  tN*  eonnoetlon. 
Another  atlmulua  la  a  aoeono  Cloaa  avant  for  tN*  eonnoetlon, 
ragardlaaa  of  tN*  d*f*rr*d/f lueh  Indicator,  It  la  aaaumod 
tNat  a  auba*Qu*mt  eloaa  raouaat  (Cloaa  avant)  w*a  ganaratad 
under  condition*  wNleN  raoulr*  Immadlat*  action  for  eloaura, 
A  third  atlmulua  for  tN*  Immediate  eloaa  la  a  loeal  THP  da* 
taetad  protocol  error  (aa*  Rafarane*  9),  which  la  eonvayao 
to  TCP  In  th*  aam*  way  aa  a  uaer  abort  raauaat.  Still 
another  atlmulua  for  tNa  Immadlat*  eloaa  I*  a  TCP  detected 
error  or  timeout  condition. 

In  th*  flrat  three  eaaaa*  th*  eloalng  TCP  will  begin  th*  PIN 
aaouanea*  deaerlbad  In  Paragraph  2,4,  aa  aeon  aa  th*  atlm* 
ulua  la  raaalvad,  *11  data  currently  "In"  TCP,  4,*,*  In  tN* 
raacaambly  ouaua  or  waiting  to  b*  aagmontlaad,  will  b* 
fluahod,  TCP  dataetad  error*  do  not  raault  In  th*  PIN 
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ghe«oe,  Only  the  error  message  segment  Is  sent*  The  etos* 
Ing  TCP  then  considers  the  connection  to  be  closed,  A  TCP 
receiving  en  error  message  segment  performs  eerteln  verifi¬ 
cation  of  the  error  *«s«ege  soo-ent  (see  Pepegpeeh  2,1,5) 
end*  If  the  segment  Is. reliable,  eonsldeps  the  connection  to 
be  terminated  end  notifies  the  loeal  THP, 


2,4,3  Connection  Preemption 


A  connection  is  subject  to  oree*otion  either  by  e  "higher" 
opfeedenee  Peouost  for  connection,  op  beeeuse  of  erltlesl 
buffer  soeee.  The  subject  of  this  discussion  will  primarily 
be  for  , connection  oreemptlon.  Resource  preemption  is  sub* 
Jeet  to  i no  1  ene|nt et  1  on  reaul  penents.  In  the  WCCU,  eonnee* 
tlons  will  be  preempted  for  resource, deol et 1  on  only  If  there 
ere  no  alternative  solutions,  .TCP  win  always  preempt  lower 
category  (IV).  connections  first,  preempting  categories  II 
end  III  only  if  t*e  situation  dictates.  Category  I  eonnee* 
tlons  will  not  be  preempted  for  any  reason. 

As  discussed  in  Paragraph  2,1,4,  an  attempt  Is  made  to  mateh 
g  received  segment  with  a  local  subscriber  and  a  correspond¬ 
ing  connection,  if. possible.  If  e  Syn  segment  Is  received 
that  Is. not  aesoeiated  with  an  established  connection  or  an 
outstanding  listen,  TCP  will  try  to  find  *n  already 
establ 1  shad  connect  Ion  for  the  addressee  of  the  SYN  segment. 
If  a  mateh  is  found  that  connection  Is  ■  candidate  for 
preemption.  The  following  criteria  must  be  satisfied  com* 
pletely,  however,  for  the  preemption  to  occur, 

1,  the  segment  must  be  a  valid.  SYN  segment  for  the 

user,  that  is,  the  security,  precedence,  and  TCC 
must  be  authorised  for  use  by  the  local 

subscriber/eort  ID 

2,  the  subscriber/eort  ID  must  be  In  an  established 
eonnaction,  i,e(,  the  connection  ean  not  be  In  any 
state  other  than  established 


3,  the  foreign  subse r 1 ber/oort  10  in  the  SYN  segment 
(sender  of  the  segment)  muft  be  different  then  the 
one  in  the  fully,  specified  address  of  the 
established  connection 


4,  the  connect  4  on 
indicator  is 
event  in  wCCU) 
ev  checks 


must  be  marked 
Carried  In  the 
end  saved  by  TCP 


oreempteblei  this 
ooen  reguest  (Open 
for  such  contingent 


5,  the  SYN  segment  precedence  must  be  In  *  higher  ce* 
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tegopy  (I#  II*  III*  IV}  then  both  the  tend  and  pe« 
eaiva  t Ha  ppaetdenee  of  the  aatabHahad  connection 
(•••  PanaonaoH  2.2.2) 

6.  neither  ppaetdenee  lava)  of  the  aatabHahad  eonnee* 
t  < on  may  ba  In  category  I 

If  a  daciaion  ft  made  to  preempt  tha  eatab) f ahed  eonnaetfon, 
TCP  vlll  aand  an  anno*  maaaaoa  segment  t*eonneetfon  preempt* 
ad")  to  the  remote  TCP  and  eompfote  aatablf ahmfnt  of  the  new 
connection.  The  following  ataoa  ana  taken  fn  an  NCCU  re» 
gapdfng  preemption  ppoeoaafngt 

1.  evaluate  pre*nptab< H ty*  at  deaerfbad  abov**  deter¬ 
mining  that  preemption  fa  poaafbla 

2.  aand  "connection  preempted*  neaaage  eegment  to  re* 
mot#  TCP  on  tha  preempted  told)  eonnactfon 

3.  perform  eloaa  processing  on  th*  old  eonnactfon,  fn* 
e|udfno  aandfng  a  Clot*  Ratupn  avant  with  eonnee* 
tfon  preemption  paaaon  eoda  to  THP 

a,  enaata  new  TC8  for  no*  eonnaetfon 

S.  ppoeeaa  SvN  segment  fgp  now  eonnaetfon  and  continue 
thpaa«wav  handshake  fon  naw  eonnaetfon 

A.  one#  thpaa«wav  handshake  fa  complete,  aand  Preempt 
avant  to  THP,  Indicating  that  "ooan  complete* 
processing  fa  paoufpad  fop  new  eonnaetfon 

7.  calculate  and  relay  (vfa  Sand  window  avant)  tha 
T*p«tcp  aand  window  fon  tha  new  eonnaetfon 
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aPPEnOIX  A 
T-S£G^€NT  Hf*o£» 


This  aooenoi*  describes  the  TCP-TCP  T-seg-ent  header  format 
to  be  uses  oy  a  TCP  desiring  to  interface  with  CCU/TiC  TCP* 
on  the  AUTCOIf'  II  network.  There  is  no  variation  to  the 
format  as  described  herein. 

The  memory  i-^eoe  srown  in  this  aooenei*  shows  3«*  bytes  (3 
thru  29)  for  the  T-segment  heaaer.  The  last  bvte  (29)*  re« 
presented  oy  cashes  (•  -  •  )*  is  not  oart  of  the  T-seg*ent 
heaoer.  The  T-segment  heaaer  built  by  TCP  for  each  segment 
sent  to  the  "et«ork  is  29  bytes  long.  Each  field  in  the 
29«byte  T-segment  header  is  defined  in  the  documentat i on 
following  the  memory  image.  The  fields  that  are  described 
as  ■unused"  are  always  aero. 

The  format  is  shown  in  standard  DEC  PDP-11  memory  image  for¬ 
mat*  with  the  least  significant  Dyte  on  the  right  (even 
ngmber)  arc  the  most  significant  byte  on  the  left  (oaa 
number)  of  a  lo-bit  word.  The  bits  are  labeled  3  to  15 
(least  significant  to  »ost  significant)  right  to  left  in  the 
word.  The  direction  of  transmission  is  from  the  least  s i g« 
nificant  bvte/least  significant  bit  ( * )  to  the  most  signifi¬ 
cant  byte/most  significant  bit  (15)  for  each  word. 
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BYTE  15 

14  13 

12  .1)  10  * 

S  7  6  5 

4  . 3 

2  1  0 

BYTE 

1 

1 

l 

1 

1  1 

msslen 

1 

HORLEN 

l 

VCR  l 

0 

1 

1.  . 

l 

1 

1 

1 

1 

3  l 

u*ua«d 

1 

TEXLEN 

1 

2 

l 

.... 

1 

1 

1 

5  1 

1 

HIGSEQ 

1 

l 

l 

a 

1 

7  t 
l 

LO*3EO 

1 

1 

1 

* 

1 

*  1 

1 

CONTRL 

l 

1 

1 

6 

1 

1 

1  1 

11  1 

ofssur 

1 

DESUSR 

10301 

13 

l 

1.  .  . 

. 

1  1 

1 

1 

I  1 

13  I 

SOU3UF 

1 

SOUUSR 

ISSOi 

12 

1 

.  1 . 

1  1 

l 

1 

1 

15  l 

DSTCPL 

1 

DESNET 

1 

14 

l 

...  . 

1 

1 

l 

1 

l 

17  1 

SOUNgT 

1 

OSTCPH 

l 

16 

1 

.  .  . 

l 

1 

l 

l*  1 

1 

S0U7CR 

I 

1 

l 

18 

I 

21  1 

HIGACK 

1 

1 

23 

'  ..... 

. . . . . 


23  I 
l 

LOHACK 

1 

1 

22 

l 

25  1 

1 

SECHIN 

l 

l 

l 

24 

26-FEB-7* 


T0F3690*  **UNCLASSIFIED** 


2*«F£8«79  7003*509  **UNCl ASS  IF IED** 

t-sccmcmt  hiaocr 

2*«Ff0-79 


BYTE  15  t«  H  .12  11  .1®  9  «  .7  .6  5  «  3  2  1  0 


♦ . 

i 

27  t 

1 

u*u**d 

i 

i 

i 

CONEXT 

1 

1 

1 

l 

i 

l 

29  l 

•  •  m 

i 

u^uifd 

1 

1 

i 

i 

BYTE 

26 


28 
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T*SEG«ENT  HEADER 
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hhehonIC 

f  OF  BITS 

DESCRIPTION 

VE« 

« 

TCP  version  Number,  Value  reoreaantlng 
the  version  of  TCP  Doing  used  by  the 
senger  of  the  segment* 

horlen 

8 

Header  Length,  value  specifying  the 
length  of  the  T»aegment  header  for  this 
segment,  Ths  value  Is  currently  29 
bytes. 

HSBLEN 

A 

Test  Length  ( HSB) ,  Host  significant  A 
bits  of  the  value  representing  the 
length  (In  bytes!  of  the  teat  carried 

In  this  segmsnt. 

TEXLEn 

8 

Teat  Length  (LSS),  Leest  significant  6 
bits  of  the  value  representing  the 
length  in  bvtes)  of  the  teat  carried  In 
this  segment. 

unused 

0 

This  S*b1t  field  Is  not  used. 

HISSES 

16 

Segment  Sequence  Number  (hsb),  Mott 
significant  IS  bits  (bit  15  Is  not 
used)  of  seQusnce  numeer  for  this 
segment.  If  status  segment,  most 
significant  15  bits  of  sequence  number 
of  lest  consecutive  octet  received  by 
the  eencter  of  this  segment. 

LO*SEQ 

16 

Segment  Sequence  NUmger  (LSS),  Leest 
slQnlflcent  16  bits  of  ssquenee  number 
of  this  segment.  If  status  segment, 
least  significant  16  bits  of  sequence 
number  Of  lest  consecutive  octet 
received  bv  the  sender  of  this  segment. 

CONTRL 

16 

Control  Information,  TCPmTCP  control 
Indicators*  bits  i»2  s  soeclflc  TCP 
function*  bits  S«5  are  unused*  bit  6  e 
«AC<*  bit  7  ■  hQPEh*  bits  8«9  ere 
unused*  bit  IP  ■  flushi  bit  11  a 
end«of« 1 et ter  *  bit  12  is  unused*  bit  13 
a  FIN*  bit  1 A  a  aC«*  bit  IS  a  SYN,  See 
also  T«3eg*ent  Header  Control  Field 
Eapansi on. 

DSD 

1 

Stetie/Dynemic  Indicator,  Bit 
specifying  statie  or  dynamic 
destination  port  ID  for  destination 
user. 

OESU3R 

11 

Destination  User  ID,  Value  representing 
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T«SEGMCNT  HEADER 


MNEMONIC 

4  OF  BITS 

description 

user  ID  portion  Of  destination  oort  ID, 

DC33UF 

4 

Destination  Funetiop  Suffix,  Value 
rcpriunt  1  ng  suffix  portion  of 
destination  port  ID* 

S30 

1 

Stot 1 e/Dyneml e  Indicator,  Bit 
specifying  static  or  dynamic  aourea 
port  ID  for  souree  uaar, 

SOUUSR 

11 

Source  Uaar  ID*  Value  representing  user 
ID  portion  of  eeuree  port  ID* 

S0U3UF 

4 

Souree  Function  Suffix*  Value 
representing  function  suffix  portion  of 
souree  port  ID, 

DESNET 

a 

Destination  Network*  Value  representing 
the  destination  network  of  destination 
user)  currently  set  to  cere. 

D8TCPL 

s 

Destination  Subscriber  Address  (LSB). 
Least  significant  6  bits  of  the 
destination  aubacrlber  address. 

D8TCPH 

s 

Destination  Subscriber  Address  (MSB), 
Most  significant  8  Pits  of  the 
destination  subscriber  address. 

SOUNET 

8 

Souree  Network*  Value  representing  the 
source  network  of  source  useri 
currently  set  to  isro. 

80UTCP 

16 

Source  Subscriber  Address*  Value 
representing  network  address  for  source 
subscriber* 

HISACK 

16 

Acknowledgment  Field  (MSB),  Most 
significant  IS  bits  (bit  15  Is  not 
used)  of  ssduenee  number  of  next  octet 
expected  by  sender  of  this  segment.  If 
status  segment,  most  significant  15 
bits  of  last  oetet  delivered  to  ThP  c v 
sender  of  this  segment. 

LON ACK 

16 

Acknowledgement  Field  (LSB),  Least 
significant  16  bits  of  sequence  number 
of  next  oetet  expeeted  by  sender  of 
this  segment.  If  status  segment,  least 
significant  16  bits  of  last  octet 
delivered  to  THP  by  sender  of  this 
segment , 
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HNEHONIC 

•  OF  SITS 

description 

SEGwlN 

16 

Receive  window,  Value  of  deatlnatlon 
TCP'*  (aender  of  t H 1 #  aeoment)  receive 
window,  eipreaaed  In  number  of  octet* 
whlcH  deatlnetlon  TCP  la  willing  to 
aeeeet  from  aouree  TCP. 

CONEXT 

8 

Control  Data  Eatenalon.  Field 
containing  varloua  Information  to  be 
uaed  by  TCP.  See  Control  Data  Eitenalon 
expansion. 

unuaed 

8 

TMa  field  la  reaerved  for  the  meat 
significant  8  bit*  of  the  TCP  eneekaum, 
However.  CCU/TAC/nCC  TCP*  do  not  uae 
tn*  field. 

unuaed 

6 

THa  field  1*  reaerved  for  tHe  leaae 
algnlflcant  6  bit*  of  the  TCP  eheekaum, 
However.  CCU/TAC/NCC  TCP*  do  not  uae 
tne  field. 
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BYTE  15  U  13  12  .1}  .10  .9  8  7  6  5  4  3  2  t  0 

l  1  1  I  1  1  l  III  1  1 

1  1SY*1  *CK1FIN1*AA1E0L1  Fll  u*u*«d  l  *0*  l  *AK  1  yf*u*«<j  1  CONDIS  1 

»  I  1  . J  I  ...  I.  I.  Ill  1  l 

+•••*•••4 *•«♦••• 4 4«««4 4 m mm 4-»«4 4 
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T»3EG*£NT  HEADER  CONTROL  FIELD  (CONTRL) 
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mnemonic  •  OF  BITS  DESCRIPTION 


.  CONOIS 

3 

TCP  Fynetien  Indieston.  Thpae«b1t  eoda 
f©f  function  eapplad  by  tMs  sag*antt  0 

•  ho  TCP  fynet1e"|  1  ■  control 
•■tension  fuid  (CONEXT)  contains  sppop 
eode  Tor  segment  pacelvadi  3  ■ 
out«o*»b#na  Inteppuet  (OBI)  naquinedi  fl 

•  Status  eontpol »  2*  5,  6#  and  7  ape 
not  defined. 

unui«d 

3 

This  3»b1t  field  is  not  used. 

•  A* 

1 

mack  Indleatop,  when  sent#  Indicates 
t*a  sequent  is  an  aekncwl adgenent  fop  a 
•OPEN  aao*ant. 

MOP 

1 

•OPEN  Indicatop,  whan  sat#  Indicates 
?*•  sagnant  contains  wopEn  contpol 

1  nf op*»t i on t  new  TCP  pacaiva  window. 

unused 

2 

This  2»b1t  field  4a  not  used. 

fl 

1 

Flush  Indlcatgp.  Mhan  sat,  Indlcataa 
tNt  saonant  Is  paduaatinq  that  t*a 
paealvlno  TCP  oarfopn  a  TCP  flua* 
function. 

EOL 

1 

End*of«Lattap  Indieatop,  Mhen  sat# 
indicates  the  aeonant  contains  tKe  last 
byte  In  a  Thp  lettep. 

•  unUKd 

1 

This  l»b1t  Maid  is  not  used. 

FIN 

1 

FIN  Indicatop.  Mhan  set#  indicates  the 
sagnant  eontaln$  final  ae Know  1 ecgenent 
i nf on»at i on  and  tbat  tha.aandap  of  the 
segnant  win  sand  no  additional  data  op 
eontpol  on  tne  connection  and  will 
dallvep  no  additional  data  to  the  local 
THP, 

AC< 

1 

ACK  Indicatop,  when  sat#  indicates  the 
aeKnowl adganant  field  (higack  and 

LOwack)  contains  an  aeknowl adganant  f©p 
octets  paeelved  by  destination  TCP 
(sanqap  of  this  sagnant). 

SYN 

i 

SYN  Indicatop,  whan  sat#  indicates  tnat 
j*a  sagnant  contains  SYN  eontpol 

1 nf opnat i on. 
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1  0  87TE 


SIZE 


26*FE 8»79 


70836509  **UNCmaSl7l£D#* 


U-JUL-79 


7*004940  **U«CUSSIFIED»* 


PAGE  A- 10 


T«9C6HCNT  HEADER  CONTROL  DATA  EXTENSION 

1MJUN-79 

HNEMONIC  «  OF  4 ITS  DESCRIPTION 


SIZE  4  S1»*/Error,  IT  error  neaeege 

(C0NOIS«U*  eontelna  eode  Ter  error 
detected!  (octal  yaluee)  loeonnectlon 
doea  not  ealat!  2*bed  SYN  control! 
J»h«H  openj  lBaaecurlty  orrorf  liaBSL 
aubae r 1  bar  addraaa  trrori  12*TCC  error! 
iJaT»eegnent  haodar  agbaerlber  addraaa 
error.  If  SYN  control  Indicated# 
eontelna  aoproaleete  number  of  grelna 
(grain  a  64  bytea)  to  ba  aant  In  a  Thp 
latter, 

fPO  3  Input  Lino  Soaad,  3«e1t  eooa  for  t*e 

aoaad  of  t*e  lino  (In  boa)  between 
aourea  uaar  and  aourea  CCU/TACi  0  *  150 
or  leeai  1  *  1«0»  2  ■  600)  3  a  l See y  u 
a  2400!  5  a  4600!  6  ■  9600!  7  a  19200 
or  wore.  Field  la  wood  only  If  SYN 
control  la  Indicated, 


1 l* JUL*79 
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tMCNSix  * 

TCP  MCeu  OAT*  STRUCTURE 


Til*  aop*nd<>  deeerlbea  the  major  TCP  data  atruetura  of  tn* 
"CCJi  th#  Tran*m1**ion  Control  Slaek  (TCI),.  T h i a  atruetur* 
eontalna  all  tn*  Information  raaulrad  to  oarfom  TCP  eonnaem 
tlj«  oroeaaalno  ♦or  an  nCCJ. 

Tn*  aaaet  format  ♦or  tn*  TCB  fa  unique  to  tHa  *CCJ#  How#v«r, 
alaiiar  Information  concerning  tHa  ua*r#a  connection  muet  ba 
maintained  bv  any  TCP, 

THa  format  la  in  atandard  DEC  *OP«ll  «a«Bry  1m»g*  format# 
ultn  tHa  laaat  aignlfleant  byta  on  tHa  right  Cayan  number) 
and  tna  moat  algnlfleant  ovt*  on  tHa  loft  (odd  number)  of  a 
16-oit  word,  Tna  bit*  or*  laoalad  0  to  IS  (laaat  aignlfi* 
cant  to  moat  aionlfleant)  right  to  left  In  tHa  word, 

th*  memory  Imaoe  lor  aaeH  atruetura  a«9«n  in  tni*  aooandly 
la  deacribed  by  an  accompanying  narratlva,  THa  also  (byta# 
word#  ate,)  of  aaen  unit  wltnin  tna  atruetur*  may  eauaa 
•a«tra"  ovtaa  wltnin  or  at  tna  and  of  tHa  atruetura#  THaaa 
aatra  bytea  are  not  uaed  and  may  ba  marked  aa  aueH  or  not 
defined  in  tH*  narratlva,  THev  will  oa  raoraaantad  by  a 
aarlaa  of  daoHaa  <•  •  •)  In  tHa  memory  Imaoe  and  are  alwaya 
taro.  If  tn*  a*tra  byta(a)  la  wltnin  tHa  atruetura#  It  la# 
of  eourae#  counted  In  tHa  tangtn  ©f  tna  atruetura,  Jf  tn* 
aitrt  byta(a)  i«  at  tna  and  of  tHa  atruetura#  it  will  not  oa 
eountad  in  tH*  length  of  tHa  atruetur*. 
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TCP  *CCU  OAT 4  STRUCTURE 
Trgrgri  gg<or  Cortrot  Sleek  (TCB) 


TRANSMISSION  CONTROL  BLOC*  (TCS) 


T*e  TCS  ee^teirg  rest  of  the  (rfor»gt<or  reoufred  by  TCp  to 
Dei»fer*  eorrect j or  oroeessfro,  There  is  ore  TCB  oer  correc¬ 
tor,  .The  TCfi  is  (rested  fr  the  *CCU  t*her  g  ygHo  Ooe* 
evert  is  reeeOed  fro*  Two,  grd  deleted  ore*  eorreetfor  eO- 
sure  f s  ea*o' eted.  There  g re  ©the-  *fro*  dots  structures 
used  by  TCP*  howeyer*  these  gre  Oo' e*er t et  i  or-orl  er ted  g-o 
are  rot  discussed  ir  this  gooerdi*. 
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TRANSMISSION  control  block 
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BYTE  15 

la  13  12  11  .10  9 

fl  7  .6  5 

«  3  2  1  * 

BYTE 

1 

1 

1 

1  1 

SC  NFRC 

l 

TCBSEC 

t 

0 

1 

.... 

1 

l 

1 

1 

3  1 

TC8TCC 

l 

2 

I 

•  -  • 

l 

l 

1 

l 

5  I 

0®NFLS 

1 

recrbc 

1 

4 

I 

.  .  - 

t 

1 

1 

1 

1 

7  I 

STATE 

1 

TCBACK 

1 

6 

l 

.  . 

t 

l 

1 

1 

9  1 

1 

8 

I 

l 

♦ 

SE*NEX 

* 

I 

1 

11  1 

1 

10 

1 

.  ...  • 

1 

1 

1 

13  l 

l 

12 

1 

1 

♦ 

SENL*E 

♦ 

1 

1 

15  1 

J 

1  4 

l 

...  - 

l 

1 

l 

17  1 

I 

• 

S  E  « I  *•« 

1 

1 

16 

l 

l 

19  l 

• I nptb 

1 

18 

l 

... 

1 

1 

1 

21  1 

1 

2? 

l 

1 

♦ 

RECL»I 

♦ 

l 

l 

23  l 

l 

22 

t 

.  .  .  . 

l 

l 

1 

25  1 

1 

2« 

1 

l 

♦ 

LASACK 

♦ 
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TRANSMISSION  control  slock 
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BYTE  15 

14  13  12  11  10  9 

8  7*5 

4  3  2  1  0 

BYTE 

♦ 

LASACK 

♦ 

27  1 

A 

i 

1 

2* 

1 

t 

1 

29  1 

CL9ESN 

1 

CLOSIO 

l 

2R 

1 

• 

1 

1 

1 

l 

i 

31  1 

ACKTAL 

1 

SE6TAL 

1 

3P 

l 

-  .  ... 

l 

i 

l 

33  l 

i 

i 

32 

A 

♦ 

RECRAS 

A 

♦ 

35  l 

1 

A 

i 

i 

34 

l 

37  1 

i 

i 

1 

3* 

A 

♦ 

RECSEQ 

1 

♦ 

1 

39  1 

I 

A 

i 

i 

3" 

l 

; 

i 

ttl  1 

RECCNT 

i 

RECHED 

i 

U? 

l 

... 

i 

i 

1 

93  1 

1 

T*R  ID 

i 

i 

i 

42 

1 

1 

i 

<15  1 

RESNE* 

l 

MOPFLC 

i 

44 

1 

.... 

1 

» 

1 

1 

i 

97  l 

SEncnT 

1 

SENHED 

i 

4b 

1 

... 

l 

• 

i 

1 

49  1 

1 

U^UtRd 

i 

i 

i 

48 

1 

1 

i 

51  1 

RE3CNT 

l 

RESMED 

t 

5? 

l 

i 
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DESCRIPTION 


TCBSEC  S  Seeupitv#  Seeupitv  level  fe«;l  f  Ud  In 

Oe#«  *v«nt|  If  men*  specified  In  Open 
event# Contains  «««l*u"  geeuplty  level 
authoni red  fop  use  by  this  usep, 

SENprc  8  Send  Ppecedenee,  Ppeeedence  level 

toaelfied  in  Open  eventl  If  non« 
specified  in  Open  event#  contains 
***l'u»  opeeedenee  level  euthppitad  fop 
u ••  by  this  user. 

TCBTCC  1 6  TCC,  Blnapy  value  fen  TCC  spec I f I ea  In 

Open  event!  If  none  eoecifled  In  Ooen 
event#  Contains  *epo. 

RECPRC  a  Receive  Ppeeedenee.  Ppeeedenee  level  of 

the  "netvopk«to*ueep"  aloe  of  the 
connection#  to  be  uaed  by  the  penote 
TCP  in, aendlno. date  to  local  usep| 
value  la  uaed  in  connection  peeeipptlon 
process  I nga 

OPNFLG  a  Ooen  FleO.  Fled  fpO»  Open  event# 

Indicating  which  open  request 
pareneters  were  not  apecifled  by  user! 
(aet  If  parameter  (a  unaoeclfled)  bit  0 
«  aeeupltyj  blj  1  «  aend  ppeeeaeneef 
bit  2  a  TCC l  bit  3  «  destination 
addpeaa. 

TCBaCk  g  TCB  Aeknoul edaene^t  Flag,  Field  uaed  to 

govepn  t pananl at i on  of  ack,  atatus# 

OBI#  nOPEN#  and  HACK  contpol  segments! 
atatus  a  -lr  AC*  a  1»  WOPEN  a  2,  «ACK  a 
3 f  OBI  a  a, 

STATE  8  Connection  State.  Field  designating 

cufpent  state  of  the  connectloni  2  a 
llatenj  l  a  ooenf  2  a  SVN  aanti  u  a  stn 
aent/pecel vedi  8  a  established!  16  a 
local  elose  received!  18  a  FIN  sfnti  IP 
a  FIN  aent/peeel yeoi  22  a  FIN  pacelveor 
2«  a  remote  eloae  received!  32  a 
eloaed. 

SEnne*  32  Next  Seouenee  Number,  Value  to  be 

assigned  to  next  segment  sent, 

SEnlnE  32  Send  Left  window  Edge,  Value  of 

seouenee  nynper  for  "oldest" 
unaevnowl edged  octet# 
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TRANSMISSION  CONTROL  BLOCK 
29-FEB-79 

mnemonic 

e  OF  BITS 

description 

3  E  nm I n 

U 

Send  window,  Number  oT  oeteta  wMer  nay 
b«  cent  to  ••net*  TCP* 

WINPTP 

16 

window  Pointer,  Pointer  to  window  errev 
entry  Tor  connection!  contains 
information  Tor  aae*  connection  such  •• 
current  receive  window,  naslmum  receive 
window  ever  issued,  incut  end  outout 
line  eoeeds  Tor  connection,  end  Incut 
and  output  aeoroxlrate  letter  alzes. 

PECLwE 

32 

Receive  LeTt  window  Edge,  Value  oT  nent 
aeauenee  number  esoeeted  Trom  remote 
TCP, 

LASACK 

32 

Lett  Acknowledged.  Value  oT  aeauenee 
number  oT  last  oetet  successfully 
delivered  to  THPj  ueed  in  TCP  eleaa 
accountability  croeeaalna. 

CLOSID 

B 

Cloae  Event  ID,  Transaction  ID  oT  THP 
Cloae  event  or  zero  IT  none  received. 

CLPESN 

7 

-  Cloee  Reeaon,  Code  Tor  eloee  reaaoni  0 
a  local  uaer  Issued  a  cloae  and  no 
errors  occurred!  non-zero  »  error 
condition  is  causing  dose. 

segt»l 

0 

Pet ransnl sa 1  on  Tall,  Pointer  to  nest 
available  entry  in  ret ransnl sal  on 
oueue. 

ACKTAL 

a 

Ac knowl edae-en?  Tall,  Pointer  to  ne*t 
available  entry  In  ac Know  1 edge-ent 
Queue, 

PECBAS 

32 

Peeelve  Baae,  Value  oT  aeauenee  number 
oT  flrat  data  byte  received  on 
connection  Tro*  renote  TCP, 

PECSEO 

32 

Receive  LeTt  Edoe.  Value#  relative  to 
aeauenee  nunber  oT  Receive  Baae,  oT 
receive  left  edge. 

PECHED 

A 

Receive  Queue,  Pointer  to  head  oT 
receive  aueue. 

PECCNT 

e 

Receive  Count,  Number  oT  elements  on 
receive  oueue. 

TMPIO 

16 

Timer  10,  Timer  I  dent i T 1  eat  1  on  oT  Retry 

26-FES-79 
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TRANSMISSION  CONTROL  SLOCK 
26-FE8-79 

mnemonic 

S  OF  SITS 

DESCRIPTION 

event  gueued  because  of  elements  on 
ret ranami aai on  oueue  op  nOPEN  control 
outstanding. 

mOPFLG 

A 

•OPEN  Flao,  Flaa  Indicating  ny»b#p  of 
t Panin 4 aa i ont  have  bean  made  of  wOPFn 
control  which  nave  not  been 
acknowledged  bv  “ACk  eontpol  segment. 

RESNf x 

A 

Reaase»blv  Pointer,  Pointer  to  ne»t 
available  f pee  aoaee  in  reassembly 
oueue. 

SEnhed 

8 

Send  Queue  Meed.  Pointep  to  Head  of 
aend  oueue. 

SENCNT 

e 

Send  Queue  Count,  Numbep  of  elements  on 
send  ou*ue. 

unused 

16 

This  16«bit  field  is  not  used. 

resheo 

A 

Reassembly  Meed,  Pointer  to  need  of 
peasse*bly  oueue. 

BESCNT 

8 

UNACKO 

A 

Ret  pans* i S3 i on  Ae know  1 edgement  Pointep, 
Pointer  to  first  element  in 
pet ran*mi es < on  oueue  which  has  not  been 
acknowledged. 

PRMFLG 

A 

Ppee"otion  Flea,  Preemption  flag  from 
Ooen  event*  indicating  whether  the 
connection  is  available  for  oree*otion 
(value  is  one!  or  not  (value  is  iero). 

CONLCN 

16 

Preempted  LCN.  Gonteine  Local 

Connection  Name  for  preempted 
connec  t i on. 

SEGHED 

e 

Ret p*n*«i as i on  Mead,  Pointer  to  head  of 
pet rant*i sai on  oueue. 

3EGCNT 

8 

Ret pansmi as i on  Count.  Numbep  of 
elements  on  pet ransmi ssi on  oueue. 

ACKMEO 

8 

ACk  Queue  Mead.  Pointer  to  head  of  ack 
oueue. 

ACKCNT 

3 

AC*  Count,  Number  of  elements  on  ACK 
oueue. 

26»fes»7p 
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T»ANS*!SSIO*  CONTBOL  9 L 0 C K 
26-FF8-79 

**£*ON!C  •  08  9 X TS  OESCB I#T 1 0* 


FINSEO  32  B«e«<v»d  81*  Spouse*  *u*b»p.  VpIup  of 

itautne*  «u»b»f  to  FIN 

p«ct4v«a  fpo«  po*oto  TCP i  volu*  i« 
"•flot<v*  it  81*  «og*e«t  *•«  not  boon 
ptecivod  ••  vit . 

wOPSEQ  32  w  OP  £  N  SoawPnce  Nu»b on.  V#ty#  of 

•tauenee  nu*btp  of  out*t«na<ng  xOPE* 
*«g»eot  t#n  t  to  p#*ot«  TCP, 
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AMfNSIX  C 
TC®  EVICTS  EO*  NCCJ 


TMa  eooendlv  deecrlbea  the  ivtnti  "received"  and  "cant"  by 
TC®  1 «  ,t*a  **CCU.  For  the  net«or  k»to*uaer  oroeeaelng  oath# 
TC°  raeeivea  eventa  fro*  SI*  and  aenda  eventa  to  Tm®,  For 
the  ueer*to*n«t*ork  oroeeaalrg  oath,  TCP  raeeivea  avanti 
fro*  Tmp  ana  oueuee  eventa  to  31®, 

Thaaa  eventa  ara  4 *ol e*entet 4on«or 4 anted  ana#  4n  faet,  r»« 
oreeent  one  ^CCU  1 npl a*entat i or,  T  h  <  a  aooendlv  4a  hot  4 n* 
tended  to  provide  document  at  1  on  for  tha  MCCU  eventaf  that 
4a  orov4dad  undar  aaoarata  cover,  It  4a,  rathar,  intengea 
to  auggeot  tha  tvoa  of  information  that  *uet  ba  oaaaad 
between  a  TC®  end  Thp  or  81*  4h  ah  4 mpl eeentet 4 on  elHlar  to 
tha  *CC  J.  In  tha  *CCJ  tha  network  protocol  orocaaa4hg  fune- 
t4oh  of  tha  SI®  4a  handled  ov  tha  Network  Ihtarfaea  *rotoeo1 
(*I®),  Eventa  between  tha  TC®  function  and  th<e  fu*et4on  4n 
tha  hCCJ  ara  aho»"  with  tha  SEnOE®  or  DECEIVE®  of  tha  event 
ba4hQ  nip,  aa  eooroorlate, 

Tha  format  4a  a^oxr  4h  etanderd  DEC  *D®«11  «a»orv  4*aaa  for* 
*at,  a  4 1  h  tha  leeat  elgnlfieent  bvta  or  tha  right  (even 
nu*oar)  end  tha  *oat  algnifieant  bvta  on  tha  left  (odd 
nu*oar)  o*  a  16»b4t  »ori,  Tha  o4ta  ara  labalad  H  to  15 
(laaat  algnifieant  to  moat  algnifieant)  r4oht  to  laft  4n  t*e 
■ora, 

Tha  »e*ory  l*aae  Ter  aach  atruetura  arown  in  t  h  4  a  aooerdli 
4a  deaeribed  by  an  aeeo*oenv1 ng  narrative.  Tha  alee  (bvta, 
word,  ate.)  of  aaeh  unit  within  tha  atruetura  «ev  eauaa 
*a>tra*  ovtaa  within  or  at  tha  and  of  tha  atruetura.  Thaaa 
aatra  bytae  ara  not  uaao  and  *ev  oa  narked  aa  aueh  or  not 
daf4nad  4n  tha  narrat4ve.  They  will  oa  raoreaantad  by  a 
aarlaa  of  daahaa  (•  •  •)  in  the  ne*ory  Image  and  ara  elweva 
taro.  If  tha  e*tre  byta(a)  4a  within  tha  atruetura.  It  la, 
of  eourae,  counted  In  tha  length  of  tha  atruetura.  If  tha 
aitra  byta(a)  4a  at  tha  and  of  the  atruetura,  4t  will  not  ba 
counted  in  tha  lanoth  of  the  atruetura. 


Cevielon  J,  February  6,  198® 
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EVENT  SPECIFICATION 

EVENT  NAME  j  CLOSE  EVENT 
MNEMONlCi  OCLOSE 

CPCII  MCCU 

SENOERl  T  HP 
RECEIVER i  TCP 

PURPOSE  I 

™*  event  allow*  THP  to  reaueat  that  TCP  elose  •  virtual 
eonnee  1 1  on. 

REASON  j 

THP  i t*u**  a  Clo*e  event  In  reaoonae  to  a  eloae  command 
fnom  the  uier  on  e*  a  retult  of  a  orotoeol  error 
encountered  In  oroeeaalng  foe  the  referenced  connection. 

COMMENTS! 

If  TCP  receives  a  aeeond  consecutive  Cloae  event  fon  e 
connection,  l,e,»  a  Cloae  event  received  following  another 
Cloae  event,  hut  before  eloae  oroeeaalng  {■  complete,  TCP 
will  aeng  a  Cloae  Return  event  for  the  firat  Cloae  event, 
end  treat  the  aeeond  aa  a  "flushing"  e’oae  r#aueet, 

VERS  ION |  29»SEP»78 
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CLOSE 

29-SEF- 

EVENT 

78 

BYTE 

15  14 

13  12  .11  . 

10  .9  B  7  6  5 

4  3  2  1 

0 

BYTE 

l 

1 

1 

1 

T0ANIO 

1 

l 

1 

OFCOOE 

1 

1 

1 

v» 

3 

1 

l 

l 

LCN 

1 

1 

1 

2 

5 

♦  •••••• 

CLSTYP 

1 

1 

1 

4 

26-FE8-79 


T0036491  ••UNCLASSIFIED** 


26*FEB*T9 


T0336U91  ••UNCLASSIFIED** 


PAGE  C-4 


CLOSE  EVENT 
29«S£P*7S 


MNEMONIC 

»  OF  0ITS 

DESCRIPTION 

OPCODE 

S 

Event  Identifier,  Value  for  Cloae  event 
■  67. 

TPANIO 

8 

Transaction  ID.  Seouence  number  for 
tMa  event#  for  coordination  of  return 
event#  *ith  range  1*255, 

LCN 

16 

Loeel  Connection  Name,  Internal  THp.TCP 
connection  1  dent  1 f 1 eet 1  on  value  with 
range  1*32. 

CLSTyp 

16 

Tvs*  of  Cloae.  Indicates  *hat  type  of 
elosa  eKouid  be  performed  by  TCP|  0  e 

deferred,  all  Band  tvtnti  issued  prior 
to  C 1 ose  e ven t _ w i 1 1  be  delivered  to 
destination#  if  possible!  l  a 
immediate#  all  Send  events  not  vet 
aeO**nt 1  ted  *111  be  returned  end  TCP 
eloae  process 1 ng_ done  Immediately!  In 
either  Case#  no  further  Receive  even ta 
•  111  be  oueued  to  ThP, 
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EVENT  SPECIFICATION 

EVENT  NAMEi  CLOSE  RETURN  EVENT 
MNEMONIC!  OCLSRT 

CPCli  MCCU 

SENOERl  TCP 
RECEIVER |  THP 

PURPOSE  I 

T  M  i  event  MOtfffae  T  HP  that  TCP  e»oe*  OPOeaee<r»Q  hae  b  ten 
e©*0leted  a  eOM^ee t < on . 

REASON! 

The  eytht  >i H  be  isaued  rtirani*  to  a  e^tvleui  Clots 
•vsnt  op  for  eevepal  eaeeeHon  eohd4Hohi  eneounteped  by 
TCP*  such  at*  peseta  ueep  e1©«<p>o*  S/P/T  oppopi# 
deetisetion  aubaepibep  dews*  ate. 

Comments i 

If  TCP  upsi  an  u«aoHe<t»o  Clot#  Retyp*  «v«"t*  l,e»*  one 
not  eaute d  bv  epevioua  Cloae  »v*«t.  the  Tpahteetioh  10  of 
the  pstgpp  eve*?  will  be  ie*9, 

VERSION!  29*SEP«78 
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CLOSE  RETURN  EVENT 
2R*SEP*78 

BYTE  15  1«  13 

.12  .n  .!«  .* 

»  f  .6  5. 

a  .3  2  1 

0 

BYTE 

1 

1  l 

TRanio 

1 

l 

OPCODE 

i 

1 

0 

l 

.  ..... 

1 

l 

1 

3  1 

LCN 

1 

l 

1 

2 

1 

5  1 

CL»3Ta 

1 

1 

l 

a 
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CLOSE  #ETU»N  EVENT 
2«.SfP.?a 

MNEMONIC  i.OF  SITS  9ISC»I»»TIOn 


OPCODE  6  Even*  IdtntifltP,  Vtlut  Iop  dote 

Ottgpn  «v«nt  *  U3, 

TBANID  S  Tptnttctlen  10.  Stoutnc*  ngmbtP  for 

DPtylout  dote  event*  11  tny#  with 
ping*  1  •  2 S5 y  t  h  1 1  byte  win  be  **po  17 
the  pitypn  tvent  It  umol  leltid, 

LCN  16  LoctJ  Connection  Ni*i,  Jntepn*l  THP-TCP 

connection  Identification  velue  with 
Ping*  1»32, 

CLPSTi  16  dote  Stttut.  &*euee*ttid  loetlj 

l*none<1‘tt*nt  eonntet<on»  1 1  ■ P#no  1 1 
elOtef  16*3C*  tecupltv  oppopi  17*5C* 
DPteeaenee  oppopi  IfleSC*  TCC  tppopj 
tO*$CM. eddpett  eppopj  20*de*t 1  net  1  on 
tubtcpiotp  down i  2l*dttt 1 ntt 1  on  eeeett 
elPCulf  downi  22*de*t 1  net  1  on  butvi 
30«pe»ote  TCP  tecupltv  *ppop»  3l*pe»ote 
TCP  TCC  tppopi  32»p*»ote  optenoti 
33*totee  opeenotj  3««h#l f  ooenj  35*no 
eck  peydj  36*1 in«  *ppop 
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EVENT  SPECIFICATION 

EVENT  NAN£  j  INITIALIZE  TCP  EVENT 
MNEMONICl  OINITT 

CPCli  PCCU 

SENDER!  SEC 
RECEIVER!  TCP 

PURPOSE  I 

Thi*  event  informs  TCP  that  the  nccu  *#*  been  Initialised 
•nd  releva  aubaerlber  address  for  this  *CCU, 

REASON! 

TCP  must  Initial  several  of  4 1  •  4  n «  a  r  n  a  1  table*  prior  to 
eseeution  and  also  must  b#  Informed  of  the  local  subscriber 
sddress  for  thla  *CCU  in  order  to  send  end  receive 
segments. 

COMMENTS! 

VERSION!  13-SEP-78 
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INITIALIZE  TCP  EVENT 
13-SEP-TS 


BYTE  15  ia  13  12  .11  ,10  9 

.«  T  6.  5. 

<*3210 

1 

11  ... 

1 

1 

l  ... 

OPCODE 

1 

1 

l 

1 

3  1 

SUBBID 

1 

1 

l 

1 

5  1 

ACSSPD 

l 

l 

l 

26.rep.74 
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INITIALIZE  TCP  EVENT 
13«SEP«78 


nnEmonIC 

•  OF  9JTS 

DESCRIPTION 

OPCODE 

6 

Evtflt  Identifier,  value  for  InltlaHce 

TCP  *v#nt  •  73. 

SUBRID 

16 

Local  SubaeHber  ID. 

ACSSPD 

16 

Aeeeaa  Line  Speed,  Value  r«ereitnt<rg 

•  D##d  0  *  Iceni  Mr'*  bttwftn  MCCU  «"d 
3CH. 
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eve nt  specification 


EVEHT  N**ei 
**e«QNTCt 


INTERRUPT  EVENT 
OINTPT 


cpc  ii  mccu 


3ENOESI  T  HP 

receiver)  rc*> 

PURPOSE | 


™*  av.nt  -««u.sts  that  TCP  P.rfom  •hH.p  Interrupt  e, 
flush  function  for  data  belnq  sent  fr9m  th#  ,oure# 

loMolnator  of  I*tarruet  event)  to  t*e  destination  or,  tH* 
rtfiranei d  ecnneetlon, 

REASON) 


T*.  uaar  is  Riven  ,9  Interrupt  faction  .key#p  wMe„  c#u># 
10  «<  "»’•*<  Interrupt  functions.  Of  th,a.  0n.  causa,  an 
out  of  band  7 CP  interrupt  function  and  several  causa  TCP 
flush  function,.  Th.,e  TCP  infrruot/f  1  ush  function,  ,P, 
reoua.tad  via  the  Interrupt  event. 

CONMfwrs, 


VERSION)  29«SEP«79 
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BYTE  1?  .  1« 

13  12  .11  .IP  .9  3  .7  .6.  5 

9  3  2  1 

0 

1 

1  1 

1 

1 

TRANIO  l 

.  1  ... 

OPCODE 

1 

3  i 

LCN 

1 

5  1 

1 

l 

•  •  •  1 

....  1 

INTYPE 
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Interrupt  event 
29-SEP-T8 


HNCNONtC 

•  OF  8ITS 

oescpiption 

OPCODE 

8 

Event  Identifier,  Value  for  Interruot 
event  ■  69, 

TPANIP 

8 

Transaction  IQ,  seouenee  number  for 
thla  event#  for  eoordl not 1 on  of  return 
event#  wit*'  range  1«255, 

LCN 

16 

Loeel  Connection  None,  Intemol  THPnTcP 
connection  Identification  value  ultn 
range  1*32. 

iNTyPE 

8 

Function  Tyee.  Value  indicating  tyoe  of 
reoueati  2  *  out*of»band  Interruot/  1 
flue*. 

26*FE0*?9 


T0256491  ••UNCLASSIFIED** 
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event  specification 

EVENT  name i  INTERRUPT  return  EVENT 
NNEM0N  I C  I  0 1  NTS  T 

CPCIl  NCCU 

SENOERi  TCP 
RECEIVER  t  THP 

PURPOSE  I 

This  event  ThP  that  the  i  n  t  •  r  ruet  /  f  1  ush  function 

reauested  f n  a  orevious  Interrupt  tvtnt  has  been  completed, 
I f  there  mss  rot  s  previous  Interrupt  evert  (Transection  ID 
<•  zeroli  this  event  informs  ThP  that  an  i nt er ruot / f 1 u«h 
function  was  reauested  by  tha  pa*ota  TmP. 

REASONi 

Souree  Thp  has  raauasted  art  i  nter  ruDt/ f 1  us*  and  both  source 
ard  destination  THPs  rust  ba  fade  aware  that  the  function 
has  bean  oerfer»ed  so  that  any  T*P  fonow<»uP  processinp  *»v 
be  completed. 

COMMENTS} 

VERSION}  12.0CT*73 


2R.PE0.7R 


7033*4*1  **UNCLASSIFIED** 


26 

•FEB-79 

T0316491 

••UNCLASSIFIED** 
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INTERRUPT  RETURN 

EVENT 

12-OCT* 

78 

BYTE 

15  la 

13  .12..H 

10  9 

8  .1.  ,6.  5. 

4  3  2  1 

0 

BVTE 

1 

1 

l 

1 

i 

TRANJD 

l 

OPCODE 

l 

? 

1 

...  . 

•  • 

1 

l 

3 

1 

1 

l 

LCN 

l 

1 

I 

2 

t 

l 

1 

5 

l 

JNTSTA 

l 

INTYPE 

l 

u 

1 

. 

t 

1 

2i^f8.79 


T00  30491  •♦"NCLASSIFJEO** 


pace  00047 


26-EE8-79 


70(336491  **UNCLAS3ir!E0*« 
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interrupt  return  event 
12-0CT-78 

MNEMONIC  $  OF  SITS  DESCRIPTION 


OPCOOE 


8  Event  Identifiep,  Value  fop  Inteppuet 

Retupn  event  »  39, 


TRANID 


LCN 


INTYPE 


InTSTA 


8  T penseet 4 on  ID,  Seouence  «u*b#r  f©p 

eonpesoondi ng  Inteppuet  event  «HtP 
penge  1  • 2 5 5 »  i*po  if  tPla  4s 
unioHelttd  Intsppuot  Retupn  event, 

1 6  Local  Connection  Na*e,  Jntepnal  THP»TC3 

connection  4  den 1 4 f 1 e at  4  on  value  with 
pange  1»32, 

0  Eunetifln  Tvoe.  Value  indicating  tyoe  ot 

♦unctlont  P  e  ©ut-of«band  inteppuoti  1 
■  fluSP, 

0  Retupn  Status,  9  ■  successful!  1  a 

connection  g©es  not  eaistr  2  *  function 
not  legal  fop  euppent  TCP  state;  7  » 
function  not  eonoleted  ( unde H ve pad) , 


T003fc«oi  eeUNCLASSIEIEO** 

«****«  e.***** 


26-PEB-79 


T0036A91  •‘•UNCLASSIFIED** 
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EVENT  SPECIFICATION 

event  NAMEi  HOVE  CONNECTION  EVENT 
MNENONIci  OHOVE 

CPC  I i  *CCU 

sender  t  THP 
RECEIVER!  TCP 

PURPOSE  t 

Thie  event  reoueata  that  TCP  verify  a  uaar  as  authorised  to 
receive  an  already  utabl  I  ih«d  connection, 

REASQNj 


Twp  haa  received  a  reaueat  on  an  active  connection,  via  the 
wove  cowwand*  that  the  connection  be  "woved"  to  another 
user  on  thi*  mccu,  «uat  enaure  that  the  uaer  la 

authorised  the  aeeuMty,  orecadence,  and  TCC  of  the 
establishes  connection.  To  aebulne  thia  author  1  rat  1  on,  THP 
en 1  lata  TC°, 

COMMENTS  l 


VERS  I  ON |  29. SEP-78 


2h-FEp.T9  T0?3feaRl  eeUNCLASSIFIED** 


26-FE B«79 


T0<*36«P1  **UNCLA3SIFIED** 
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MOVE  connection  EVENT 
2««3£P*T8 


BYTE  15  1<J 

13  .12  .11  .1?  .* 

8  .7  .6. 

5  U  3  2  1  a 

BYTE 

1 

1 

1 

i  i 

T*ANID 

1 

OPCODE 

1 

0 

•  •  . 

1 

.  . 

1 

l 

1 

3  l 

LCN 

l 

2 

*  •  •  •  •  «  »  • 

-  . 

l 

l 

1 

5  1 

PO«TID 

1 

U 

l 

I 

26-PEB»?0 


••UNCLASSIFIED** 


26-FE8-79 

70836(191 
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HOVE  CONNECTION 
29*3EP«78 

EVENT 

mnemonic 

«  OP  SITS 

DESCRIPTION 

OPCODE 

8 

Event  Identiflep,  Value  fop  Move 
Connection  event  *  7(1, 

TBANIO 

8 

Tpanaactlon  ID,  Seouenee  nymbep  of  thla 
event*  fpp  eoopdinetlon  wltn  petupn 
event*  with  rang*  1*255. 

ICN 

16 

Local  Connection  None,  Jntepnal  TMP*TCP 
connection  identification  value  wit* 
pang*  1*32. 

PORTIO 

16 

Local  Port  ID,  Value  fop  local  DOPt  ID 
fop  raw  uaept  blta  1*11  a  usep  IDt  blta 

12*15  i  function  aufflaj  bit  8  * 
at at  1  e/dyna*1  c  ooPt  Indleatop, 


26*PES*79  T0836a91  **UNCLaSSIFIEO** 


26-FEB-7R 


T0aj*a9i  **unclassified** 
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EVENT  SPECIFICATION 

event  name!  MOVE  CONNECTION  RETURN  EVENT 
MNEMONIC |  OMOVRT 

CPCII  HCCU 

SENOERl  TCP 
RECEIVER  I  THP 

PURPOSE | 

This  event  reseonds  to  THP#*  M©y#  Connection  event# 
Indicating  whether  the  new  user  it  authorised  to  receive 
the  established  connection, 

REASONi 


TCP  received  e  *<«v«  event  fro*  Thp  reaueating  thet  a 
verification  be  »ede  ee  to  the  euthorl ret  1  on  of  a  new  user 
to  use  an  established  connection, 

COMMENTS i 


VERSIONI  29-SEP-7B 


26-FEB-79 


Tea3oa9i 


••UNCLASSIFIED** 


26-FEB-T9 

*OVE  CONNECTION 
29*S£P-78 

T0934491 

RETURN  EVENT 

♦•UNCLASSIFIED** 

PAGE  C-21 

BYTE  15  . 14 

13  .12  .11  . 

Ifl  R  S  .7  6  5 

4.  3  2  1 

0 

BYTE 

1 

l  i 
i 

TRANID 

1 

I 

1 

OPCODE 

1 

1 

1 

9 

i 

3  1 
l 

LCN 

l 

1 

1 

2 

1 

5  1 
l 

•  •  • 

1 

1 

1 

MQVSTA 

l 

1 

1 

4 

T0R364R1  **UNCL*SSIf IED** 


26«FEM79 


oouncussified** 
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MOVE  CONNECTION  »ETURN  EVENT 
2<-S!P»7« 

MNEMONIC  •  of  BITS  DESCRIPTION 


OPCODE 

TRANID 

UCN 

MCVSTA 


8 

8 


16 


8 


Ewont  Id*nt4f4op,  Veluo  Top  Neve 
Conneet4o«  Retupn  evont  ■  08, 

Tpensset4on  ID,  Seauonee  nunbep  of  the 
eoppesoond4 ng  mqv«  Connection  event 
with  penge  1-255. 

Loeel  Connection  Now#,  Jntspnel  Tmp»TCp 
eonneetlon  4  dent  4 f 4 eet 4  on  value  with 
pong*  1»32, 

Status  of  Mov*  event  onoeesslngj  0  • 
now  usop  4s  euthepized  to  peeelvt 
POf*p*neod  connoctlonj  1  *  new  usep  4s 
not  euthopized  to  peeeive  pefenenetd 
eonneet  4  on. 


26-PC8-T9 


T0036O91  PtUNCLASSIFIEO** 
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EVENT  SPECIFICATION 

EVENT  NAME l  OPEN  COMPLETE  EVENT 
MNEMONIC |  OOPC«P 

CPCIl  MCCU 

SENOEPf  TCP 
RECEIVER*  ThP 

PURPOSE  I 

TN  j  t  event  nfltif i»i  THP  of  the  aeeupitv#  opeeedence*  TCC# 
and  fopeign  addpaaa  of  the  connection,  Theae  field#  »av  not 
have  boon  toteified  in  the  opfatnel  ooen  •vent  op  In  the 
east  of  opeeedenee  nay  hey*  b««n  ehenged  by  TCP* 

REASON l 

TM»  event  fa  faaued  aftep  the  ffpat  *STN*  aegnent  <a 
peeefved  fpon  the  penote  TCP  fop  the  connection.  At  that 
time  at!  uneseeiffed  oapa*etePa  of  the  ooen  peoueat  become 
bound  by  the  vituea  of  the  Inconino  eegnent, 

COMMENTS* 

The  local  uaep  »uat  be  authorized  the  hfgnep  opeeedence  ana 
all  valuea  aaaoeiated  with  the  new  connection  that  had  been 
opevfoualy  unaoeeiffed  fn  hfa  ooen  Peoueat, 

VERSION*  26-FEB-79 


26-FE8-7* 


7033*49!  ••UNCLASSIFIED** 


2*»fe 8-7« 


T03J*a91  **UNCLA9SIFIE0»* 
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OPEN  complete  event 

26-FE8-79 


BYTE  15  14  15  12  .11  .10  9  B  7  .6  54  5  2  1  0  BYTE 


1 

1 

1 

1 

T94NJD 

1 

OPCODE 

l 

1 

l 

- 

l 

31  LCN  l 

t  ...  1 

♦ . . . . . . . . . . 

1  1  1 

5  l  PPEC  1  SEC  1 

»  .  .1  l 

♦ . . . . . . 

1  1 

71  TCC  1 

. . 

t  i 

9  l  FO&SUB  l 

.  . . . 

1  1 

11  l  FOPPPT  1  1 

♦ . . . . . . 


26-PEB-79  T0056491  **UNCL*S3 IF IED»* 


waggy 


26-FEB-79 

70036091 

•  •UNCLASSIFIED**  1  PAGE  C-25 

OPEN  COMPLETE 
26«7E8.79 

event 

mnemonic 

*  OP  BITS 

DESCRIPTION 

OPCODE 

* 

Ev««t  Identifier  Value  for  Qo*n 
Conolot*  event  •  ttS. 

TRANID 

a 

T ranaaet  Ion  ID,  Seouene*  number  of  the 
eornaaoondl ng  Open  ovont  with  n*nae 
1-255. 

LCN 

1  6 

Loeol  Connection  N«*o.  Internal  THP»TCP 
eonnec  t  <  on  1 dont i f 1  cot  1  on  value  with 
rang*  1-32. 

SEC 

8 

Connection  Soeurlty  Level.  15  la  hlghf 

0  la  low. 

PPEC 

8 

Connection  Praeadanea  Laval,  15  la 
hlohf  0  la  low. 

TCC 

16 

Connoetlon  TCC,  Blnany  value  with  nenge 
0-512, 

PQPSUfl 

16 

Foreign  SubaeHber  ID. 

FORPBT 

16 

Foralon  Port  ID. 

26-FE8-79 


T00S6«9l  *«UNCl.A5S:FIE0** 
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EVENT  SPECIFICATION 

EVENT  na n£  t  OPEN  EVENT 
NNEMONICl  QOPEN 

CPCIi  *CCU 

sender i  THP 
RECEIVER  i  TCP 

PURPOSE! 

This  event  allow*  THP  to  aoeelfy  the  o 1  «  new 

Conner  t 1 on. 

REASON  t 

THP  build*  an  Oo*n  event  when  it  receive*  an  ooen  on  llaten 
command  fro*  the  uaen  when  a  connection  ooe*  not  *1  needy 
evict#  on  when  it  perform*  an  aute-M*t*n  on  auto-ooen 
function.  In  the  ca*e  of  e  liaten  reoueet#  the  deatlnetlon 
eddreas,  aecunitv#  precedence#  on  TCC  nay  be  unaoeelfled, 

COmmENTSi 

The  immediate  netunn  event  (Ooen  Retym  event)  merely 
aipnlfi**  that  the  oarameter*  aoecified  in  the  0D*n  event 
were  valid  Ton  the  u*enf  The  connection,  however,  it  not 
eatabllaheo  until  TCP  complete*  the  three-way  hendaheke, 

Th 1 #  will  be  cauaed  by  a  Se«d  event  bv  either  the  local  on 
remote  ThP, 

VERSION!  2C-FEB-79 


2*wFC8*79 


70038991  aeUNCLASSIFIED** 


2WEB-7P  T0«36<m  **UNCLi83IFIED**  PAGE  C-27 


OPE*  EVENT 
26«FEB«7P 


26-FEB-79 

OPEN  EVENT 
26-FF8-79 

70036091 

••UNCLASSIFIED**  PAGE  C-23 

mnemonic 

*  OF  BITS 

DESCRIPTION 

OPCODE 

6 

Event  Identlfiep.  Value  for  • n  Ooen 
•  vent  ■  60, 

TBANID 

8 

T paneae t  1 9"  ID,  Seauanca  ngnbep  Top 
this  ivtnti  f  op  COOPd< not 1 OP  of  petupn 
eventa#  with  panoe  1*255, 

PREFLG 

8 

Preenotion  Fljg,  Flag  Indicating  if 
this  connection  c*n  be  opee*otedi  0  ■ 
DPeenotlon  not  allowed!  1  *  connection 
eon  be  ppeemoteo. 

opnplg 

8 

Ooon  Flog  Byte,  Fleas  Indicating  the 
gneoecifled  oopo»etept  of  t  *  e  one* 
peauest.  If  set#  bit  0  a. no  aeeupltvi 
bit  1  *  no  opeeedencej  bit  2  *  no  T C C ! 
bit  3  o  no  fonelon  oubocplbep  oddness. 

SEC 

a 

Secupity,  Value  fop  seeupity  level  fop 
the  new  connection!  15  Is  high)  9  is 

1  OW, 

PREC 

8 

Send  PpeCedenee,  value  fop  sand 
oneeedenea  level  fop  the  new 
eonnectloni  is  is  high|  0  <1 9  low. 

TCC 

16 

‘TCC,  Volga  fop  TCC  of  the  new 
connection  with  pange  0*512, 

FO»SUP 

16 

Fonelan  Subsc  -lbep  ID, 

FQRPRT 

16 

Fopelo"  PoPt  ID,  Va'ue  i#p  fopelgn  pent 
10  fOP  new  connection!  bits  1*11  ■  usen 
IDi  bits  12*15  «  function  suffi»i  bit  0 
a  st at  1 e/dynemi e  oont  Inoicstop, 

LOCPPT 

16 

Local  Pont  ID,  Value  fop  loco'  oont  ID 
fop  new  connection!  b<ts  1*11  »  usep 

IDi  bits  12*15.*  function  tuff  1 *|  bit  0 
a  st at  1 c/dyne*i e  oont  indlcstop. 

LETSIZ 

8 

Lettep  Sira,  Aoopo«inate  nu»Btp  of 
gpalns  (one  gpaln  a  6«  bytes)  to  be 
i*nt  In  a  T mp  lettep  on  this 
connect  1  on. 

SPD 

8 

Line  Soeed,  Code  fop  inout  line  so«e3 
(bos)  fop  h0*t*CCU  channel  fop  this 
usaPI  0  ■  150  op  less!  1  *  300!  2  ■ 

600!  3  ■  12001  «  *  2u30j  5  s  «830|  6  a 
96001  7  a  19200  and  »©p*. 

26-FE0-79 


10436091  ••UNCLASSIFIED** 


26»FEB«79 


70056091  eeUNCUISIPIEOe* 
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EVENT  SPECIFICATION 

EVENT  NAME t  OPEN  RETURN  EVENT 
HNEmONJCI  OOPNRT 

CPCII  *CCU 

SENOERl  TCP 
RECEIVER l  THP 

PURPOSE l 

This  event  informs  THP  of  th«  loeal  connection  name  (LCN) 
for  the  possible  connection#  If  th#  Ooen  event  mss  valid# 

Of  raturf#  an  tf f Of  status#  if  the  Ooen  even t  mss  fsjsctsd 
by  TCP. 

REASON! 

THP  must  b«  Informed  If  the  opsh  fsqusst  mss  Invalid  so 
that  the  us»f  csh  bs  Informed  of  sn  tffOf#  Of#  In  the  csss 
of  s  successful  od#h  reauest#  t»*s  character  1 st 1 es  ootlon 
ean  bealn,  This  ootlon  Is  performed  only  If  the  user  ooen 
eo mmend  or  euta»o?»en  fssture  caused  the  ooen  rsouest  to 
TCP. 

COMMENTS! 

This  event  doss  not  mean  that  the  connection  Mas  been 
established,  If  fact#  the  thneemwev  handshake  will  not  taka 
olaee  until  the  first  Send  event  from  THP,  The  Send  event 
oususd  as  a  result  of  the  Ooan  Return  event 
(eMaraeter i st ies  oetion  record!  mU 1  be  the  first  Send 
event  and#  thus#  sill  eause  the  threemvav  handshake, 

VERSION!  2b«PE8«?9 


26-FEB-79 


70054991  eeuNCLASSlFIEDr* 


UNCLASSIFIED 
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OPfM  PETUPN  EVENT 
2i«f{B«T9 

8VTE  15  |4  11  12  }}  10  4  8  7  6  5  a  3  2  1  8  BYTE 

♦ . . . . . . 

1  1  I 

1  1  T4ANI0  1  OPCODE  1  (9 

I  .  .  1.  .  .  .  .  1 

I  1 

31  LCN  12 

1  1 

. . . . . . . . 

1  l 

5  I  Opnsta  i  a 

*  •  •  .  .  »  .  ...  • 

♦ . . . ...» 

1  1 

7  I  INIWVO  1  6 

♦ . . . . . . 


24«FE8*74 


T00S4491  ••UNCLASSIFIED** 


26-PCS-7* 
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PACE  C-3I 


OPEN  RETURN  EVENT 
2I*FC8*74 


MNEMONIC 

POP  BITS 

DESCRIPTION 

OPCODE 

8 

Event  Identifier,  Value  for  Open  Return 
event  a  40. 

TRANIO 

8 

Trensaetlonlo,  saouenee  number  of  the 
eorresoondl no  been  event  with  range 
1-255. 

LCN 

16 

Local  Connection  Ma«e.  Internal  THP»TCP 
connection  Identification  value  with 
range  1-S2. 

0PNST4 

16 

Statu*  of  Ooen  evpnt  processing!  0*no 
error!  2sconneetion  seed  fled  in  ooen 
event  exist*!  Seunkno—  user! 

6*1n*uf f ielent  reeourcee  for  new 
connection!  0e*eeurfty  error! 
Oaprecedenee  error!  10*TCC  error. 

INIWNO 

16 

Initial  Send  Mindow.  Value  which 

provide*  the  initial  THP  letter  celling 
in  number  of  letter*  wbleh  may  be 
outatendi nq  to  TCP  (Send  Return  event* 
not  received).  Possible  values  erei  0  ■ 
Ooen  event  we*  partially  specified 
(listen  reouest)*  THP  Send  event*  *re 
blocked!  i  e  Open  event  we*  fully 
toed  fled  (open  peoueat)#  THP  may  send 
one  letter!  initial  value  will  not  be 
more  than  1, 


26-PEB-TO 


T00S64O1  »*UNCl*SS!MED** 
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TBBJ4A01  ••UNCLASSIFIED** 
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EVENT  SPECIFICATION 

EVENT  NAHEs  PREEMPT  EVENT 
MNEMONICS  OPPMPT 

CPC 1 1  MCCU 


SENDERS  TCP 
RECEIVERS  THP 

PURPOSES 


This  event  notifies  THP  that  a  new  connection  is  being 
established  in  oiecs  of  o  oreenoted  one#  whieh  has  been 
closed.  Two  win  have  received  an  unaolieitad  Close  Return 
event  with  oreenotion  as  the  close  stetua. 

REASONS 


The  Preemet  event  aeta  as  an  Ooen  Cenelote  event  for  THP# 
t,e,»  uoon  receiot  of  the  Preonet  event#  THP  will  send  the 
characteri sties  ootion  reeord.  THP  reacts  the  sane  way  to 
an  Ooen  Co»ol*te  event  the  connection  it  "listening", 

COMMENTS s 


THP  reouires  the  LCM  of  the  ereenoted  connection  for 
coordination  ourooses  in  finishing  the  elose  oroeessing  for 
that  connection. 


VERSIONS  P6-FE8-79 


T00J6491  ••UNCLASSIFIED** 


2**FEB-7f 


2t»PEB«7* 
FREEST  EVENT 
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1 

1  l 

1 

♦••••• 

T81NI0 

*  • 

1 

1 

1 

OPCODE 

i 

1 

1 

I 

3  1 
l 

LCN 

1 

l 

1 

i 

5  l 

1 

PPEC 

l 

1 

1 

SEC 

1 

1 

1 

1 

T  1 
t 

TCC 

1 

1 

1 

l 

7  l 
l 

•  »  .  -  « 

FORSUB 

1 

1 

1 

1 

11  1 

1 

FORPRT 

1 

1 

l 

1 

13  1 

1 

OUDLCN 

l 

1 

1 

T0flS4«ft  **UNClA«StFIEO** 
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70034401 
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00EFN0T  EVENT 
00*FES«70 

MNEMONIC 

•OF  0IT3 

OE0CSIF7ION 

OPCODE 

0 

Event  Identifies*  Value  for  Preempt 
event  •  47* 

T0AN1O 

0 

Transaction  ID*  TMs  by 1 1  Is  always 
sarp  for  the  Preempt  avant. 

LCN 

16 

Laeal  Connection  Name*  Jntemet  TNP»TCP 
eonneetlpn  Identification  with  range 
1«32*  TMs  field  contains  L6N  for  now 
connection. 

SEC 

0 

Connection  Security  Laval.  15  Is  hight 

0  is  low. 

MSEC 

0 

Connection  Preeedenea  Laval.  IS  Is 

Ha*|  8  is  low. 

TCC 

16 

0-512. 

FOR3U0 

16 

Foreign  Subscriber  ID* 

FORPRT 

16 

Foreign  Fort  ID* 

OLDLCN 

16 

Old  Local  Connection  Nana*  LCN  sf  tha 
preempted  connection. 

T00S44O1  •*UNCLA8S:FieO«* 
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event  specjpicatjon 

EVENT  NAN| i  RECEIVE  DATA  EVENT 

MNEMONIC  I  0«C0AT  r 

CPClL  MCCU 

SENDER i  “NIP 
RECEIVER*  TCP 

9 

PURPOSE ( 

Thit  *v««t  noHfjp*  TCP  t*«t  •  *•*  •  *«•<*•<! 

|  . . 

v  REASON* 

I 

COmm|nT3 I 


I 

I  VERSION*  «t«SEP«7S 

I 


24-FIB-79 


re«s*«tt  ••unclassified** 
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•CCEIVE  DATA  EVENT 
Sl*SCP*78 


8VTE  15  1«  IS  I*. .ft  .10  9  .8  7  *  5  •  J  2  I  0  BYTE 


1 

1  1 

SEASON 

1 

1 

l.  . 

OPCODE 

1 

3  1 

DE3SUB 

1 

5  I 

1 

PPEC 

•  •  •  •  •  •  * 

1 

1 

l 

SEC 

1 

7  I 

I 

TCC 

l 

9  i 

3EG6UF 

1  ••UNCLASSIFIED** 


>t*FEB*7« 


26-FEB-76 

RECEIVE  DATA  EVENT 
S1*SEP«78 

T0036401 

••UNCLASSIFIED**  page  c-37 

MNEMONIC  i 

OF  SJTS 

DESCRIPTION 

OPCODE 

0 

Oat •  event  •  Tl, 

PEASON 

0 

SIR  leteiHe  field  unused  by  TCP. 

DESSUS 

16 

Destination  Subscriber  ID. 

SEC 

8 

Security,  Value  for  security  level  of 
the  Incoming  segment!  IS  Is  hlgrj  e  it 
la*. 

PREC 

8 

Precedence,  Value  #0*  orecedenee  level 
of  the  Incoming  seomentt  15  Is  higKj  8 
<•  lew. 

TCC 

16 

TCC,  Binary  value  for  the  TCC  of  tho 
Incoming  segment  with  range  0*512, 

SECBUF 

16 

Buffer  ID  of  the  incoming  segment. 

/ 


\ 


T0034401  ••UNCLASSIFIED** 
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EVENT  SPECIFICATION 

EVENT  NA*E»  RECEIVE  EVENT 
mnemonic  I  09CEIV 

cm »  nccu 

SENDER  I  TCP 
RECEIVER!  TMP 

PURPOSE  I 

This  event  setae*  e  letter  of  data  to  TMP  for  output  to  the 
user  on  the  specified  connection, 

REASON! 

TCP  hes  received  date  fro*  the  network  that  mutt  be  tent  to 
the  ueer. 

COMMENTS* 

The  triplet  buffer*  petted  vie  this  event*  eonteine  buffer 
10*  for  eeeh  ineominq  segment  that  makes  up  the  Tmp  letter* 
Each  group  of  3  word*  represent*  one  segment  with  the  first 
word  in  the  triplet  buffer  being  the  number  of  segments  in 
the  letter  eng  the  second  word  in  the  triolet  buffer  being 
reserved  for  future  use* 

VERSION*  29mSEP>76 


2*mFEB*T9 


Tf 01*49!  ••UNCLASSIFIED** 


24-FEB-T9 


Tf0S*««l  «*UNCUSSIFIED** 


PAGE  C-39 


FECEJVE  EVENT 
2««SCP*7I 


BYTE  15  1«  15  .12  .H  .1?  .*  *  .  T  .6  5.  «  3  2  1  0  BYTE 


1 

1  1 
l 

T0ANIO 

1 

1 

» 

OPCODE 

J 

1 

1 

l 

3  1 
l 

LCN 

1 

1 

1 

1 

5  1 

1 

♦••••• 

BUFID 

1 

l 

1 

2»«ni.79 
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DECEIVE  EVENT 
29-SE»»«78 

MNEMONIC  0  OF  SITS  DESC»IFTJON 


0FC00E 

8 

Event  Identifier,  Velge  for  Receive 
event  e  a2. 

T9ANID 

8 

Trenssetlon  Ip,  sequence  number  for 
this  event#  for  eoordlnstlon  of  return 
event#  with  range  i«255# 

LCN 

16 

Local  Connection  Name,  Internal  THP-TC* 
connection  Identification  value  with 
rang*  1-32. 

BUFID 

16 

Buffer  ID.  Tea  used  to  map  to  the 

triplet  buffer  containing  Information 
•begt  segments  to  be  processed!  word  3 
■  number  of  segments!  word  1  •  reserved 
for  future  usei  words  2*n#  In  groups  of 
Jwword  entries!  first  word  *  segment 
buffer  I D i  seeond  word  s  offset  to 
first  dots  bytei  third  word  s  number  of 
bytes  of  dots  to  be  processed  in 
segment • 


2*«FEB«79  7003*491  **UNCLASSIFIEO«« 
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EVENT  SPECIFICATION 

EVENT  NAME *  DECEIVE  RETURN  EVENT 
MNEMONIC  I  ORCVRT 

CPCII  NCCU 

sender  I  TMP 
RECEIVERi  TCP 

PURPOSE  I 

This  event  notifies  TCP  that  a  latter  has  been  processed 
for  delivery  to  the  user  on  the  connection  referenced  in 
the  eorreseendi no  Receive  event* 

REASON* 

TMP  h«s  deoueued  e  Receive  event  end  has  orocested  and 
moved  the  data  In  the  THP  letter  to  a  *to«ueer*  buffer*  The 
to«uaer  buffer  nay  or  mev  not  have  been  sent  to  HSI  (To 
User  event!  for  aetual  outout  to  the  user.  The  triolet  and 
eft  segment  Puffers  have  been  oroeessed  and  released* 
however, 

COMMENTS! 

The  Receive  Return  event  is  used  by  TCP  to  determine  when 
an  acknowledgement  may  be  sent  to  remote  TCP  for  data 
received  and  delivered  to  TMP, 

VERSION*  2b*FEB*7R 


26-'£h-79 


T0R3M91  eeUNCLASSIPIEOee 


2t«PEB«?R 
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RECEIVE  RETURN  EVENT 
26-FEB-7R 

BYTE  i?  1«  1J  12  JJ  IP  R  8  7  8  5  a  3  2  1  8 

. . . . . . . 

l  I  1 

1  1  TRanid  1  OPCODE  I 

1  1 .  t 

. . . . . . . . . 

I  I 

3  I  LCN  1 

*  .  I 

♦  . . 


2R-FEM7R  T?aSR<Hl  ••UNCLASSIFIED** 
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RECEIVE  RETURN  EVENT 
2WES«79 

MNEMONIC  «  OF  (HITS  DESCRIPTION 


OPCODE  8  Event  Identifier,  Value  Top  Receive 

Return  event  e  *4, 

TP an 10  8  Transaction  IQ,  Saeuenee  nu-ber  e *  the 

eorreeoondi no  Receive  event  with  ranee 
1-255, 

ICN  la  Local  Connection  Nane,  Jntepna!  TMP«TCP 

connection  Identification  value  with 
ranee  1-S2, 


24-FEB-79  raasaaPl  eeUNCLABSlPIEOee 
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event  specification 

EVENT  "U*£|  RETRANSMIT  EVENT 
NNEnONIci  ORETRV 

cpcii  mcc>j 

SENDER!  TCP 
RECEIVER!  TCP 

PURPOSE! 

TMa  event  eeusea  TCP  to  seen  its  rat ranaml ael on  Queue  for 
•  connection  to  find  segnont(s)  (Hat  aHould  bo 
not  ranaml t tod, 

REASON! 

Effectively,  TC*  Queues  tMi  event  to  Itself  tbnougN  t*e 
BEC  tlmar  function  (SET***)  vHe*  sloeoa  tNo  event  In  t*a 
TCP  dleoete*  quouo  often  tH»  seeetfted  time  sorted, 

COMMENTS! 

TCP  maintains  ono  tlnen  eon  connection,  If  t no  connection 
Hot  onv  element*  on  its  n*tn*ns*is*1on  Queue.  **hon  t*o 
t 1 »on  casinos,  TCP  will  decrement  t*e  timer  count  f*n  eoen 
aeament  eligible  fon  net nen*«1 aai on  and  If  any  eount 
neachaa  tone*  mill  natnanamft  that  aeg«*nt.  TC*  will 
nelaaue  tne  timer  event  unlee*  tK*  eennaetlon  cloaca  on  thi 
net nanamt salon  oueu*  beeemea  emoty, 

VEPSIONf  *lmPES*S9 


Revision  3,  February  6#  |9S«* 
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RETRANSMIT  EVENT 
29«8ER«78 


BYTE  1?  14  IS  .12  .|i  .10  9  8  .7  6  5  4  J  2  i  0  BYTE 


2t«Ffa«rt 


T0030flPl  ••UNCLASSIFIED** 
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RETRANSMIT  EVENT 
20-8EP-78 

MNEMONIC 

•  OF  SIT* 

DESCRIPTION 

OPCODE 

8 

•v#«t  ■  70, 

LCN 

16 

LocpI  CoAn^etie*  n«*#,  TCP 

eonn«etlon  4de*t j f j c«t v*1up  xltH 
M«g»  1»12, 

IWII-T9 


T0036661  ••UNCLASStrtCO** 
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EVENT  SPECIFICATION 

EVENT  NAME i  SFN0  DATA  RETURN  EVENT 
NNEMQNICl  OSOTRT 

CPCii  nccu 

SENOEPl  NIP 
PECElVERi  TCP 

PURPOSE! 

This  avant  nOtifiaa  TCP 
network  oppqp  status  in 
Osts  avant. 

REASON! 

This  svsnt  is  nopnaMy  ssnt  when  SIP  eo*o1ataa  transmission 
of  t hs  soa*ont  to  tho  soypeo  twitch,  Either  transmission 
successful  op  unsucesssful  is  returned  in  this  ease,  Tho 
svont  is  also  sont  if  SIP  reesivas  s  network  delivery 
status  indicator  from  its  souses  switeh  thst  indiestss  a 
fatal  condition  to  TCP.  Thoss  status  conditions  ops  shown 
bat Ow. 

COMMENTS! 

VERSION!  SPwSEP*T8 


of  SIP  ppocassine  status  snd 
reference  to  eoPPasoondi no  Sand 


20«PCP*T0 


TMSOAPi  aaUNCUASSIPlEOaa 
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SEND  OATA  RETURN  EVENT 
2MC^71 

BYTE  1?  |«  JJ  12  U  .1*  .«  •  .T.  .0.  5.  S  2  .1  B  BYTE 

. . . . . . . . . 

1  I  t 

1  1  T«AN!D  l  OPCODE  i  0 

I . I  .  .  .  .  I 

. . . . . . . 

1  I 

31  LCN  12 

1  1 

5  1  SORSTA  1  u 


2B*PE8«7f 


TB03*«0t  ••UNCLASSIFIED** 
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IC*0  OATA  RETURN  EVENT 
2««SER*7B 

MNEMONIC  *  OR  BITS  OESCRIRTION 


OPCODE 

TRANIO 


LCN 

SORSTA 


8  Event  Identifier,  Vatu*  for  Send  Data 

Return  event  a  72* 

8  Transaction  ID.  Location  of  seflnent 

referenced  by  the  Sand  Oata  Return 
event,  TMs  address  ia  word#  not  baton 
oriented. 

10  Local  Connection  Nana,  Internet  SIP»TCP 

connection  i dent i f i eat i on  value  with 
ranoa  1*32, 

16  Status! ,8asuceesaiut  to  source  SCMj 

2«SCM  flow  reject)  16*aacurity  error) 

1 7«oreeedenee  error)  ISaTCC  error) 
IRainvetid  address)  2Bsaeat i net i on 
subscriber  down)  21 *dest < not i on  access 
etreutt  dowm  22«dest i net i on  subaeriber 
busy)  36a 1 i ne  error. 
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EVENT  SPECIFICATION 

EVENT  NANfi  3EN0  EVENT 
MNEMONIC!  OSENO 

CPCl!  »CCU 

sender t  TmP 
RECEIVER!  TCP 

PURPOSE! 

TK!s  •v«n t  allow*  TNP  to  aand  •  lattap  to  th*  natwOPk  for 
th*  paTapane*d  eonnaetion, 

REASONI 

Tmp  buHdi  *  Sa«d  avant  whan  It  haa  paeaivad  anouQh  data 
fpo«  MSI  to  tatiafv  t*a  oaekat  palaaaa  *aehan!a»  fop  thla 
ua*p, 

COMMENTS! 

TCP  w<n  palaaaa  tHc  lattap  buff*p  wH*n  Sand  avant 
ppoeaaalng  <•  eo*oiata. 

VERSION!  eo.SEP-TB 


*B»FEB»TR  tmtail  a*uNCLMS!PIfO»« 


2*»PEB«79 

7033*491 

••UNCLASSIFIED** 
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SEND  EVENT 
29.SE*»78 

BY'E  15  1 4 

1?  12  .11  . 

1?  9  0  7  *  5 

«  .5  2  1 

0 

BYTE 

1 

1  1 

1 

T9  AN  JO 

•  •  •  •  *  • 

1 

l 

1 

OPCOOE 

1 

1 

1 

0 

l 

3  1 

LCN 

1 

1 

1 

2 

1 

5  1 
t 

•  %  • 

0UFID 

1 

1 

J 

4 

1 

7  l 

1 

*  m  ■  • 

buflen 

•  •••  + 

1 

l 

1 

6 

L 


26*FCB«79 


7033*491  *tUNCLASSIFIED*« 
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seno  Event 
28«3EP«78 

mnemonic  •  OF  PITS  DESCRIPTION 


OPCODE 

8 

Event  Identifier,  Velue  for  Send  event 
•  65. 

TRANID 

8 

Treneectlon  ID.  Seouenee  nu»ber  of  this 
event#  for  eoordinetion  with  return 
event#  with  range  1*255. 

LC* 

16 

Local  Connection  Ne*e,  Interne!  TMP.TCP 
connection  identification  value  with 
range  1*32. 

8UFID 

16 

Buffer  ID.  Tog  yaed  to  moo  to  the 
buffer  containing  the  letter  to  bo  *en 
to  the  network. 

buflen 

16 

Suffer  Length,  Size*  in  bvtee.  of  tho 
letter  to  be  eent  to  the  network. 

26«FEB*7Q 


Tpaj*««l  ••UNCLASSIFIED** 
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evewr  sfecification 

tt 

EVENT  NAME i  SEND  DAT*  EVENT 
MNEMONIC  I  OSNOAT 

CFCli  HCCU 

senocri  tc* 

RECEIVER!  nip 

PURPOSE! 

Thj*  event  allows  TCP  to  reoueat  that  SIP  transmit  a 
segment  to  the  3CM. 

REASON! 

SIP  Must  build  and  "attach"  t Ha  Binary  Segment  Leader  to 
the  segment  being  sent  to  the  network  by  TCP. 

COMMENTS! 

TCP  s*nds  both  segments  that  contain  data  and  segments  that 
contain  only  control  Information, 

VERSION!  20-SEP-78 


T»s3*«fi  ••unclassified*^ 


2»mFES«79 


I 

1 


j 


t 


t 


wummmmmrnm 
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BYTE  15  1«  13  .12  .H  .1?  ’  *  T  .. 6 .  5  «  5  2  l  8  BYTE 


♦••••••« 

1 

1  1 

1 

TFanTD 

1 

1 

1 

OPCODE 

1 

l 

1 

0 

1 

3  1 

1 

1 

l 

2 

l 

S  1 
l 

®»EC 

1 

1 

1 

SEC 

1 

l 

1 

a 

1 

1 

1 

7  l 
l 

TCC 

ft 

1 

l 

6 

1 

9  1 

1 

DESTID 

1 

1 

1 

8 

1 

11  i 

sotfls 

1 

1 

l 

13 

i 

13  1 

1 

hoptag 

l 

1 

I 

12 

1 

15  l 
l 

HDFLEN 

1 

1 

l 

1  <* 

l 

17  1 

J 

txttag 

1 

1 

1 

16 

1 

1 

txtbeg 

1 

18 

l 

21  1 
l 

TEFLEN 

l 

1 

1 

20 

2B-FEB-79 
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SEND  OAT  A  EVENT 
29-SEP-7ft 


"NE*ONlC 

•  OF  SITS 

DESCRIPTION 

OPCOOE 

8 

Event  Identifier,  Value  for  Send  D«t« 
event  ■  96. 

TRAnio 

6 

Transaction  ID,  Location  of  segment 
referenced  bv  the  Send  Date  event,  Thl 
eddfttt  It  word,  net  byte#  oriented. 

LCN 

16 

Lacel  Connection  None,  Interne!  SIP»TCP 
connection  i dent i f j eet 1  on  value  with 
range  l»32. 

SEC 

8 

Security  to  assign  to  the  segment!  15 
ie  highj  0  l a  tow. 

PREC 

8 

Precedence  to  eeeign  to  the  segment!  15 
i  e  H i gh  >  0  4  e  low. 

TCC 

16 

TCC  to  asslon  to  the  segment  with  range 
0*512, 

DESTID 

16 

Destination  subscriber  ID  to  assign  to 
the  segment. 

sdtflg 

16 

Send  Data  F  1  so  herd.  Valuee  currently 
undefined  for  the  mCCU. 

hortag 

16 

Buffer  ID  of  the  T»segment  header. 

HO«LEN 

16 

Le«Oth,  (\n  bytes,  of  the  T»segment 
header. 

TXTT  AG 

16 

Suffer  ID  of  the  data  oortlon  of  the 
segment!  zero  if  no  data  being  eent. 

TXT0EG 

16 

Offset  into  the  data  buffer  to  the 
first  byte  of  data  to  be  transmitted! 
value  le  relative  to  one,  not  tero. 

TEXUEN 

16 

Ngnber  of  bvtea  to  be  transmitted. 

26»FE8-79 
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EVENT  SPECIFICATION 

EVENT  NAM£ j  SENIJ  RETURN  EVENT 
MNEMONIC  I  OSNOPT 

cpcii  nccu 

SENDER  I  TCP 
RECEIVER  I  TNP 

PURPOSE* 

This  event  ppovldes  Thp  the  status  of  tHe  eoepesoondl ng 
Send  event  pPoceesing, 

REASON  t 

This  event  is  petupned  if  TCP  find*  en  #ppop  In  tHe 
opelimlnapy  verification  of  the  Send  event*  if  tHe  date 
referenced  in  tHe  event  Is  delivered*  op  if  tHe  date  Is  not 
deHvePad.  T*P  must  be  aware  of  Send  event  DPoeaasino 
completion  as  tHe  number  of  outstanding  Send  events  Is 
limited  as  pant  of  tHe  flow  eonteol  meeHsnism  for  tHe  **CCU, 

COMMENTS! 

If  an  "undellveped"  status  Is  returned#  tHe  eonneetlon  will 
be  dosing,  THe  oaptieulap  peeson  for  tHe  dose  will  be 
eetupned  in  a  Close  Retgpn  event, 

VERSION!  29.SEP-78 


20.rER«79 


TPRSoaRt  *«UNCLASSIPIEO*e 


26-FEB-79 
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SEND  RETURN  EVENT 
29. SEP-78 


BYTE  15  .14  1)  12  ,J1  .10  .9  8  7  6  54  52  1  0  BYTE 


. . . . . . . 

1  1  1 

1  1  TRANID  1  OPCODE  1  0 

» .  »  .  .  .  1 

. . . 

I  1 

31  LCN  12 

♦  mmmmmmmmmmmmmmmmmmmrnmmmmmmmmm  ••••••••••••+ 

1  1 

5  1  SNOSTi  1  u 

. . . 


?*,.rc  6.79 
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tENO  RETURN  EVENT 
J9-8EP-76 

MNEMONIC  «  O F  §IT3  DESCRIPTION 


OPCODE 

TRANIO 

LCN 

snosta 


8  Event  Identifiep,  Value  for  Send  Return 

•vent  ■  41. 

8  Transaction  ID.  Seouenee  number  of  the 

eopresoondi ng  Send  event  with  pange 
1-255. 

16  Loeel  Connection  Na-e,  Jntepnel  THP«TCP 

connection  1  dent i f 1  cot  1  On  value  with 
pange  1-J2, 

16  Statue  of  Send  event  opoeessingt  aedata 

delivered)  lanonevi atent  connection) 
(laeonneet  ion  closing  when  Send  event 
peeeivedi  5«send  Ulegel  in  listen 
state)  Tsdate  undellveped  (connection 
will  be  el osedl , 


26-PEB-7R  TaeS6flRl  **UNCIASSIFXEDp* 
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EVENT  specification 

EVENT  N4M6i  SENO  njNOOw  EVENT 
MNEMONIC l  09NWN0 

CPC  1 1  *ccu 

SENDER i  TCP 
RECEIVER!  THP 

PURPOSE* 

This  event  notifies  Thp  of  the  new  value  to  be  used  ss  the 
send  window  on  the  userwlo^network  dots  oath.  The  value 
represents  the  nosing*  number  of  Send  events  that  TmP  mev 
have  outstsndlno  to  TCP  st  any  one  ti»e#  That  is#  the 
number  of  Seno  events  that  have  not  been  acknowledged  by 
TCP  with  eorreaoondl ng  Send  Rsturn  events, 

REASON! 

The  send  window  is  part  of  the  flow  control  used  by  TCP  to 
ensure  that  t*e  virtual  connection  sustains  a  steady  flow 
of  data  in  either  direction  with  no  aooreciable  baekuos  in 
any  area.  If  the  send  window  "closes#*  Thp  will  eventually 
stop  sanding  Pro*  User  Return  events  to  HSI#  and  HSi  will 
eventually  begin  holding  off  the  host# 

COMMENTS! 
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BEND  WINOO*  EVENT 
29»J!P-7« 


BYTE  15  1«  13  12  . H  . 19  9 

8  7  .*.  5 

4.  3  2 

e 

BYTE 

1 

1 

i 

11  *  -  - 

l 

OPCODE 

i 

i 

9 

l 

3  1 

•  .  *  -  <  •  •••■  • 

LCN 

t 

i 

i 

2 

1 

5  1 

NCVHNO 

i 

i 

i 

a 
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send  nindo*  event 
I9«SCP«T8 

NNCNPNIC  *  t 1W  *IT8  DESCRIPTION 


OPCODE 

ICN 


N|wWHD 


f  Event  Identifier,  Value  for  Send  hindo* 

event  a  «6. 

lb  Local  Connection  None.  Internal  TNP*TCP 

connection  \ oant 1 f i cat i on  value  with 
nano#  1*32, 

lb  New  Send  window,  New  value  for  aend 

window#  indicating  the  number  of 
letters  which  mev  be  outstanding  to  TCP 
(Sand  Peturn  avanta  not  received). 

Value  must  be  oreeter  than  or  eoual  to 
the  current  send  window  value. 
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EV£nT  SPECIFICATION 

EVENT  Name,  STATUS  EVENT 
MNEMONIC!  OSTATS 

CPCII  *CCU 

SENOERl  T  wo 
RECEIVE* |  TCP 

PURPOSE | 

Th<i  »v«nt  peaueat a  that  TCP  Patupn  the  eufPant  atatua  of 
tha  aoaelfled  eonnactlon  aa  patetaa  to  tha  local  TCP# 

9E*S0*| 

The  uair  haa  antarao  a  Thp  atatua  eonnano  and  Thp  baHavaa 
thane  la  a*  aetiva  connection  that  la  not  being  held  off  In 
T*P  Itaelf.  Thp  MPat  poouesta  the  TCP  atatua  of  the 
connection.  If  that  atatua  la  *nop«*al#"  Thp  will  attanot  to 
eo»»unlcata  with  tha  pa*ota  Thp  via  a  Thp  atatua  paouaat 
peeopd. 

Comments, 
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STATUS  EVENT 
0S«mOV*7S 


BYTE  15  1«  13  12  11  .10  9  0  7  6  5  «  .3  2  1  0  BvTf 


♦ . . . . . . 

}  1  I 

1  l  T9*‘iin  1  OPCODE  1  0 

»  .  1  .  .  I 

♦ . . . . 

»  1 
31  LCN  12 

l  ...  .  I 

♦ . . . . - . . . . . 


T 
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STATUS  EVENT 
BSwNOV-78 

MNEMONIC  0  O'  SITS  DESCRIPTION 


OPCODE  8  Event  Identifier,  Value  for  Statue 

event  ■  68, 

TP  a  n I O  8  Treneeetlon  ID,  Seouenee  nunber  for 

tHa  even t»  for  coordination  of  t*e 
return  event*  wit*  range  1*255, 

LCN  16  Local  Connection  Nano,  Internal  THP*TCP 

connection  identification  value  wit* 
range  1*32, 
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event  specification 

EVENT  N*M£j  STATUS  PETu»m  EVENT 
MNEMONIC |  OSTSRT 

CPCli  MCCU 

SENOEPl  TCP 
RECEIVER!  TmP 

PURPOSE  t 

This  event  notifies  THP  of  the  cunnent  status  of  the 
soeeifled  connection  ss  relates  to  TCP, 

REASONi 

This  event  is  sent  In  resoonse  to  a  Status  event, 

COMMENTS! 

VERSION!  ?R*SEPW8 


2S-PES-7R 
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STATUS  «ctu»n  EVENT 
29.jfP.78 


15 

1«  1?  .12  .11  J9  9 

8  .1. 

.5.  4  5  2  l  e 

BYTE 

1 

1 

TNanio 

1 

1 

1.  . 

0PC00E 

1 

1 

I 

? 

l 

1 

l 

LCN 

l 

1 

1 

2 

1 

1 

SENTLS 

•  .*•••• 

1 

l 

1 

«ETSTA 

1 

1 

1 

a 

1 

1 

1 

•  •  a 

1 

1 

1 

»ECFlG 

1 

1 

1 

6 
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STATUS  RETURN  EVENT 
2R-3EP-7S 


MNEMONIC 

*  of  sits 

DESCRIPTION 

OPCODE 

A 

Event  Identifier,  Value  for  Statue 
Return  event  e  U4, 

TRANIO 

8 

T renaaet  1  on  10,  Sequence  number  of  the 
eorreaoondi nq  Statue  event  with  range 
1-255* 

LCN 

16 

Local  Connection  Name*  Internal  TMPwTCP 
connection  Identification  value  with 
rang#  1-32, 

retsta 

8 

Return  Statue.  0  ■  connection 
eatabl1th#dj  l  e  connection  does  not 
•  list!  <t  *  connection  la  cloalng. 

SENFLC 

8 

Send  Flag,  Velue  indicating  current  TCP 
atetua  of  the  tend  oathi  0  e  ooeni  l  e 
blocked. 

RECFLG 

8 

Receive  Fled, Value  Indicating  current 
TCP  atetua  of  the  receive  pethi  0  ■ 

ooenj  i  ■  blocked#  window  eloaedi  2  • 
blocked#  re«sae*blv  Queue* 
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APPENOIX  D 

tcp  state  tables 


TMt  append*  eontaine  tablet  whieh  describe  the  eetion 
taken  by  a*  *CCU  TCP  depending  on  the  current  atata  o *  t  *  * 
connection#  reflected  In  the  TCB,  and  the  etlmuli  received 
Tnere  ana  many  different  etlmuli  received  by  TCP#  a.g,#  San 
avanta  fpon  ThP ,  Raealva  Oata  avanta  fro*  SIP#  ate.  The 
processing  required  by  eeeh  atlmulu*  la  a  function  of  the 
atata  of  the  connection  at  the  time  of  receipt# 

It  eheuld  o*  noted  that  thaaa  atata  tablet  arc  relevant  only 
If  a  TCB  eilata#  <#•##  TCP  la  aware  of  the  local  user  via  an 
open  or  Haten  request,  If  a  TCB  doea  not  ealtt#  TCP  will 
perform  one  of  the  following  aetlonat 

1#  If  atlmulua  la  an  event#  "connection  doea  not 
ealat"  atatua  will  be  returned  in  appropriate  re« 
turn  event. 

2#  If  atlmulua  la  an  incoming  non»error  aegment#  an 
error  aegment  with  control  data  eatenaion  aet  to 
"connection  doea  not  eaiat"  will  be  aent  to  the 
aource  TCP. 

3.  If  atlmulua  la  an  incoming  error  aegment#  TCP  will 
dlacard  the  aegment.  Returning  another  error  cog* 
mant  would  reault  In  an  andlaaa  loop  of  error  met* 
aagee  between  the  two  TCP*. 

Theee  tablet  do  not  addreaa  preemption.  They  raoreaent  the 
procaaalng  aeoompllahed  by  an  MCCU  TCP  once  an  appropriate 
TCB  la  found.  Tha  reader"*  attention  it  directed  to  the  TCP 
Specification#  Paragraph  2.3.4  (demul t Ipl eiing  function)  and 
Paragraph  2.4.3  (preemption). 

Definition*  for  TCP  atata*  are  aummarltoo  hare  with  defini* 
tlona  of  other  tarma  to  aid  the  reader  In  i nterpret at  1  on  of 

thaaa  table*. 
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TCP  STATE  TABLES  PACE  0-2 

Definition  of  Terns 


TCP  states 


1,  ootn  •  T hp  has  Issued  a  fully  specified  Ooen  iv«nt« 
bgt  t K •  three*way  handshake  has  net  begun 

2#  listen  •  ThP  has  Issued  a  partially  specified  Open 
event  (security#  precedence#  TCC#  er  destination 
address  were  not  specified) 

з,  Syn  sent  •  e  SYN  segment  (request  te  synenronlte 
send  sequence  numbers)  has  been  sent#  beginning  the 
three*wav  handshake 

и ,  S y n  sent/ race! yed  ■  TCP  has  sent  end  received  a  SYN 
segment#  but  the  eeknowl edgement  has  not  been  re* 
eelveo  for  the  Syn  segment  that  mas  sent 

5#  established  •  the  three*Mav  hanoeheke  Is  compietei 
TCP  has  sent  ama  received  a  Syn  segment#  and  has 
received  an  eeknowl edge»ent  for  the  Syn  segment 
that  was  sent 

6#  local  dose  received  •  TCP  has  received  a  Close 
event  from  the  loeal  ThP#  requesting  a  deferred 
(qraeeful)  dose  of  the  connection#  but  has  not 
sent  the  "PIN"  segment)  network  date  will  not  be 
delivered  to  the  local  THP  (Receive  events)  for 
this  connection  once  this  state  has  been  entered 

7,  remote  close  received  •  TCP  has  received  a  "status" 
control  segment  from  the  remote  TCP#  Indicating 
that  the  remote  TCP  has  begun  close  processing  for 
the  connection)  TCP  will  continue  to  accept  net* 
work  date  and  pass  It  to  ThP  (Receive  events)#  but 
will  accept  no  more  THP  letters  destined  for  the 
network  (Send  events) 

8,  PIN  sent  •  TCP  has  sent  s  PIN  segment#  beginning 
connection  closure)  no  further  data  will  be  ac* 
eeoted  from  (Send  events)  or  given  to  (Receive 
events)  the  local  THP  on  this  connection 

9t  PIN  received  •  TCP  has  received  s  PIN  segment  but 
Is  unable  to  send  s  PIN  segment  because  all  oetets 
sent  have  net  been  accounted  for  as  yet 

ID#  PIN  sent/reeel ved  •  TCP  has  sent  and  received  a  FI 
segment#  but  has  not  received  an  acknowl edgment  for 
the  PIN  segment  that  was  sent 


Revision  1#  July  9#  1979 


ll-JUL-79 


TDD49939  •♦UNCLASSIFIED** 


U-JUL*79 


T0044939  #*UNCL*55IFItD** 


TCP  STATE  TABLES  PAGE  0-3 

Definition  of  Ton** 


it.  eloaed  •  TCP  ho*  aont  and  received  a  PIN  aegment 
and  haa  received  an  aeknowl edgement  fop  th«  pin 
aegment  that  wa*  aant#  but  TCP  la  waiting  for  an 
Ita  outuo*  to  clear  before  delating  tho  TCS, 

other  torn* 


1*  ret rananl aal on  queue  •  an  Internal  TCP  Queue  whie* 
hold*  all  unacknowledged  aegmentai  tegmenta  way  be 
retrenanl tied  If  not  acknowledged  by  the  remote  TCP 
within  a  certain  amount  of  time  or  if  a  line  error 
Indication  wee  received  from  SIP 

2.  aegment  aeauene*  number  •  31»b1t  value  reoreaentlng 
the  number  of  the  firet  oetet  (data  character)  of 
the  aegment  (aee  alto  Paragraph  2,1,4  of  tn*  TCP 
aoeei f Icatlon) 

S*  aeknowl edgement  aeauene*  number  •  31*b1t  value  r*» 
preaentlng  the  number  of  the  neat  expected  (by  the 
aender  of  thi*  aegment)  octet!  the  aeknowl edgement 
Indicate*  that  all  oeteta  with  a  lower  aeauenee 
number  have  been  delivered  to  THP 

4,  aend  left  window  edge  •  3l»b1t  value  reoreaentlng 
the  number  of  the  flrat  unacknowledged  oetet  cent 
to  the  remote  TCP  on  the  virtual  connection 

5,  receive  left  window  edge  ■  3l«b1t  value  repreaent* 
ing  the  number  of  the  next  octet  expected  to  be  re* 
calved  from  the  remote  TCP  on  the  connection 

6.  receive  window  «  lft»b<t  value  reoreaentlng  the 
number  of  octet*  which  will  be  accepted  fro*  the 
remote  TCP  on  the  connection)  value  la  aent  wit* 
every  eegment 

7.  aynd  window  •  Iftwbit  value  reoreaentlng  the  number 
of  octet*  whlen  may  be  aent  to  the  remote  TCP) 
correoponda  to  remote  TCP’*  receive  window. 
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TCP  State  Tahiti 

STI^ULUSI  SYN  aagwant  paealvad  ♦ft*  nateoPk* 


pace  D«a 


PP0CES3INS  BE9UIPED 

aat  valua  of  paealva  lift  window  adga  to  that 
of  Syn  aagwant  aaouanea  nuwbep  olua  onti 
•tod  a  SYN.eeg»ent»  acknowledge  the  syn  ■to- 
«ant  paeeivedi  wove  to  Syn  eent/peeel ved 
atatai  peeopd  value  of  aaouanea  nuwbep  of 
SYN  aagwant  Paealvad 

Syn  aant  oePfopw  aa«a  opoeeaalno  aa  fop  ooen  atata 

Syn  aent/pecel ved  ualng  valua  of  the  aaouanea  nu»bep  of  oplgl* 

nal  Sys  aagwant  paealvad*  vePlfy  that  Syn 
aagwant  paealvad  la  a  pat  panawl aal on  of  op1« 
olnal  SYs  ptealvtdt  If  not*  aand  an  *unee» 
eeotable  SYS*  *eaeage  to  Ptwota  TCP*  patunn 
all  Send  tvanta  to  Thp,  aand  a  Cloee  Petupn 
avant  to  Tsp,  and  *ove  to  eloaed  atatat  if 
pat panawi salon*  dlaeapd  the  aagwant 


CuPPCNT  state 

ooan 


aatabHanad  uelno  valua  fop  aaouanea  nuwbep  of  oPlalnel 

Syn  aagwant  paealvad*  vePlfy  that  tnie  la  a 
pat  panawl  eat  on  of  OPlglnel  SYS|  If  not*  aand 
an  "unaecaotabl a  Syn*  weaeege  to  Pawota  TCP* 
patupn  all  not  yat  aegwentlied  Sand  avanta  to 
Tw*  with  undaHvapad  etatua*  aand  a  Pis  aao* 
want*  and  wova  to  PI*  eant  atatai  If  po» 
t panawi tel  on*  dlaeand  the  aagwant 

all  otnap  atataa  dlaeapd  tha  aagwant 


*nOtEi  THi  taota  doaa  not  addnaae  opaawotlon,  It  paopaaanta  tn» 
epoeaaalng  aeeowollahad  by  an  scCJ  TC*  one*  an  aoopooplata 
T CB  naa  baan  found,  The  paadap'a  attantlon  la  olpaetad  to 
the  TCP  Soael f leatlon,  »epeoPeoh  2, 5, a  (dewu1t1ole«1ng 
function)  and  ®epeapeoh  2,u,l  (opaawotlon)  fop  additional 
datal 1  a. 
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TCP  Stats  Tables  PACE  0.5 

STIMULUS  I  AC*  segment  received  from  network 


CURRENT  STATE  PROCESSING  REQUIRED 

ooe-.elosea  dlseard  the  segment 

STN  se"  t  ebtek  if  thl*  seoment  acknowledges  the  Syn 

segment  thet  was  se-t  and  also  eerriea  a  Synj 
If  both  are  true#  aeknowl  edoe  for  svw  ee- 
eelved,  tend  Ooem  Complete  event  to  Two,  ma 
nova  to  eatablished  state)  If  t  h  1 1  AC*  aeo* 
went  Is  not  an  aeknowl edge-ent  for  syn  seg- 
sent  t h • t  was  sent#  Placard  the  segment 


S*n  se-t/recel ved  eheek  ff  tMa  segment  acknowledges  the  9*n 


segment  tKet  was  a*ntt  If  so*  sang  Ooen  Com¬ 
plete  evgnt  to  thp  and  move  to  establishes 
state)  if  not#  discard  the  segment 

estahl 1 shea 

check  if  this  segment  aeknowl edges  something 
on  the  ret ranaml aai on  queue)  if  not#  discard 
the  segment)  if  so#  update  value  of  sens 
left  window  edge  with  the  sequence  number  In 
the  aeknowl edge-ent  field#  delete  all  sag* 
ments  from  the  ret  tana" 1  as  1  on  aueue  with  a 
sequence  nunber  lower  than  the  ack  seg-ent# 
eno  send  a  Send_Return  event  with  successful 
delivery  status  for  each  Send  event  carrying 
acknowledged  data 

loeal  close 

race! ved 

oerform  same  processing  as  for  establishes 
state 

remote  close 

recel veo 

perform  same  oroeesslng  as  for  establishes 
state 

PJn  sent 

perform  seme  oroeesslng  as  for  establishes 

state 

pin  received 

perform  same  processing  as  for  established 
state)  If  all  data  sent  has  been  accounted 
for*  sang  a  PIN  seg-ent  and  move  to  *In 
sent/reeel ved  state 

PIN  aent / reeel ved 

perform  same  processing  as  for  established 
state)  If  the  new  send  left  window  edoe 

equals  the  value  of  the  neat  sene  sequence 
bumper#  nova  to  eloeed  state 
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TCP  State  Tablet  PAGE  0*6 

>TIhulUSi  Data  received  f rom  network 


CURRENT  STATE  PROCESSING  REQUIRED 

ooen«c1osec  discard  the  seoment 

ST n  tent  discard  the  segment 

SYn  sent/ree*  i  wed  discard  the  segment 

established  eheek  Top  yilld  aeauence  nu*beri  if  valid* 

opdop  the  data  segment  o"  the  reesee-biy 
ggeuet  aa  i^les  In  th#  reassembly  gutue  ap* 
filled  op  If  segments  erHve  1b  oroer#  aa* 
Hvop  data  to  Tup  (Raealva  event) 


eheek  for  vaHd  seauence  number!  If  valid* 
epdap  the  data  segment  on  tha  reassembly 
gueuet  at. holes  In  the  reassembly  aueue  are 
filled  on  jf  segments  arrive  In  order#  uodate 
the  value  of  the  receive  left  wlnoow  edge* 
send  a  atatua  control  segment  to  the  remote 
TCP#  and  delate  those  segments  on  the  reaa* 
sembly  aueue  that  are  being  acknowledged 


oerfom  aa*e  orocaaalng  aa  fop  establlaheo 
atate 

perform  same  proceaslng  aa  for  local  close 
paealyeo  atate 

FIN  received  perform  sane  processing  as  for  established 

atatei  If  the  data  received  causes  tne  ne« 
receive  left  window  edoe  to  eauai  tne  value 
pigs  one  of  tne  fin  segment  that  vat  re¬ 
ceived#  send  a  FIn  segment  with  AC*  for  f# 
FIN  segment  that  was  received*  and  move  to 
FIN  sent/necel ved  atata 

FIs  sent/reeel ved  perform  seme  orecessing  aa  for  local  eiese 

received  atatei  .If  seno  left  *lndo*  edge 
eouais  the  value  of  tne  nest  .send  seauence 
number#  and  the  receive  left  window  edge 
eouais  the  value  plus  one  of  the  FIn  segment 
that  was  received#  send  a  atatua  control  seg¬ 
ment  to  acknowledge  the  FIN  segment  that  was 
received#  and  move  to  eloeed  state 


Iocs]  close 
received 


remote  close 
peeei ved 


FIN  sent 
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TCP  State  Tonies  P * Gfc  0*7 

STIMULUS)  PIn  (no  flush)  segment  received  f fo*  network 


current  state  processing  requires 

epen*c1osea  discard  the  segment 

Syn  sent  discard  the  segment 


S>n  sent/ reeei vea  discard  the  segment 


establ i  shee 


local  close 
reeei vea 


remote  close 
reeei  ved 


PIN  sent 


return  all  not  vet  segmentired  Send  events  to 
T HP  »$th  undelivered  status*  record  the  se« 
ouence  numoer  of  the  FIn  segment  that  was  re* 
eeiveo  and  move  to  FIn  received  state)  if 
the  sequence  nu»ber  of  the  FIn  segment  tnat 
was  received  eauats  the  velue  of  the  current 
receive  left  window  edge*  increment  the  re* 
ceived  left  window  eeoe,  and  seno  an  AC*  seg* 
ment  for  the  P!n  segment  that  was  received* 
send  a  Fi»j  segment  and  move  to  FI*, 
sen t / rec e i ved  state 


perform  same  processing  as  for  established 
statet  it  shou1d  be  noted  that  tnis  situa* 
tion  changes  the  graceful  local  close  to  an 
immediate  close  (abort) 


record  the  sequence  num0er  of  the  FIN  segment 
that  was  received  ana  move  to  FIN  received 
state;  if  the  sequence  number  of  the  FIn 
segment  that  was  received  equals  tne  current 
receive  left  window  edge*  increment  the  value 
of  the  receive  left  window  edge*  sena  a  FIn 
segment  with  AC*  control,  and  «ove  to  FIN 
sent/ reeei ved  etete 

record  the  seauence  "urbe*  of  the  FIN  segment 
that  «as  received  and  move  to  fin 
sent/recei ved  state)  if  the  sequence  number 
of  the  FIn  segment  that  was  received  eauals 
the  current  receive  left  window  edge*  i«ere« 
ment  the  receive  left  window  eoge*  tend  a 
status  Control  segment  for  the  Pl*»  segment 
that  was  received  and  stay  in  the  FIn 
sent/recei ved  state)  if  the  send  left  window 
edge  eauals  the  next  seno  seauence  number  ana 
the  receive  left  ■i«ao«  edge  eauals  the  value 
olus  one  of  the  sequence  number  of  the  FIn 
segment  that  was  received,  move  to  closed 
state 


all  other  states  aiscard  the  segment 


Revision  2*  August  S*  1979 
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▼CP  State  Tables  PAGE  0*8 

JTIhuluSi  PIN  (flush)  aeoment  received  from  network 


CURRENT  STATE  PROCESSING  REQUIREO 

ooen,eloeec  discard  the  segment 

STN  sent  discard  the  segment 

Svu  sent/reeel v«d  discard  the  segment 

established  return  all  net  yet  segment i zed  Sand  events  to 

T*P  with  undelivered  status*  ©urge  the 
reassembly  Queue*  set  the  receive  left  window 
edoe  to  the  seouenee  number  olus  one  of  tKe 
PIN  segment  that  >ns  received*  s*na  a  PI* 
segment  ,wlth  §n  AC*  for  the  PIN  segment  t**et 
was  received*  and  nova  to  PIN  sent/ reeel veo 
state 


eerform  seme  processing  as  for  established 
state)  It  should  be  noted  that  this  situa- 
1 1  on  changes  the  graceful  local  close  to  an 
Immediate  close  (abort) 


eurge  the  reassembly  aueue*  set  the  receive 
left  wlndo*  edge  to  the  seauence  number  olus 
gne  of  the  PIn  segment  that  was  received*  re¬ 
cord  the  sequence  nUi»bef  of  the  pin  segment 
that  was  received*  send  a  PIN  segment*  sena 
an  AC*  seo-ent  for  the  PIN  segment  that  was 
received*  a<hd  move  to  PIN  sent/ race  1  ved  state 

PIN  sent  perform  same  processing  as  fon  remote  close 

received  state*  however*  if  the  value  of  tKe 
newt  send  seauence  number  eouals  the  sene 
left  window  eoae*  -ove  to  dosee  state  as  op¬ 
posed  to  PIN  sent/ race! ved  state 

all  other  states  dlseerd  the  segment 


local  elose 
received 


remote  elose 
received 


27-PC8*7R 


T083O99R  esUNCLASSIPIEO** 


27-FIB-?* 


rafll*S*9  eeUNCLASSIFICOe# 


TCP  St  at*  Tablet  .  PACE  D-* 

JTIMULUSI  Statue  sea-ent  received  from  network 


CURRENT  STat? 
Open* c 1 o*eo 


PROCESSING  REQUIRED 
dlaeerd  t**  segment 


SVN  imt 

Svu  sent/recei ved 


dlaeerd  the  segment 
discard  t*t  aeoment 


ittibHihig  return  all  not  yet  segmentized  Sang  event*  to 

TnP  with  unde  1  1  vino  status#  and  move  to  *e» 
aeta  eloae  received  atatei  it  aeauenee 
number  o f  t*e  iaat  octet  delivered  to  remote 
Thp  eeknowi edge*  item*  on  the  . ret r*n*mi on 
oueue#  uodate  value  of  tend  left  window  eage# 
delete. at  I  segments  acknowledged  f  ro»  t K •  r*- 
t n*na*i a *1  on  oueue#  and  build  Send  Return 
event*  -It*  aueceaaful  atatua  tor  each  Seng 
event  earrvlng  acknowledged  data)  If  tne  ae¬ 
auenee  ng*b*r  of the  1a*t  octet  undelivered 
but  aeeounted  for  reference*  a  aeg-ent  on  t*e 
ret r*n§ff | **l on  aueue#  update  the  value  of  the 
tend  left  window  edge#  delete  all  segment* 
with  ipwer  aeauenee  nu-eera  fro-  tr*  re- 
tr«n*mfaafan  aueue#  *nd  build  *  Send  Return 
event  wit*  undelivered  atatua  for  each  Sena 
event  referenced 


l oca J  eloae 

received  tMa  Imp  Ilea  that  the  remote  T|R  1*  a!*e  in 

the  oroceaa  of  eloaina)i  return  *11  not  vet 
aeg»entl*ed  Send  event*  to  Thp#  *mo  a  FI'' 
**o**nt#  »«d  move  to  the  FI*  aent  atatei  It 

ahould  be  noted  that  tMa  altuatlon  c'imis 
the  graceful  local  eloae  to  en  Immediate 
eloae  (abortll  oeMor-  a*me  proceaalng  as 
♦or  e*tabllsh*d  atate  with  reaoect  to  ae- 
guence  ngmbera 


remote  eloae 

received  oerform  se-e  oroeeaalng  as  for  establishes 

atate  with  reaoect  to  aeauenee  number* 

FIn  sent  oerform  seme  oroeeaalng  aa  for  established 

state  wit*  reaoect  to  aeouenee  numbers 


FIN  received 


oerform  same  oroeeaalng  as  for  established 
stats  wit*  reaoect  to  aeauenee  numbers 


FIN  s*nt/recei ved  oerform  seme  processing  as  for  *stab1lsn*g 

state  wit*  resoeet  to  aeauenee  number*?  if 
th*  value  of  eurrent  s*ng  left  wingow  edge 
matches  the  value  of  neit  send  aeauenee 
number#  move  to  elosea  state 


27-FE8-T* 


Tg.ijeRoe 


•eUNCLASSIFJEOe* 


27-FE8-7* 


7003*9*9  ••UNCLASSIFIED** 


TCP  State  Tablea  FAGS  0*10 

STIMULUS*  TCP  t  1  ••out  (Ratpv  event!  oeegpped 


CURRENT  state  processing  required 
ooen#eloseo  dlaeend  tNa  segment 

•  11  otNep  states  Top  all  aeanfntt  on  tNa  pat  p  ana*1  ••  <  on  auaua 

t«at  are  wltNIn  tNa  euppent  tana  window  ana 
Nava  peeelved  a  Sand  Oata  Retupn  avent  fpon 
SIP#  dae*a»ant  $ount_  a#  nu»bep  of  s*co«as 
u*t11  pat  pangnj  sti  on  of  tNa  aao*anti  if  th* 
saeenoa  count  f©p  a  segment  Poaches  «*po  jn« 
t^apo  Nava  baan  lata  tNan  thpae  tpane««iaaion 
•tte*ets  fop  tNa  segment.  patpa«a*lt  tNa  sag* 
•ant  and  *apk  It  "Send  Data  Return  avant  out* 
atandlngt"  1#  tNa  translation  count  paacNes 
tNpaa#  elosa  tNa  eonnaetion 


27-FEB-7* 


7003*9*9  ••UNCLASSIFIED** 


27«PEBm79 


70(136599  ••UNCLASSIFIED#* 


CP  State  Tables 

TJmulUSj  TCP  m 


ived  from  remote  TCP 


face  D-ti 


•connection  dees  not  eslst" 

CURRENT  STATE  PROCESSING  REQUIRED 

ooen, e 1 oseo  discard  the  sea-ent 

all  otKer  states  it  the  seouenee  number  In  the  ac know  1  edge-ent 

field  references  a  value  between  the  current 
send  left  window  edge  and  nest  send  staumee 
number#  Per f or*  Immediate  close  Processing 
♦or  the  eonneetlent  if  not#  discard  the  sea- 
went 


"security  violation'' 

CURRENT  STATE  PROCESSING  REQUIRED 

ooen. e 1  deed  discard  the  sen-ent 

all  other  states  if  the  seouenee  number  In  the  ac know  1 edae*ent 

field  references  a  value  between  the  current 
send  left  window  edge  and  ne*t  send  seouenee 
number#  oerfor*  immediate  close  orocesslng 
♦or  the  eonneetlent  If  not#  discard  the  sed- 
•  ment 


"TCC  violation# 

CURRENT  STATE  PROCESSING 

ooen. closed  discard  the  sea-ent 

•’ 1  other  states  }f  the  seouenee  number  In  the  ac v no* 1 edge-e-t 

field  references  a  value  between  the  current 
send  left  window  edge  snd  #*»t  send-  seouenee 
nu-ber.  perform  immediate  close  orocesslng 
♦or  tee  connection!  if  not#  discard  the  seg¬ 
ment 


"connection  oreemoted" 

CURRENT  STATE  PROCESSING 

ooen#  e \ oseo. 

SVN  sent#  Snd 

STN  sent/ reeel ved  discard  the  eeo»ent 

ail  other  states  if  the  seouenee  number  In  the  eeknowl edae-ent 

field  references  a  value  between  the  current 
send  left  window  edge  and  nest  send  aeouencs 
number#  perform  immediate  close  oroeesslng 
♦or  the  eonneetlent  If  not#  discard  the  seg¬ 
ment 


c  *••••#••••#•#* 

27«PES-79  Ta*34M9  •  •UNCLASS  TP IED*«  PAGE  RP«M8 


27-FE8-79 


T».<365«9  ••UNCLASSIFIED** 


TCF  State  Teb’aa 

STIMULUS!  TCF  •aaaaaas  P«caivad  fw  pe*ote  TCP 


PAGE  0*i2 


"unacceptable  Stm" 


CUbefvT  state 
Stm  ee*t 


sapcFSSiMG 

IT  t*a  aeouance  nu»bep  1 n  t h a  ack^OMl aega^e^t 
Tlald  references  a  value  between  t*e  eurrant 
ea"d  left  edge  and  neat  eenp  aeouenee 
?u»be r *  papf op«  i*»ad^ata  eloae  processing 
To*  the  eonneet 1 oni  if  not#  dlacara  tne  aad* 
•ant 


all  ot hep  atataa  discard  the  t*g»a«t 


?T.ara*79  ra?iaaa«  ••unclassified** 
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TCP  Stats  Tibltt  PAGE  0*13 

STIMULUS!  Spno  »v*n t  npepivod  #p o*  )oeal  Thp 


CURRENT  STATE  PROCESSING  RE3UIRED 


ootn 

pueu*  tb«  Sena  fee  the  seQ»ent<ter  #na 
1nit<0tP  the  t h pp**.ev  handshake  Ov  apneM  ng 
$vn  sea-ant  to  pp-ote  TCP  and  *ov!no  to  SYn 

sent  atatP 

Stn  tent 

OUPUP  th#  Send  fvpnt  for  th*  Seg-pn  t  <  <  p  <* 

Svn  s*nt /pees*  ved 

oueue  t  p p  Send  event  for  t  h p  ipgppnt < *pp 

•  1  Shp<5 

oueue  the  Send  ivppt  Top  the  se<3*enti*en 

loc*'  elos* 
pee*<  v*d 

return  a  Send  Return  event 
neetlon  elopino  status 

to  Tmd 

wi  t** 

eon- 

rpnot#  c ^  099 
ppcp i ved 

return  a  Spnd  Return  event 
neet  <  op  e'oaina  status 

to  Thp 

-Its 

eon. 

FIn  i|pt 

return  a  Spn^  Return  event 
neeHon  e  1  os*  ng  status 

to  THP 

with 

con- 

PIN  received 

return  a  Send  Return  event 
neeHon  elosino  status 

to  thp 

th 

con* 

FIN  spnt/reca< vpd 

return  a  Spnq  Return  pvpnt 
neetion  eleilna  status 

to  thp 

*<  th 

CO". 

e 1 oted 

return  a  3p«a  Return  pvpnt  with 

oops  not  p * 4  s t  status 

connect  i  0** 

TP'36SRR  ••UNCLASSIFIED** 
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TCR  St  ata  Tatolaa  PAGE  D.u 

STIMULUS!  Raealva  Return  »v«nt  paealyad  fpon  loeal  THP 


CURRENT  STATE 
ooan,c1oaad 

SVN  tent 

SYN  aant/paeal wad 


PROCESSING  required 
tgnopa  tNa  avant 

Ignona  tNa  avant 

Ignona  tNa  avant 


aatabllaNad  uedata  tNa  pacaiva  laft  window  aoga  by  tNa 

ngmbap  of  oetats  acknowladgad  In  THR*  a  Ra¬ 
tal  va  Ratunn  avant  and  aant  an  ACK  aagnant  to 
panota  TCRf  cnack  paaaaaaoly  gutua  Top  a 
eonplata  lattaPr  tNa  baginning  aaouanea 
ngnoop  of  wNleN  equals  tha  naw  paealva  laft 
window  adsof  if  ena  la  foond  aand  letter  to 
THR  via  Raealva  avant 


local  eloaa 

paealyao  Ignena  tNa  avant 


panota  eloaa 
pacol vad 

FIN  aant 

FIN  paeelvad 

RIn  aant/poeal vad 


pepfopn  aana  epoeaaalng  aa  fop  established 

atata 

Igngpa  tNa  avant 
Ignopg  tN«  avant 
Ignona  tNa  avant 


Ravlalon  1,  July  u,  1070 
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TCP  State  Tablet  FACE  D-15 

STIMULUS!  Sand  Data  Return  event  Top  pat  rant*) aal op  Queue  element 


NOTE!  Data,  SYN,  F]s,  flueh,  and  WDP£N  teonentt  are 
ret rant*l tal o"  Queue  ele*entt. 

CURRENT  STATE  PROCESSING  REQUIRED 

open  dltcard  the  tea^ent 

all  ether  ttatat 

except  doted  locate  the  tea-ent  referenced  by  t*e  Seno 

Data  Return  event  on  the  rat ran** 4 Bs 1 o-  ouaua 
and  »apk  the  teqnent  "Sand  Data  Return  event 
reeejvedi"  IT  the  return  atatut  it  tuceesi- 
Tul,  incranent  the  count  oT  tueeetsful 
t ran*. 1 tt 1 on«  of  the  aeo"ent  and  tat  a  re- 
trananitalon  tjner  Interval!  if  Type  I  error 
ttatut  (nondelivery  notice  •  flow  control  «ng 
ADCCP  line  error)  waa  received,  Increment  the 
count  of  untuceetaTuI  t rani» 1 tt 1  on*  oT  the 
taonant  and,  IT  the  t rtntr 1  as  1  on  count  ha» 
not  reached  three,  e*t  a  on*  aecond  tl-er  for 
retreat"! talon  of  the  taonant!  IT  the  count 
hat  reached  three#  "ova  to  the  doted  ttate, 
delate  all  tao-rentt  fro*  ret  rant*! ttl on  Queue 
with  "Sand.  Data  Return  event  received" 
ttatut*  tPhdihO  Sand  Return  eventt  to  TnP,  at 
eeoroorlete,  surge  all  other  queuat  Tor  t”* 
connection,  and  te^d  a  Clot®  Return  event  to 
T HP  with  aoeroorlate  ttatut  at  toon  §t  a!1 
taonantt  hove  Mean  dflatadj  IT  Type  2  or  3 
error  atatut  (nondelivery  notice  •  undellver- 
able  o"  validation  reject,  rasoact l vel y )  was 
received,  "Ova  to  doted  ttate  and  Initiate 
connection  cloture  at  detcrlbeo  for  Type  1, 
eliminating  the  ret ran»»l *» 1  on  otte-ott 

doted  locate  the  taflnant  on  the  ret  rant*  1  at  1 0" 

auaua  and  "»rk  the  teg-ent  "Send  Data  Return 
event  received!"  tea"  the  rat  rant*! at  1  on 
ouaua  tno  delate  all  teg"enta  with  Sand  Data 
Return  event  received  ttatut  and  latue  appro¬ 
priate  Send  Return  eventt  to  THPj  once  a! ’ 
tao*ant|  on  the.  ret  rani"! tt< on  Queue  heve 
bean  delated,  latue  a  Clota  Return  event  to 
TMP 


27*FE9«7R 


*«UNCL*8S!f :ed** 


TCP  State  Tablet 

STImuLUSi  Send  Data  Return  event  for  AC*  Queue  element 


PAGE  D-16 


NOTE!  AC*,  STa,  W4CK,  and  OBI  tegmenta  are  4C«  Queue  ele">enta. 

CURRENT  STiTE  PROCESSING  REQUIRED 

Qoen»  SYN  tent  dleeerd  t"t  seament 

Syn  aent/pteel ved» 
establ  1  shea, 
local  c 1 o  a  e 
reee 1 ved, 
remote  close 
received, 

PIN  tent,  end 

Flrj  receives  locate  the  segment  referenced  in  the  Sena 

Data  Return  event  anc>  delete  It  fro*  tne  *c* 
aueuei  If  Tvoe  2  or  3  error  statue  Cnonoe- 
Hvery  •  u"de  H  ve  rate  1  e  or  valloation  reject* 
reaoect  1  vel  y )  was  returned,  move  to  c'osea 
state,  delete  all  tegmenta  from  the  re» 
t  rant"1 as  1  on  ayeue  with  "Send  Data  Return 
event  received"  status*  outae  all  other  con. 
nee 1 1  on  oueuea,  and,  If  all  Queues  are  e»ctv, 
send  a  Close  Return  event  to  Two 

FIN  aent/recel ved  perform  ta*e  oropesslnq  as  described  abovei 

If  Tyoe  S  error  is  not  received,  c^teY  to  iee 
If  th*  Send  Data  Return  avent  Is  for  tne  acY* 
nowl edgement  senr  for  t«e  FIn  segment  t*at 
was  received  (current  send  left  window  enpe 
la  eouai  to  nest  send  seauence  number)!  it 
the  AC*  aeoment  was  tor  the  FIn  aeQment  tnat 
was  received,  »ove  to  eloaed  stats  and,  it 
all  connection  Queues  are  emBtv,  send  a  Close 
Return  event  to  thp 

e1o#*r  locate  the  segment  referenced  in  tne  Seno 

Data  Return  event  and  delete  it  from  t"e  4C* 
oueuef  if  all  connection  Queues  are  emntv, 
send  a  Close  Return  event  to  Tho 


p7.rra.no 
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7CP  Stitt  Tables 

STIMULUS!  Interruot  event  reeeiv ed  fro*  local  THP 


RACE  0*17 


CURRENT  STATE 
oeen,  e  1  osea 


Syn*  sent 


PROCESSING  REQUIRED 

reauest  bv  sending  Interruot  Return 
#v*nt  *ith  connection  does  net  exist  reason 
eode 

•  •feet  ffduest  bv  sending  Interruot  Retur- 
•vent  *ith  connection  aoes  not  exist  reason 
code 


SYN  sent/received  reject  rgauest  bv  sending  Internet  Return 

•vent  * i t h  connection  does  not  exist  reason 
code 


established  if  tlusr  indicator  is  set  in  r#aueat,  return 

aH  not  yet  segmentized  Sena  events  to  Tmo 
*<tD  undelivered  status  and  sena  flush  con¬ 
trol  seonent  to  renote  TCP  (NOTE*  flush  con¬ 
trol  aeonent  is  subject  to  account  an i 1 i tv 
and#  therefore#  will  be  out  on  the  ne- 
t renan J ss < on) j  if  interruot  indicator  is 
sent  in  request#  send  an  out-of-benq  inter- 
runt  (081)  eontr0l  segment  to  remote  TCP 
(NOTEl  ORIcontrol  segments  are  not  subject 
►o  accounted! 1 i tv  ana,  therefore,  will  be  out 
on  the  sCt  Queue) 

•H  other  states  relect  reouest  bv  sending  Interruot  Return 

event  with  connection  closing  reason  code 


?’*rES*T9  TP?3aS9R  ••UNCLASSIFIED** 
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TCP  State  Tables  PAGE  D-l » 

STIMULUS!  Close  event  received  fro*  loeel  Twp 


CURRENT  STATE 
open 


8>n  sent 


PROCESSING  REQUIRED 

purge  all  connection  Queues  and  send  Thp 
Close  Return  event  with  successful  loee' 
close  status 

return  all  Send  events  to  Thp  with  undeliv¬ 
ered  status/  record  t"e  transaction  ID  of  t"e 
Close  event*  and  nova  to  closed  stater  once 
ell  seonents  already  transmitted  are  account¬ 
ed  for*  send  Two  a  Close  Return  event  wit* 
successful  local  close  status 


Syn  sent / r ec e 1 ved  oerfern  sane  processing  as  for  3 y m  sent  state 


establ 1 sk*n 


local  elose 
received 


renote  close 
rece  1  ved 


FIN  sent 

FIN  received 


reeord  the  current  valu*  of  t*e  receive  left 
window  edoe  for  oosslble  use  later  in  status 
control  seonenti  If  deferred  (graceful) 
close  Is  specified*  Queue  tKe  Close  event  for 
the  aednentlsenj  If  no  entries  are  0n  the 
send  aueue#  send  a  FIm  segment  immediately 
end  neve  to  Flu  sent  stetei  If  an  Immediate 
elosf  la  soeclfied*  return  all  not  yet  s«o« 
nentlted  Send  events  to  ThP  with  undelivered 
status*  send  a  fin  (flue*)  segment*  ana  *ove 
to  FIN  se*t  etate 


assume  trie  Is  an  fbort  reauest  (second  Close 
event  received)  from  TwP|  return  Close  Re¬ 
turn  event  for  first  Close  event  with  close 
flushed  status*  return  all  not  yet  sefl*en- 
tlieo  Send  events  to  Thp  wit*  undelivered 
status*  send  a  FIN  seQ"e"7*  n0ve  to  FIN  sent 
state*  end  record  transaction  ID  of  new  Close 
event 


reeord  the  current  value  of  the  receive  left 
wlnoow  edoe*  send  a  fin  segment*  and  move  to 
FIN  sent  state 

send  Thp  a  Close  Return  event  with  close 
flushed  status  for  first  Close  event  Close 
event 

oerfom  seme  processing  as  for  established 
stetei  set  the  value  of  the  receive  left 
window  edge  to  that  of  the  value  of  the  se- 
ouence  number  el  us  one  of  t*e  FIN  segment 
that  was  received*  send  e  FIN  segment*  send  a 
status  control  segment  for  the  FIN  segment 
that  was  received*  eng  move  to  Flu 
sent/reeel ved  state 
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ststsi  it  should  be. noted  that  tMa  situs* 
1 1  on  changes  the  qreee^gl  loesl  dose  to  sn 
immediate  close  (abort) 

elosed  send  Close  Return  event  «lt*  eonnaetlon  does 

not  exist  status 
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APPENDIX  E 

AUTODIN  1!  TRANSMISSION  UNITS 


Thar*  cp«  standard  ynft#  of  tranamfaafon  for  aack  component 
of  •  Ceu/TAC«  !•«•»  MSI  ap  Tm,  Tmp,  TCp »  and  SIP,  It  fa  1 n* 
popt *nt  to  understand  the  terminology  ua*d  to  deaerib*  **c k, 
t no  contort*  of  each*  and  th#  relationship  of  all  th#  units 
of  transmission,  Th*  unit*  ap*  dfseuasad  below  beginning 
with  t*a  "amallaat”  unit  (user  ta*t)  to  th*  •largaat"  (SIP 
op  AUTODIN  II  segment),  A  visual  eoneaotion  of  th#  pole* 
tionshio  fa  a*o**  in  Figure  E*l,  Figure  £*2  ahowa  a  "dfrae* 
1 1  on  of  tr*n*mf asi on"  aehamatic, 

t,  ua*p  teat  •  TM #  gMt  of  transmission  fa  th* 
smallest  fop  a  CCU/TAC,  Uaap  ta*t  fa  paeafvad 
by  MSI  OP  TM  on  tha  hoat*to*CCU  op 
t*p«fna1«to*TAC  Hnk,  paapact  f  v*1  y,  Th*  teat 
way  co"#  fn  a  character  at  a  tf*a  op  fn  blocks 
of  aavapal  characters,  hsI/Tm  accumulates 
teat  and  paaaaa  ft  to  THP  via  th#  From  uaap 
avant  fn  the  NCCU*  and  by  an  eaufvelant  vahf* 
eta  fn  the  SCCU  and  TAC,  Eaeh  avant  »«v  bring 
on*  OP  many  ekaraetara*  aapandfng  on  th*  oar- 
tfeular  typo  of  uaap  and  tk*  link  protocol 
being  uaad.  For  tk*  puppob*  of  tkfa  diaeua* 
aion,  and  from  TmP*s  viewpoint,  tka  ynft  of 
transmission  ealled  "user  teat"  should  bo  con* 
afdorad  aa  on*  op  mop*  uaar  tait  ekaraetara 
which,  aa  a  unit#  kaya  meaning  to  Thp,  That 
fa*  aom*  ekaraetara  kav*  aoaefal  maanfng  to 
THP#  auck  aa*  fntarruot  fgnetfon  ekaraetara* 
araaa  Ifn*  ekaraetara*  earrfag*  return,  If* 
nafaad*  ate*  Otkap  ekaraetara  kav*  no  apaefal 
maanfng  to  THP*  and  ara  accumulated  aa  data  to 
bo  tranamfttad  to  tka  network  fn  a  gnft  called 
tk*  Thp  data  racord. 
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AUTODIN  IX  TRANSMISSION  UNITS 


RAGE  E-2 


2,  ThR  pae OPd  •  Thfg  unit  Of  tpananlaalon  <■  t*)« 

naans  by  whfeh  thp*  eonmgnf eate,  That  ft# 
eaen  Tmr  paeopd  eontelna  fnfopnatlon  InatPuet* 
fng  ThR  at  to  tPa  POaufpad  pPOCeaalng,  Tha 
•oat  eonnon  THR  Ptcepd#  tha  data  pteopd#  eon* 
•  fata  of  uaop  teat  etoptetopa  ppacadad  by  an 
S*bft  pacopd  NOPk#  on  S«bft  pteopd  tvoa#  ana  a 
it*bft  length  flala,  Oth«p  THR  paeonda  eon* 
•lot  of  on  8*b1t  pteopd  nap*#  an  B*b1t  pteopd 
typo#  end  optional  oopa*otop  bytaa,  All  Thr 
pteopd  tyeaa  and  fopnata  apt  doffnod  In  Appon* 
dleas  A  and  6  of  tha  Thr  Tpanaooptable  Spaeff* 
faction, 

3.  ThR  lattop  •  Thla  unit  of  tpananfaalon  ft  aa* 
aoefatad  with  ThR  and  eonalata  of  on«  op  dopo 
THR  poeopda,  If  only  map  teat  ehopaetapa  opa 
being  tpanamlttad  on  the  eonnaetfon#  a,g,,  fn 
bfnapy  node#  paaufpfng  no  Othep  THR  eontpol 
pteopdt#  thepe  would  bo  one  ThR  data  peeopd  in 
the  THR  lettept  Xf  othap  fnfopnatlon  fa  being 
tpenenftted#  a«g«#  uaap  teat  ehapaetapa  fol¬ 
lowed  by  an  option  peaueet#  the  lattop  would 
eonolat  of  a  ThR  data  peeopd  followed  by  a  Thr 
option  peeopd.  The  alee  of  the  lattop  fa  da* 
tapnfnod  by  the  vapfoua  packet  Palaaaa  waenan* 
1a«a  of  THR  (aao  Refepenee  9),  Lattapa  apa 
paaaad  to  TCR  via  the  Sand  event  In  the  mccu# 
and  by  an  aoulvalant  vahlela  In  an  SCCU  op 

tac. 

a,  T*eegnent  •  TMa  unit  of  tpananlaalon#  alto 
known  oa  TCR  aegaont#  ft  aaaoefatad  with  TCR 
and  eonalata  of  nono#  ana  op  nope#  but  nova# 
paptfal  THR  lattapa#  opaeadad  by  a  T*oegment 
haadap.  The  T*aafl«ant  haadap  la  the  naan*  by 
whfeh  TCRa  coanunfeata#  and  eonvaya 
aand/pacalva  flow  eontpol  fnfopnatlon#  TCP 
eontpol  fnfopnatlon,  and  addPOaafng  fnfopat* 
tfon  (too  Appangfa  a  of  the  TCR  Tpanapoptabl a 
Soaef f feat  4  on) (  The  T-aagaant  fa  paaaad  to 
SIR  fop  tpanonlaafon  to  the  SC M  yfa  a  Sand 
Data  event  In  the  mccu#  and  the  aoulvalant  fn 
an  SeCU  op  TAC, 


$•  S*aegnent  •  Thfa  unit  of  tppnanf asfon#  alao 
known  aa  SIR  aagaant  op  AUTOOXN  IX  aagatnt#  fa 
aaaoefatad  with  SIR,  It  la  the  unit  tpena* 
fappad  between  the  CCU  op  TAC  and  SCM,  Tha 
S*oegnent  eonalata  of  th#  T*aagapnt  ppaeadad 
by  a  bfnapy  aaaaont  leedep  (BSD .  The  6SL 
eontefna  aaeupfty#  ppaeadanea#  TCC#  addptaa* 
fng,  and  SIR*SCh  eontpol  fnfopnatlon  eoneapn* 
fng  the  S*aagnont  being  tent, 
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pdp-h  memory  imace  autodin  n  segment  format 


■m  ..15.14.13.12.11.10.  9  .A  .  J  .  A  .  5 . 4 . 3 . 2  .  1  .  •  .  ITT!  WORD 


SEGMENT  TYPE _ 

(apart) _ 

REASON  FOR  OUTAGE 


SEGMENT  IQ _ 

START  TIME 
WINDOW  OR  DURATION 


COMMAND  CONTROL  FIELD  | FRECEDENCE  [TCP  VERSION 

_ SOURCE  SUBSCRIBER  ADDRESS _ 

DESTINATION  SUBSCRIBER  ADDRESS 


(apart)  | 

SECURITY-2  j (apart) 


SECURITY- I 


LENGTH  —  |  HEADER  LENGTH  |  VERSION 

unuttd  |  —  OF  TENT  ** 

SEQUENCE  NUMBER  -  MOST  SIGNIFICANT  BITS  (MSB) 
SEQUENCE  NUMBER  -  LEAST  SIGNIFICANT  BITS  (LSB) 
CONTROL  INFORMATION 

- - - ! — 

^  - 40 

FVNC.  suffix; _ _ I'SEB  12 _ ili£ 

DESTINATION  TCP  (LSB)  DESTINATION  NETWORK 

SOURCE  NETWORK _ DESTINATION  TCP  (MSB) 

_ SOURCE  TCP _ 

ACKNOWLEDGEMENT  SEQUENCE  NUMBER  (MSB) 
ACKNOWLEDGEMENT  SEQUENCE  NUMBER  (LSB) 

_ RECEIVE  WINDOW  (IN  BYTES) _ 

TCP  CHECKSUM  (MSB)  CONTROL  DAT*  EXTENSION 
TCP  CHECKSUM  (LSB) 

THP  RECORD  MARK  _ 

TUP  RECORD  LENCTH  (lSb)  THP  RECORD  TYPE 
USER  TEXT  (byte  0)  THP  RECORD  LENGTH  (HSR) 
USER  TEXT  (byte  2)  USER  TEXT  (byte  I) 
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Figure  E-2.  AUTODTN  II  Segment  Transmission  Schematic 


